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About this Guide

This SonicWall On-Premises Analytics Deployment Guide describes how to install and manage SonicWall
Analytics package on Azure.

On-Premises Analytics collects data from firewalls, analyze them, and present them as actionable intelligence.
For an overview of product features, refer to the SonicWall On-Premises Analytics Getting Started Guide.

Chapter 3, Installing On-Premises Analytics on Azure, details how to install on Azure

Chapter 4, Licensing and Registering Your On-Premises Analytics Instance, tells how to access serial numbers
and authorization codes and how to use them.

Chapter 5, Upgrading On-Premises Analytics, tells how to load a new revision or software patch of On-Premises
Analytics on Azure.

Chapter 6, Migrating Data From Internal to External Disk, describes the process to migrate Analytics data from
internal disk to external disk.

Chapter 7, Using the Management Console goes over steps using the Management Console to configure the
software and diagnose problems.
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Guide Conventions

These text conventions are used in this guide:

©) | NOTE: A NOTE icon indicates supporting information.

® | IMPORTANT: An IMPORTANT icon indicates supporting information.

@® | TIP: ATIP icon indicates helpful information.

/\ | CAUTION: A CAUTION icon indicates potential damage to hardware or loss of data if instructions

are not followed.

/\ | WARNING: A WARNING icon indicates a potential for property damage, personal injury, or death.

Convention

Bold text

Function | Menu group >
Menu item

Code

<Variable>

Italics

Description

Used in procedures to identify elements in the management interface like
dialog boxes, windows, screen names, messages, and buttons. Also
used for file names and text or values you are being instructed to select or
type into the interface.

Indicates a multiple step menu choice on the user interface. For example,
NETWORK | System > Interfaces means to select the NETWORK
functions at the top of the window, then click on System in the left
navigation menu to open the menu group (if needed) and select
Interfaces to display the page.

Indicates sample computer programming code. If bold, it represents text
to be typed in the command line interface.

Represents a variable name. The variable name and angle brackets
need to be replaced with an actual value. For example in the segment
serialnumber=<your serial number>, replace the variable and brackets
with the serial number from your device, such as
serialnumber=2CB8ED000004.

Indicates the name of a technical manual. Also indicates emphasis on
certain words in a sentence, such as the first instance of a significant term
or concept.
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System Requirements

Before moving to installation or upgrade of Analytics, review the following requirements:

Topics:

e Supported Firewalls

¢ Additional Firewall Requirements
e Supported Platforms

* Minimum Requirements

e |IPFIX Based Licensing Model

e |PFIX Based Capacity Planning

* Backup and Recovery Information
« Importing Firewall Configurations

e Creating a MySonicWall Account

Supported Firewalls

On-Premises Analytics can collect data from the following firewalls:

Entry-Level Firewalls SOHO W
TZ Series
NSv 10-100
NSv 270 - 870
Mid-Range Firewalls NSA 2500 - 6600

NSa 2650 - 6650
NSv 200 - 400
NSA 2700 - 6700
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High-End Firewalls SuperMassive 9000

Series 10K Series, 11K Series, 12K Series, 13K Series and 15K Series
NSa 9250 - 9650
NSv 800 - 1600

Additional Firewall Requirements

Additional requirements include the following:

’

e Each firewall must be licensed with the Comprehensive/Advanced Gateway Security Suite
(CGSS/AGSS).

e Firewalls supported by an On-Premises Analytics instance must be in a single group or tenancy.
» Firewalls added to On-Premises Analytics should not have NSM Advanced licenses enabled in CSC.

e Firewalls with NSM Advanced licenses added to CSC using Zero Touch are not supported for On-
Premises Analytics.

e Each firewall must have HTTPS management enabled.

IMPORTANT: If a firewall is behind a NAT device, then the HTTPS management port must be opened for the
cloud services to communicate with the firewall.

Supported Platforms

Release Version Supported Azure Versions
SonicWall_On-Prem_Analytics_2.5 Azure Standard_D2_v2 or higher
® | NOTE: The image files for installation are available on MySonicWall.

Minimum Requirements

Standard minimal hardware settings for an On-Premises Analytics instance running on any platform include:

e 4 CPUs (2.4 GHz processor)

e 8 GB main memory for IPFIX reporting, 16 GB main memory for Syslog reporting
e 68.41 GB disk size (preferably SSDs)

e 1 virtual NICs (vSwitches)

At the lowest license level, an additional external mount of 500 GB of storage is required for logs storage.
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IPFIX Based Licensing Model

On-Premises Analytics licensing levels are based on how much data from firewalls is logged. So, specific
licenses support collection of firewall data in increments of 2, 5, 15, 30, and 100 GB per day. If an On-Premises
Analytics instance exceeds its daily limit in a 24 hour period, the excessive logs will simply be dropped and data
will again be logged starting with the next day.

@ | NOTE: Syslog-based Analytics storage limits are independent of license level and dependent on assigned
resources.

The following table summarizes currently available licensing levels.

Storage (based on licenses) Flows per second or day Storage Limit
2 GB/ day 300 flows/sec and 20 million flows/day 500 GB

5 GB/ day 750 flows/sec and 50 million flows/day 1 TB

15 GB/ day 2250 flows/sec and 150 million flows/day 5 TB

30 GB/ day 4500 flows/sec and 300 million flows/day 10 TB

100 GB/ day 15000 flows/sec and 1 billion flows/day  Unlimited

IPFIX Based Capacity Planning

The following table links hardware requirements to license levels and flows/logs per second or per day.

Typical Installations Storage(based on licenses) Flows per second or day

4 Core, 8 GB -default 2 GB/ day 300 flows/sec and 20 million flows/day

8 Core, 16 GB 5 GB/day 750 flows/sec and 20 million flows/day
16 Core, 32 GB 15 GB/ day 2250 flows/sec and 20 million flows/day
32 Core, 64 GB 30 GB/ day 4500 flows/sec and 20 million flows/day
64 Core, 64 GB 100 GB/ day 15000 flows/sec and 20 million flows/day

In the following three tables, hardware requirements for specific license levels are linked to specific numbers of
different models of firewalls.

VM Hardware Configuration TZs /| SOHOs / NSv low capacity (number of firewalls)

4 Core, 8 GB - default 10 (Includes all TZ and SOHO models along with NSv models 10 to
100.)

8 Core, 16 GB 40

16 Core, 32 GB 80

32 Core, 64 GB 160

64 Core, 64 GB 350

Analytics Deployment Guide for Azure
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VM Hardware Configuration NSa / NSv medium capacity (hnumber of firewalls)

4 Core, 8 GB - default 1 (Includes NSa 2600-6600, NSv 200-400.)

8 Core, 16 GB 3

16 Core, 32 GB 6

32 Core, 64 GB 12

64 Core, 64 GB 25

VM Hardware Configuration SM / NSa / NSv high capacity (number of firewalls)

4 Core, 8 GB - default 0 (Includes SuperMassive 9000 series, NSa 9200-9800, NSv 800-
1600.)

8 Core, 16 GB 1

16 Core, 32 GB 3

32 Core, 64 GB 6

64 Core, 64 GB 12

The following table shows recommended guidelines for main memory to support different numbers of firewalls.

Number of Firewalls Recommended Amount of Main Memory
10 8GB

40 16 GB

80 32GB

350 64 GB

Example:

This example considers license levels required to collect and analyze IPFIX data from five TZ series firewalls and
one NSa 9450 firewall.

Looking at the table linking VM hardware configurations to entry-level firewall numbers, we see thata 4 CPU, 8
GB VM should handle up to ten of these TZ series firewalls.

VM Hardware Configuration TZs | SOHOs / NSv low capacity (number of firewalls)
4 Core, 8 GB - default 10

Likewise, we see that a 8 core, 16 GB can handle IPFIX flows from a single high-capacity firewall such as the NSa
9450.

VM Hardware Configuration SM / NSa / NSv high capacity (number of firewalls)
4 Core, 8 GB - default 1

So, it makes sense choose the license level associated with 12 cores 24 GB VM. This will support 50 million log
entries per day and should cover these six firewalls. 10 cores may suffice, but 12 should provide head room.

Of course, this sort of heuristic approach has its limits. Whether the firewalls are running applications that throttle
throughput (for example, Advanced Threat Prevention), or whether the firewalls are deployed on the perimeters
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of a single-site, enterprise network or, instead the NSa 9450 is on an intercontinental link within the enterprise

network; these are all factors to consider.

@® | NOTE: Contact you SonicWall sales representative for further guidance.

IPFIX-based VM Sizing

The following table describes the size of the VM based on the license levels:

VM Size in Azure
Standard_D2_v2
Standard_D3_v2
Standard_D4_v2
Standard_D5 v2

License Level
5 GB/day

15 GB/day

30 GB/day
100 GB/day

Syslog-based VM Sizing

The following table describes the size of the VM based on the syslog volume:

VM Size in Azure
Standard_D2_v2
Standard_D3_v2
Standard_D4_v2
Standard_D5 v2

Syslog Volume

100 million log entries/day
225 million log entries/day
360 million log entries/day

500 million log entries/day

Backup and Recovery Information

In certain situations, it might be necessary to contact SonicWall Technical Support, use SafeMode, or deregister

the On-Premises Analytics instance:

 Ifthe splash screen visible through the platform console remains displayed, this can indicate that the disk
is corrupted. Please contact SonicWallTechnical Support for assistance.

 Ifthe disk is not recoverable, then the instance needs to be deregistered with MySonicWall. See
Deregistering Your On-Premises Analytics Instance for information.

* If On-Premises Analytics fails to boot, it may still allow access to the Management Console through the
platform remote console. Check the platform webpage to ensure that the minimum required memory is

available. If it still cannot boot up, check the logs at the Management Console, send diagnostics reports to
technical support (see Diagnostics), and contact SonicWall Technical Support for assistance. For details
on using the Management Console, refer to Using the Management Console.

Analytics Deployment Guide for Azure
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Importing Firewall Configurations

The import of configuration settings is not supported from SonicWall firewalls in an On-Premises Analytics.
Export of configuration settings to support re-deployment of an instance is possible. Contact SonicWall Technical
Support for details.

Creating a MySonicWall Account

A MySonicWall account is required to obtain the file for initial installation and for product registration to enable full
functionality of the On-Premises Analytics instance.

@® | NOTE: MySonicWall registration information is not sold or shared with any other company.

To create a MySonicWall account:
1. Inyour web browser, navigate to https://www.mysonicwall.com.

2. Inthelogin screen, click the Sign Up link.

Vall account

Username or Email address

3. Inthe Account page, enter the Email, Domain UserName, Domain Password.
4. Enable two-factor authentication, if desired.
5. If you enabled two-factor authentication, select one of the following authentication methods:

¢ Email (one-time passcode) where an email with a one-time passcode is sent each time you log
into your MySonicWall account.
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¢ Microsoft/Google Authentication App where you use a Microsoft or Google authenticator
application to scan the code provided. If you are unable to scan the code, you can click on a link for
a secret code.

Click on Continue to navigate to the COMPANY page.

Complete the company information and click Continue.

In the YOUR INFO page, select whether you want to receive security renewal emails.
Identify whether you are interested in beta testing new products.

Click Continue to go to the EXTRAS page.

Select whether you want to add additional contacts to be notified for contract renewals.
If you opted for additional contacts, input the information and click Add Contact.

Click Finish.

Check your email for a verification code and enter it in the Verification Code field. If you did not receive a
code, contact Customer Support by clicking on the link.

Click Done. You are returned to the login window so you can login into MySonicWall with your new
account credentials.

Analytics Deployment Guide for Azure 12
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Installing On-Premises Analytics on Azure

Topics:

* Installing On-Premises Analytics on Azure
e Configuring On-Premises Analytics on Azure
¢ Adding Firewalls to On-Premises Analytics

Installing On-Premises Analytics on Azure

@® | NOTE: The installation procedure provided here leaves Azure VM settings in default positions as much as
possible while ensuring the Analytics VM will work. Depending on your use pattern for Azure, you may
choose to change these settings during this installation process or later.

To install On-Premises Analytics on Azure:

1. Logininto Azure Marketplace. Navigate to Products > SonicWall Analytics.

B oApps W MyAccounts § TechPubsBoard-. @) JomaProductDelv. @ Checkingthe proxy. W ConsumerBanking J) lob Search Resukis € SonicWallCapture. € Engineering Home_.  § Browse prajects - S »|

SR el = — _ —

Products > SonicWall Analytics-BYOL

SonicWall Analytics-BYOL

SonicWall Inc

SONICWALL

kKK (0 Wrie a review

Overview Plans + Pricing Reviews

— @ [ @ @ o
SonicWall Analytics for Public Cloud Environments Dashboard

GET IT NOW

Full Description
SonicWall Analytics provi I hing that ide the
SonicWall network security environment - al through a single pane of glass. At ts care s a
powertul,intell that automates th ati

correlation and contextualization of secuity data flowing across all SonicWall firewalls and
wireless access points. The application's interactive dashboard uses various forms of time-use
charts and tables to create knowledge representations of the data models. Analytics presents

results ful actionable and easi hi iy
teams, analysts, auditars, boards and C-suites to discover, interpret, prioritize, make evidence-
based decisions, and take appropriate defensive and corrective actions against risks and

threats as they nfold in the discovery process. Analytics provides stakeholders with real- time

insights and single-p: ) s aresult, they
drill-down investigative and forensic analysis of network traffic. user access, connectiviy,
i  tlization, state of security assets, threat profiles and ather -

firewall-related data.

Highlights.
icosof dge}

2. Choose to create this application in Azure and agree with the End User license agreement.
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x

Create this app in Azure

1 agree o the provider' terms of use

. . and pivacy policy and understand
SonicWall Analytics-BYOL that the rights to use this product do.

SCACWALL By SoricallInc o come from Micrasolt, unless

Microsoft is the provider. Use of

Azure Marketplace is gaverned by

separate terms,

Software plan

SonicWall Analytics-BYOL (Staged)

Pricing:  Bring your own license + Azure infastructure costs

Details:  SonicWall Analytics for Public Cloud Environments

3. Inthe Basics page,

e Click Create new for Subscription > Resource group, enter the Name of the Resource group,
and click Ok.

Home > SonicWall Analytics-BYOL (preview) > Create a virtual machine

Create a virtual machine

Basics Disks Metworking Management Advanced Tags Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace o use your own eustomized
image.

Complete the Basics tab then Review + create to provision a vinual machine with default parameters or review each tab for full
customization.

Looking for classic VMs? Create VM from Azure Marketplace

Project details

Select iption to manage deployed d costs. Use resource groups like folders to crganize and manage al
your resources.

Subscription * © [ Microsoft Azure Enterprise ~]
Resource group * O [‘Select easting. ~]

Create new

Instance details

Virtual machine name * (1) A resource group is a container that holds related
resources far an Azure solution.

Region * © <
Name *

Availability options © [ -] | E—

o [ o]

¢ Enter a Virtual machine name.

e Select aregion, animage, and size of the VM. Refer IPFIX-based VM Sizing and Syslog-based VM
Sizing for size of the VM.

Analytics Deployment Guide for Azure 14
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e Enter the username as management and password for the VM.

Microsoft Azure P Search resources, services, and docs (G+/)

Home > SonicWall Analytics-BYOL (preview) > Create a virtual machine

Create a virtual machine

Basics Disks Networking Management Advanced Tags Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image.

Complete the Basics tab then Review + create vitual default ters of feview each tab for full
customization,

Looking for classic VMs? Create VM from Azure Marketplace

Project details

Select the subscription ta manage deployed resources and costs. Use resource groups like folders ta organize and manage all
your resources.

Subscription * © Microsaft Azure Enterprise ~
Resource group * (0 (New) Mike ~
Create new

@ /AZUre res0UTCe Names cannot contain special characters \/™" (1 <> +=12"@8& or

Instanee details begin with"_ or end wil

Virtual machine name * (0 Mike ] Virtusl machine name must be unigue in the current resource group.
@ The value is in between 1 and B4 characters long.

Region * () {US) Central US ~ | @ Al characters are valid for Linux 05 computemame.

Availability options ( Mo redundancy required ~

preious [ Testibuk

4. Click Next:Disk.

5. Inthe Disk page, Setup the amount of persistent memory to allocate to the VM. Refer to IPFIX Based
Licensing Model for guidance on the amount of memory required.

R Search resources, services, and docs (G+/)

Home > SonicWall Analytics-BYOL (preview) > Create a virtual machine

Create a virtual machine

Basics Disks Networking Management Advanced Tags  Review + create

Azure VMs have one operating system disk and a temporary disk for short.term storage. You can attach additional data disks.
The size of the YM determines the type of storage you can use and the number of data disks allowed. Leam more

Disk optians

08 disk type * & Premium 55D >

Enable Ultra

Ultra Disk compatibility is not available for this VM size and location

Data disks
You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk

WN Name Size (GiB) Disk type Hest caching

Create and attach a new disk  Attach an existing disk

~ Advanced
< Previous Mext : Networking -

6. Click Next:Networking. Review the default settings and update as per your requirement or proceed with
the default settings.

7. Click Next:Management. Review the default settings and update as per your requirement or proceed with
the default settings.

8. Click Next:Advanced. Review the default settings and update as per your requirement or proceed with
the default settings.

9. Click Next:Tags. Review the default settings and update as per your requirement or proceed with the
default settings.
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10. Click Next:Review + create. In this page the system will check that the VM configuration is valid before

allowing deployment to the cloud. The system displays Validation passed for valid configuration.

£ Search resources, services, and docs (G+/)

Home > SonicWall Analytics-BYOL (preview) > Create a virtual machine

Create a virtual machine
/' validstion passed
Basics Disks Networking Management Advanced Tags Review + create

PRODUCT DETAILS

SonicWall Analytics-BYOL You are not autharized to view
by SonicWall Inc subscription price ()

Terms of use | Privacy policy | Retail price 0.0000 USD/hr
Standard DS3 v2 You are not authorized to view
by Microsoft subscription pri

Terms of use | Privacy policy Retail price 0.2930 USD/hr
Pricing for other VM sizes

TERMS

By dlicking "Create”, | (a) agree to the legal terms and privacy statementis) associated with the Marketplace offering(s} isted
above; (b) autherize Microsoft 1o bill my curent payment method for the fees associated with the offering(s), with the same
illing frequency as my Azure subscription; and (c} agree that Microsaft may share my contact, usage and transactional
information with the provider(s) of the offering(s) for support, billing and other transactional activities. Microsoft does not
provide rights for third-party afferings. See the Azure Warketplace Terms for additional details,

Name Richa Gupta

Preferred e-mail address * rauptafsonicwall.com s

<eviows ] [Reis ] Gounl

template for automation

® | NOTE: VM deployment will take several minutes.

11. Azure indicates once the deployment is successfully completed.

£ Search resources, services, and docs (G+/)

Home > Ci icwal - i lytics-fi 12641 - Overview

. CreateVm-sonicwall-inc.sonicwall-analytics-firewa-20200103112641 - Overview

Delete 1) Redeploy () Refresh
«

&+ Overview

@ Your deployment is complete

# Next steps

Setup auto-shutdown Recommended

Monitoe

Ith, performance and network dependencies Recommended

Run a script inside the virtual machine Recommended

Go to resource

& inpurs . Deployment name: CreateVm-sonicwall-inc.sonicwall-analytics-fire...  Start time:  1/3/2020, 11:36:16 AM
Outputs Subscription: Microsoft Azure Enterprise Carrelation ID: 36belc16-d52f-41a8-a1fb-a9456650ac95 0
Resource group:  Mike
Template Security Center
~ Deployment details (Dewnload) Secure your app:

Go to Azure secyf

Free Microsaft t

Start learning to

Work with an ex{
Azure experts a

who can help ma)
and be your first
Find an Azure ex

12. Navigate to Home > Resource Groups > created resource group and select the .ip file.

Analytics Deployment Guide for Azure
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13.
14.
15.

16.

resources, services, and docs (G+/)

Home > Resource groups > Mike
Resource groups « X [ <] Mike
sonicwal Resourte group
+ Add == Edit columns « + Add == Editcolumns [i] Delete resource group () Refresh —> Move | Exportto CSV Assign tags
- < Subscription (change)
[Fiter by name ] Overview crosoft Azure Enterprise
Name 1o B Activitylog Su
19 a1500--nsv A . TeBtesH -4606-2081-2d2fce3aceca
. Access control (IAM)
(%) a1388-nsv Tags (change)
® Tags Click here to add tags
(%) anal38prod-nsv N
Events.
(%) anal52f-nsv .
Settings me.. Type==all @) ( Location ==all @) ( Fip Add filter
[8) anats2iake2-ns
ickstan owing 1 to B of & records. how o grox
Pp— & Quidstart Showing 110 B of 8 records. ] Show hidden types O Nog
»
() ana1saf-nsy & Deployments (] Name 14 Type Ty Location 4.
ol
[#) analytics1167-nsv = Mike Virtual maching Central US
% Properti
Topertes B Mike-ip Public IP adelress: Central US
Lock:
1 beske O @ Mikensg MNetwork security group Central US
2 lat
[#) DefaultResourceGroup-CUS I Bport template O &> Mikevnet Virtual network Central US
(%) hello-nsv Cost Management O & mikezs Network interface Central US
(%) Mike % Costanalysis [0 ® Mike_Databisk_0 Disk Central US
[#) NetworkWatcherRG - B Costalens [0 ® Mike_0sDisk_1_9e35¢d20593749a 3abe T 76ede 153665 Disk Central US
D Budgets —
Page v |of1 Previou: Page | 1~ |of1  Hext
sl " " R . "

Double-click on the .ip file to know the assigned IP address for the VM. Record the IP address.

Navigate to Settings > Configuration.

Set Assignment to Static.

2 Search resaurces, services, and docs (G+/)

Home » Resource groups > Mike > Mike-ip - Configuration

E=Y - Configuration

« B save D Discard

B Overview
E Activitylog

" Access contral (1AM)
Assignment

() Dynamic

® Tags

Settings

& Configuration

Idle timeut {minutes) ©
Properties
O

£ Locks
DNS name label (optional) ©

Ak The associated virtual machine Mike’ may be rebocted. Click here

B3 Export template

Monitorin '
9 Allas record sets

B Diagnostic settings

® Logs Create alies record
Support + troubleshooting Subscription DNS zene
No results.

T New support request

Want to closely track this Public IP address? Create an alias record in Azure DNS. Learn more.

Type I

Click Save.

17. Click the notifications icon on the top right corner. Saved public IP address changes and Deployment
succeeded notifications will be displayed.

Analytics Deployment Guide for Azure
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L - :H

Ham cegroups 5 Anly20iresd > AnshybEreviip - Confguraton Notifications ix
= -ip - Configuration

o uemizu

B sciyios

5 ccass contal (M)

® s

Settings

& Confguration

1 10mingtes g0

11 properses
A
£ todks

in Azure DNS. Leam more.
B spon templste

Monitoring.

NS zone Type
B Diagnostcsettings

No resuls.

Support + soubleshooting

2 New support recuest

Configuring On-Premises Analytics on Azure

To configure On-Premises Analytics on Azure:

1. Launch the Management Console.

2. Navigate to Storage.

System Info

Network Interfaces
Diagnostics

NTP Server

Reboot | Shutdoun
fibout

Logs

3. Select Add Storage, select Yes and press enter to confirm.

System Info

|Network Interfaces
Diagnostics

|NIP Server

Reboot | Shutdouwn
About

Logs

Analytics Deployment Guide for Azure 18
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4. Enter a key for the additional storage. The key is set when the Mount operation is performed for the first
time on an additional storage disk. This key is required to re-mount the additional storage after upgrade or
redeployment.

@ | IMPORTANT: Be sure to securely store/note down your additional storage key. This key cannot be
modified or reset once it has been set. Should the key be lost, misplaced or forgotten, it will be
impossible to access or recover the data stored in the additional storage media.

5. Click enter to start disk encryption.

System Info

Network Interfaces
Diagnostics

NIF Server

Reboot 1 Shutdoun
About

Logs

Analytics Deployment Guide for Azure 19
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6. Click enter to reboot. You will have to enter the encryption key.

System Info

7. Navigate to the Network Interface setting, press Enter and select ethO. The system will use DHCP, if
available, to assign an IP address.

Take note of the IP address. This will be the access point for the On-Premises Analytics instance.

@ | NOTE: Without DHCP, you will enter a static IP address along with associated Netmask, Mac
address, Gateway entries.

Sgstem Info
Storage

Diagnostics

|[NTP Server

Reboot | Shutdown
|fibout

Logs

8. Set DNS for your network environment.

9. Enterthe IPv4 address in a web browser. The login screen will appear.

Analytics Deployment Guide for Azure
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1 your credentials

Username

What is SonicWall Analytics?
SonicWall Reporting and Analytics Platform

O SonicWall Analytics Live Demo

Learn more about SonicWall Analytics by watching the live demo

O Empowered by Capture Security Center

Reduce operating expenses while increasing service agility by partnering with SonicWall
Analytics and Capture Cloud

10. Forinitial access, use admin and password.

11. The first time up, the instance presents an initialization wizard. Use the Serial Number and Authorization
Code. For this information, refer to Registering the On-Premises Analytics Instance.

12. The initialization wizard will be displayed. Click Next.

SOMICWALL SonicWall Analytics 2.5

Intradustion Sha L Itrodustion
Wekoome 1o the System Confagur sion wizaend

Nrbvesrk Sattiaga
Cordgurng rg Hast nama, IP sddrens, DS, Time

and cther 3

Tame: Settngs
Thod sval B0 o sl U ORI Tl el OF L Ao B AT, ST Dy
Summary shep

DMICWALL

13. In Network Settings screen, you may choose to change the settings. Then click Next.
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14.

15.

Sonic\Wall Anakytics 2.5

e SeisctPtps: U DHCP ® Sunc
" = = IPwd Network Settings.
Marra kb - hoginame
Toma Somrgn Daman senCaul com i TN oM
Houl B sddenan/ Ssbnad 10 JORSE 1T I
Lol FS52552560
Ciefman gatemey 10306581
Dbl parenr 1 105G 1xhIsE
OHS serenr 2 1850 18080

SOMNICWALL

In Time Settings screen, make adjustments, if necessary, and click Next.

SonicWall Analytics 2.5

bnnrpthrir Snep 3. Tume Sertings

Tirrii

v oog 4w

Hatwnik SETAg {hhmmcasj L. i 2

Dhabe: Apeil " i v me v
Tima Settings

TimeZone  [UTC) Coorcdnated Lniverisl Tame .
Suseary

St tma etcmatically using NTP

To confinue, chok Mt

SOMICWALL

In Summary screen, review the configurations. Click Back to adjust else click Apply.
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16.

17.

SonicWall Analytics 2.5

Bitwetrk Sttifg
Torme: Sethogn

Sommary

DHS server L
DNS sarvar 2
Time Seatings:
Tiev
TimaZond

snadyicy
Bomwlloom
10.306.566.337
10 206.56.1
265.255.255.000
1050120 148
1050129149

20190472 300874
[UTC) Cotsdnatnd Linnial Tvs

Clck “Apphy™ nd Procasd b complets Th Setus proceie.

HOTE This mary takoe up £ § mirstes. Pissts don't cioss the beoanar vandow
wihils TyEESM LAt % running

SONICWALL
Click OK, when prompted to confirm.
10.206.56.137 says.
| Do yemi want 1o apply the changes?
STEM CONFIGURATION n Canced
hrtroducton Step & Surmary
Metwark SEMngs
e Samiogn Hartnama anaytic
Daoman SO L O
Time Suttings P address 100656137
Dhafaui guteasay 10.30E56.1
Sutewt matk 255355 255,000
Sufmmary Dl v 1 0SS 120 148
DG parer 3 1050129.140
Time Settings.
Tura FO1W0ATEE TR
Temalons ITC) Conrdenated Unsvwrssl Timg

Clhck “Apphy™ and proceed 1 Eomplete he Letup proteie.

NOTE Tris may tabs up to § minantes. Plaats don't clooe the Browssr window.
Whike SYEE SETUD 15 UG

SOHICWALL

Success message will be displayed. Click Finish.

® | NOTE: The On-Premises Analytics instance will restart on clicking Finish.
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18.

19.
20.

SenicWall Analytics 2.5

Network Swmngt

Tare Sattings

Summary

Sap 4. Suffediny

(D) Svatem Configuration soplied mcsesetully,

SOMICWALL

When the login screen reappears, enter admin in Username, click Next and enter password in Password

to login.

When the installation wizard appears, click Next.

Choose Flow based or Syslog based to depending the use case for your deployment and click Next.
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SONICWALL ANALYTICS INSTALLATION

Introduction Step 2. Reporting type
Please select a report type that will be used in report generation for units
Reporting type added to the system.
= @® Flow based
ummary

Reports are generated using IPFIX packets for units that have reporting
licensed and enabled. The Analytics and Live Monitor feature will be
available with this selection.

O Syslog based

Reports are generated using Syslog packets for units that have reporting
enabled.

( Back ) Next )( Cancel )

SONICWALL

21. The system will then ask for confirmation, click Apply.
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SONICWALL ANALYTICS INSTALLATION

Introduction Step 3. Summary

SonicWall Analytics will be configured for Flow based reporting and
Reporting type Analytics.
Summary

Click "Apply" and proceed to complete the setup process.

NOTE This may take up to 5 minutes. Please don't close the browser window
while system setup is running

( Back )( Apply )( Cancel )

SONICWALL

22. When the system indicates that the configuration is complete, click Finish.
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SONICWALL ANALYTICS INSTALLATION

Intreduction Step 3. Summary

i Install mode and Role configuration settings have been applied
Reporting type successfully.

6]

Please click Finish to perform a restart of the system for the changes to

Summary
take effect.

SONICWALL

23. You will be prompted to link to your MySonicWall account.
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SONiCWALL'| SonicWall Analytics

@ Please register your SonicWall product
Serial Number  Not Registered

MySonicWall username/email
| I

Password

Forgot your Username or Password?
Create MySonicWall account @

24. To complete licensing for a Syslog-based Analytics instance, go to Activating Firewall Licensing for
Syslog-Based On-Premises Analytics.

25. After linking to MySonicWall, you will provide the Serial Number and Authorization Code from Step 10.
Use a Friendly Name to distinguish from other instances of On-Premises Analytics.

& - C A Notsecure | kitpsy/10.206.56.137/sgms/crossContextAdapterresourceURL=applianceMainPage

SONICWALL'| sonicwall Analytics

Serial Number Mot Registered
Serial Number
Authentication Code

What is this?
Friendly Name

26. Click Submit.
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SONICWALL | sonicwall Analytics

Serial Number Mot Registered

. Serial Numbe_r
004010363A89

Authentication Code
MO -Bs What is this?
Friendly Name
Analytics 2 0 - Technical Publication '

| Submit |

27. On completion of the registration process, click Continue.

SONICWALL

SonicWall Analytics

Serial Number 004010363489

Thank you for registering this product. Registration completed successfully.

28. Navigate to System > Administration and set new login credentials.

Analytics Deployment Guide for Azure 29
Installing On-Premises Analytics on Azure



SONICWALL

SonicWall Analytics 2.5

Administration

nnnnnnnnnnnnnn
Hww Password

Confiem Password

Adding Firewalls to On-Premises Analytics

To add firewalls to On-premises Analytics:

1. Navigate to HOME | Overview > Status and click the Device Manager icon.

SONICWALL

== (verview
[ =]

2. Click addicon +.

SonicWall Analy

Status

€Y / LocalDomain / Tz

| FIREWALL ®

]
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o A Notseowe | s 1020656137,

SONICWALL SoricWall Analytics ij s ] pr i

Status

e of § rrwat o the Syviem

3. Enter the Friendly Name, the Serial Number, and the Model of the firewall.

Add Fireswall

Firmuanll Marrs=
Serinl Mo
Pelicactel

1. Liogin to thia firnwall and Configune "ShESF ke Saitimgs”

2. and go to SpoFlows = GMEFlow server. Ernable & ppfliow

ENTRE

HOTE: It may recpane realart of e Areveall

4. Click OK.
5. Navigate to a browser window and log into the firewall.
For IPFIX-based instances, follow steps 6 to 10 below.
For Syslog-based instances, go to Step 11.
6. Navigate to MANAGER | Appflow Settings > Flow Reporting | GMSFlow Server.
7. Inthe GMSFlow Server screen,
a. Enable Send AppFlow to SonicWall GMSFlow Server.
b. Enable Send Real-Time Data To SonicWall GMSFlow Server.
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SONICWALL' Network Securiy Appiiance MONITOR  INVESTIGATE QUICK CONFIGURATION

Firewall Name: COEAE4ESE2A0

wod (D Enabling or disabling features marked with * may require a reboot.
pdates

Licenses

Firmware & Backups

WX F Statistics Settings GMSFlow Server AppFlow Server External Collector SFR Mailing

Restart

.

Connectivity
b oven Send AppFlow To SanicWall EMSFlaw Server [ N
b SSLVPN
b Access Paints Send Real-Time Data To SonicWall GMSFlow Server <
b 3G/aG Send System Logs To SenicWall GMSFiew Server o

Report On Connection OPEN o~

Policies
b Rules Report On Connection CLOSE [/ ]
» Objects Appfiow Reporting Format .

Report Connections On Following Updates | -

System Setup .
b Appliance Send Dynamic AppFlow Far Fellowing Tables fconnections, users, URLs, URL ratings, VPis, Devices, SPAMS, Locations, VOIPs v~
b Users
b Network
b SD-WAN
¥ Switch Controller
b Switching
¥ High Availability

WAN Acceleration

voIr

Virtual Assist

Security Configuration
¥ Firewall Settings
b Security Services
b Decryplion Services
» ARti-spam

Logs & Reporting
4 Appflow Settings

Flow Reporting

m e

8. Navigate to Manage > AppFlow Settings | GMS Flow Servers.

9. Inthe GMS Flow Servers page,

a. Enterthe IP address of the Analytics instance in the GMS Flow Server Address field (this is your
Analytics deployment IP adress).

b. Click Test Connectivity to ensure the Analytics instance is accessible. The UP/REGISTERED
message should appear.
If connectivity with the Analytics instance is a problem, go to MySonicWall and check that the
firewall and Analytics instance are in the same Group or tenancy.

c. When configuration in this panel is complete, click Accept at the bottom of the page.
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SONICWALL  Metwork Securty appliance. ~ MONITOR  INVESTIGATE E QUITK CONFIGURATION

Fireviall Nfe: 156150066018

Updates Flow Server Configuration Mode:
Licenzes.

Auto-Synchronize GMSFlow Server:
Firmware & Backups 5
ik GMSFiow Server Addrass:
Bestart Source [P [0 use over VRN Tunnel:

Server Communication Timeout:
Coneectrity T e LT
m TEST CONMECTIVITY |
S5L VPN | e
PRy SYNCHRONIZE SERVER. |

3G,/4G [ Madem

T r T

I ™
SYNCHRONIZE LOG SETTINGS |
|

Palcies

Rules
b Ojects.
System Setup
Appliance:
Users
Hetwork
High Availability
WAN Acceleration
YOIPF

o r o o

Serurty Configaration

Logs & Reporting

[Flga

® Basic U Advanced

@

® P O AddrObj  10.206.56.101
.

[no00
[&a * seelz)

UR/REGISTERED 02/07/2018 05:51:17.000 {2.2.0-1162185)

‘SYNCHROMIZED &T 02/07/2015 05:51:28.000

Repeat Step 2 to Step 9 for each firewall in the Group that you want to analyze IPFIX data from.

To configure firewalls to send syslogs to a Syslog-based Analytics instance:

Navigate to MANAGE > Log Settings > SYSLOG, click Add.

Enter the firewall details,

a. Select Name or IP address from the dropdown list.

b. Select Server Type as Syslog Server from the drowndown list.

c. Enter other parameters as required.
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13.

14.

SONICWALL

Event Profile:

Name or IP Address:

Port:

Server Type:

Syslog Format:

Syslog Facility:

Syslog ID:

Network Security Appliance

0
syslog_deployment v
514

Syslog Server ¥

Default v

Local Use 0

firewall

- Enable Event Rate Limiting

Maximum Events Per

Second:

|1000

L Enable Data Rate Limiting

Maximum Bytes Per

Second:

IlOOOOOOO

Bind to VPN Tunnel and Create Network Monitor Policy in NDPP Mode:

Local Interface:

Outbound Interface:

--Select an interface-- v

--Select a tunnel interface-- ¥

Navigate to Log Settings > Base Setup and click Import Template.

SONICWALL’

Network Security Appliance

MONITOR INVESTIGATE MANAGE QUICK CONFIGURATION

Firewall Name: 2CBSED233B5C
» Objects

System Setup
Appliance

Users

Network
SD-WAN

Switch Controller
High Availability
WAN Acceleration
VOIP

vy Vvvvvw

Security Configuration
Firewall Settings
Security Services

Decryption Services

vy v <vw

Anti-spam

Logs & Reporting

v

Appflow Settings
4 Log Settings

+ | Filter View X

Logging Level Inform v AlertLevel Alert v £t X [ Save Template| | T, Import Template | |View Logs

pid

Category Color Priority =Y
»  System O Mixed -
» Log [m} Mixed v
»  Security Services O Mixed -
> Users O Mixed v
»  Firewall Settings O Mixed -
> Network O Mixed -
» VPN O Mixed -
»  High Availability O Mixed -
»  3G/4G, Modem, and Module O Mixed ®
> Firewall O Mixed s
Wireless m} Mixed -
O Mixed -

>
Base Setup
SYSLOG > VoP

Select Analyzer / Viewpoint / GMS as template and click Accept.
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15. Repeat Step 11 to Step 14 for each firewall in the Group or tenancy you wish to receive Syslog data from.

16. To complete licensing for a Syslog-based Analytics instance, go to Activating Firewall Licensing for
Syslog-Based On-Premises Analytics
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Licensing and Registering Your On-
Premises Analytics Instance

Topics:

e Registering the On-Premises Analytics Instance
e Activating Firewall Licensing for Syslog-Based On-Premises Analytics

» Deregistering Your On-Premises Analytics Instance

Registering the On-Premises Analytics
Instance

Once you have purchased a license for a SonicWallOn-Premises Analytics instance, you will receive an
Activation Key code. Use the Activation Key to register your product on MySonicWall. You will get the product
serial number and authorization code from MySonicWall, these can be used to register the instance as you bring
it up the first time.
To register your On-Premises Analytics appliance:

1. Log into MySonicWall, navigate to Product Management > My Products and click on the add products

icon at the upper right % :

2. Enteryour activation key.
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Enter the serial number or activation key for the product you wish to register.

Enter serial number or activation key Enter serial number or activation key

Registering multiple products? click here for Multiproduct registration.

Registering multiple keys? click here for Multiservice activation.

L

3. Select a product group into which you will deploy the instance.

a. Navigate to My Groups, either create a new group or tenancy.

Enter a group name to create new tenant to share the products

Tenant Name  TenantMName

UserGroup Name | Analytics - |

( Cancel )( Confirm )
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b. Orchoose the group for your On-Premises Analytics instance and click Register a new instance.

You have multiple products/Client Distribution Groups registered, please click on the appropriate
product link to activate the service - SonicWall Analytics On-Prem

NAME SERIAL NUMBER PRODUCT LIMNE

analytics 2062 004010363A54 ON-PREM ANALYZER

Activate

4. Establish a Tenant Name and a Friendly name for the product.
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A PRODUCT

Enter details below to complete registration of the follawing product:

Serial number 0040102

Friendly name  Fr e
Authentication code | Authentication code
TenantName  Michael Meredith Products -

| i

Select a Data Center Location.

Data Center Location Select -

Navigate to My Products and click on the information icon of your product.

€ C @ hatps//betamysaniowal Loam/mulrial productsars

B2 dpm @) fara Frodect el [ fob Sewrch e € Soriodl|Captir t ¥ Ingrmavng Home - G Beowss projecis -5 @ Tech Pubn Bowd - & Soriciial Anabpic

<
OMNICWALL = MySonicWall

My Products

o) -

Oofine Mika"s asdivica Semiciell CLENT . Jan 31 2010 Himiry Priducts
Omne  Sanahter SonlcwmI CUENT . lan 30 2018
3 Ofine  anakytics OrvFrem Anakzer  lan 302018 Anaytics. Beta a1
4 Ofine Coptus Chem Tan_ Coghurn Chont Ten_ bam 50 201110 Arabtics. Bats
Ofne e Sonkciall CUENT _  Jan 79 2008 inmony Froderts
3 Offine bine Somicevall CUENT _  Jan 292018 Whemory Broducts
Cofline Caphuru ot Ten_ a5 2018 bhumzry Prodocts
B e 186 18B0R18 SOMCWALL 724, Cec 18 2000 Analytics-Bia [E1 T}

Shoving ol & eas

oWl i 132672

a STATUS ~ FRIEMDLY HAME SERIAL NUMEER FRODUCT TVPE REGISTEREDOM & TENANT NAME FiRMWARE W

I Anabics cn-preen

ERSI0N

pecan s [

TOS Priviey Fisad

Note down the Authorization Code and Serial Number.
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®

NOTE: The Serial Number and Authorization Code is needed when you bring up the On-Premises
Analytics instance for the first time.

Activating Firewall Licensing for Syslog-Based

On-Premises Analytics

When firewalls reporting to the On-Premises Analytics package are added to new or existing tenants, licensing
must be activated.

To activate license for a firewall added to a new Syslog Analytics tenant:

1.
2.

Navigate to Product Management > My Products page.

Select the firewall and click on the Licenses icon.

SONICWALL = MySonicWall

+Q

# RELEASE ST..
ENABLED

i ENABLED

Lt ENABLED

4* ENABLED

5" ENABLED

[ EMABLED

7 ENABLED

B* ENABLED

My Products
Q/p

oduct Management

FRIENDLY NAME

25-RTQA

Ti570-158

Ti570-159

T2570-167

M3200

Mike"s8200

TP-B200v

Capture Cliznt Ten...

SERIAL NUMBER

QUICK REGISTER

PRODUCT TYPE

SONICWALL NGy ..

SONICWALL TZ 5.

SONICWALL TZ §...

SONICWALL TZ 5.

Sonicvval Aventail...

Sanic\Wall Aventail...

SanicWall Aventall..

Capture Client Ten..

REGISTERED OM #

Mar 25 2020

Feb 08 2020

Feb 03 2020

Jan 28 2020

Oct 16 2019

Oct 16 2019

Oct 16 2019

Oct LE 2019

TEMANT NAME

Michae| Meredith P..

Tech Pubs-TechPu._.

Tech Pubs-TechPu..

Tech Pubs-TechPu

Tech Pubss-TechPu

SonicWal_Group

Sonic\Wal_Group

Tech Pubs-Private..

< - Registering multiple ProdiuctsTor

FRMWARE VERSI

7000

7000

7000

7000

1140

1140

1140

%+
SUPFORT

Mar 252021

Feb 08 2022

Fab 03 2022 (i c}:- i
Licenses

1an28 2021

rovsz019 [

Nov 152019 n

rort52019 [

When the licensing list appears, identify the Syslog Analytics row and click on the key icon.
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w DESKTOP & SERVER SOFTWARE

Glabal VEN Client Licenced . Max counts 12 2 4 L
Global VPN Client Enterprise Net Licansss - o
VPN Palicy Upgrade Licansas o
WAN Acceleration Software Net Lsenasd M Ty ™
Content Filtering Client Nt Licens " Ty &
Nite: Wihen used with Soricuval firewslls, it's supported in firmware versions 5.20.4,6.1 16,6132 1an
7.7 o Righer
WAN Acceleration Client Licenzed 1 ® i
Piease note: This service b5 svakabie s can e tsed only with firmware verson 59 nd sbove
Virtual Assist Mot Licensea ™ Ty
Analyzer Try &
SSLVPN rt- 51 4 o
| Sysiog Anaiytics ot Licenszs = T |
Capture Client Nt Lieansas T Ty &
DPI-S5L Enforcement Net
Capture Client Advanced Threat Protection Net
= SUPPORT SERVICES
Standard Support Net Licensea x L
24x7 Support Not Licensed = L
Software and Firmware Updates Expired Ll
Ha rewiare Warranty ibsanad

4. Enterthe Activation Key provided in Registering the On-Premises Analytics Instance.

PLEASE ENTER ACTIVATIONN

Enter the activation key for the Serialrumber on the service Sysiog Analytics

Flease enter Activation key

Registering multiple keys? chick here  for Multiservice activation.

5. The system will now ask if the firewall will be licensed to serve a new or existing tenant.

Mew Analytics Tenant O Existing Analytics Tenant
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6. Return to the licensing list page and check that licensing is complete.

AN Acoeleration Clisnt " -
Pimnss note: Thin sersos & avwlasi s cas e uaes only with frewsans varion 53 and sbove

Wirtusl Asalst w Tee
Anabyzes T =
S91 PN Licarmas, bua coune- EL 1 " bl

& Frovbion & = il |
Capiure Chenk: O L] T’ Tig ™
DF1L551 Enforeasnont ek Lranmed

Capure Chint Acvanced Thigil Fratecten it Licanms

Navigate back to the My Products page and click on the Product Details icon.

My Products

! Product Managemar

QUEKREBISTER e scra b or actation by o (P evsreioa ok Frocc? or i
+ 0 R
# ROEASEST. (RONOLYSAME  SORWLNUNDER  PRODUCTTYRE  GEGISTIREDON b TEMANTMAME  MRMWAREVIRSY  SUPPORT
1 EMMBLED 25.RTG8 SOMCWALLHS,..  MaraS 2020 Michadl Mardth P 7000 Mar 25 2021
2+ EWABLED T2570-158 SOMCWALL TZ5..  Feb 0B 3020 TechPuks-TechPy,  TALILD Feb 08 3022
3*  EMABLED TE570- 158 SOMCWIALLTIS_  Feh0d 2020 Tach Fubs-TectPlL TALOD Fuh 03 2022
4% EMABLED TESTO-157 SOMCWALL TZG..  dan 28 2020 TechPubs-TechPu. TLLD lan 282021
5*  EMAELED uBz00 (IOIARSIS  SoskWallvenel.  Oct 16 2089 TechFubs-TectPu. 1040 M LEJEJEE E®m /R
Praduc Fensl:
8% EMADLED e BorkeWall AvertallL. Dk 16 2080 Conicell Breup 1040 Mere 15,2013 m

8. Verify that the serial number for On-Premises Analytics is generated.

O . Nt Lioen sl

[ I u-l. ancendary devics assccisbed with She pramary persnumier ; (NS0 10ESFOES a3 Snakg Snaktics |

Agpliabie on Firewills Fusnieg Soo0

TO-DHD List

You haree no perding 1asks

5 6.5.1 avdl alweag.

Associsbed Products

Stomagesiosule 1)

Berlal Mumber  1BE1SSEFLIGC Friarafly rairet  Machet TZ300
Tenick Masa  Halla_Spileg o Regabired On 29 Aug 2019
Hode Suppart  Linkmited Erabie 2o Touch ()
Suppori Expiration Nk Cescription  SOMCWALL TZ300
Regitrwtion Code  KXZESPET Authandcation Code  Xh34-URD
Firmware Version  6.5.1.5-12n Trested  WES
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Deregistering Your On-Premises Analytics
Instance

You can de-register your On-Premises Analytics instance directly from the management interface. Deregistration
puts the instance into the unregistered state and deletes the binding between it and its serial number in
MySonicWall. Then you can use the serial number to register the same or another instance. Only one On-
Premises Analytics instance is allowed per serial number. Be sure to delete the old, now unused VM.

©) | IMPORTANT: Contact SonicWall Technical Support for assistance in this operation.
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Upgrading On-Premises Analytics

This chapter explains how to load a new revision or software patch of On-Premises Analytics Azure.
@® | NOTE: SWI upgrade to Analytics 2.5.5 is not supported.

@ | NOTE: In the event the Analytic GUI is unavailable, upgrades and hotfixes may be applied through the
remote web interface in Azure. This allows access to the Analytics Management Console. See Installing a
Software Upgrade in SafeMode. In the event this step is necessary, please contact SonicWall Technical
Support for assistance.

Topics:

¢ Upgrading Analytics 2.5.5
* Upgrading Analytics using SWI file

Upgrading Analytics 2.5.5

Users can upgrade to Analytics 2.5.5 from 2.5.4 or 2.5.3.

@® | NOTE: Itis recommended to take a backup of the external disk before proceeding to any upgrade process.

®

NOTE: For customers on any Analytics version older than Analytics 2.5.3, please contact support for
upgrade. To contact SonicWall Support, visit https://www.sonicwall.com/support/contact-support.

The following table summarizes the various ways to upgrade to Analytics 2.5.5:

Current Analytics Version Upgrade Procedure

Analytics 2.5.4 with data in external disk Follow the steps under Upgrading Analytics with data in external
disk

Analytics 2.5.4 with data in internal disk Follow the steps under Upgrading Analytics with data in internal
disk

Analytics 2.5.3 with data in external disk Follow the steps under Upgrading Analytics with data in external
disk

Analytics 2.5.3 with data in internal disk Follow the steps under Upgrading Analytics with data in internal
disk
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To verify the data is present on the internal disk follow the below steps:
1. Launch the Management Console of Analytics.

2. Navigate to Storage. No additional storage text under Additional storage status confirms that no
external disk is present.

Systen Info

Network Interfaces
Diagnostics

NIP Server
Reboot | Shutdown
About

Logs

Topics:

¢ Upgrading Analytics with data in external disk
e Upgrading Analytics with data in internal disk

Upgrading Analytics with data in external disk

To upgrade to Analytics 2.5.5, for customers with systems configured with the Analytics 2.5.4 or 2.5.3 and data
present in external disk, the below steps summarizes the upgrade process:

e Unmount the hard disk from Analytics 2.5.4 or 2.5.3, refer Unmounting the Hard Disk from older Analytics
Version.

e Mountit on Analytics 2.5.5, refer Mounting the Hard Disk on new Analytics.

@ | IMPORTANT: When you mount a hard disk in Analytics you need to enter a Secret Key, which will be same
as used in the previous version of Analytics and should be remembered before starting the upgrade
procedure.

Upgrading Analytics with data in internal disk

To upgrade to Analytics 2.5.5, for customers with the Analytics 2.5.4 or 2.5.3 configured on the system and data
presentin internal disk, the below steps summarize the upgrade process:

For customerson 2.5.4

1. Prepare the Analytics to add external disk. Refer Preparing the Analytics to Add External Disk.

2. Add external disk. Refer Adding External Disk.

3. Migrate the data from internal to external disk. Refer Migrating the Data To External Disk.

4. Unmount the hard disk from Analytics 2.5.4. Refer Unmounting the Hard Disk from older Analytics
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Version.

5. Mount it on Analytics 2.5.5. Refer Mounting the Hard Disk on new Analytics.

For customers on 2.5.3

1. Upgrade to Analytics 2.5.4. Refer Upgrading Analytics using SWI file.

2. Prepare the Analytics to add external disk. Refer Preparing the Analytics to Add External Disk.
3. Add external disk. Refer Adding External Disk.

4. Migrate the data from internal to external disk. Refer Migrating the Data To External Disk.

5

Unmount the hard disk from Analytics 2.5.4. Refer Unmounting the Hard Disk from older Analytics
Version.

o

Mount it on Analytics 2.5.5. Refer Mounting the Hard Disk on new Analytics.

Unmounting the Hard Disk from older Analytics
Version

To unmount the hard disk from old Analytics version:
1. Login to the Analytics Ul using the IPV4 address, username and password.

2. Navigate to System > Shutdown. Click Shutdown. On prompting for confirmation, click OK.

SONICWALL SonicWall Analytics 2.5

Shutdown
S

SHUTD

3. Once itis successfully powered off, in Azure portal, navigate to Disks > Settings.
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4. Unmount the Hard disk, under Data Disks, by clicking X button on right corner of the Hard disk in Azure.

B save X Discard () Refresh | 83 Additional settings & Feedback (? Troubleshoot
0s disk
2 Swap O disk

Disk name Storage type Size (Git)

Data disks

O Filter by name

Showing 1 of 1 attached data disks

- Creote andattach anewclisk 5 Attch avisting disks
LWND Disk name Storage type Size (GIE)

o Anl2520Anu7thNov_DataDisk EXT Premium SSD LRS 512

Max I0PS

240

MaxIOPS

200

Max throughput (.

50

Mex throughput (.

150

Encryption ©

SSE with PMK

Encryption O

SSE with PMK

Host caching ©

Host caching O

(oo VX

Mounting the Hard Disk on new Analytics

To mount the hard disk on new Analytics version:

1.

4.

Install a fresh Analytics 2.5.5 VM using latest 2.5.5 VHD file and steps from Installing On-Premises

Analytics on Azure and configure the VM with same IPV4 address as the older Analytics version setup

following the steps under Configuring On-Premises Analytics on Azure.

@ | NOTE: There will be a downtime while unmounting older version Analytics and mounting new version

Analytics.

Login to the Analytics Ul using the IPV4 address, username and password.

Navigate to System > Shutdown. Click Shutdown. On prompting for confirmation, click OK.

SONICWALL SonicWall Analytics 2.5

Shutdown
S i

SHUTDOWN

ws fsconnect sl users.

In Azure portal, navigate to Disks > Settings.
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R e e

Home > anl25740Anup

s anl25740Anup | Disks

Virtual machine

Search « B seve X Discard O Refresh €53 Additional settings ¥ Troubleshaot

@ Advisor recommendations
) Eaensions + applications
& Continuous delivery

= Availability + sealing

& Ouverview = osdisk
B Actitylog 2 SwapOSdisk
]
R dacscontrol 42N K name Storage type Size (GIB) MaxI0PS Max throughput (MB.. €
@ T
 diskL RS 34 2 E B

P Diagnose and solve problems
Settings Data disks
e
& Connect Showing 0 of 0 attached data disks
& Diks + Create and attach anewdisk @ Attach existing disks
@ sz

WNO  Diskname Storage type Size (6i8) MaxI0PS Maxthioughput (. End
© Microsoft Defender fo Cloud

o datu disks attached
@ Advisor recommendations N
< Eensions « spplications
@ Continuous delivery
8 Ausiabilty + scsling
& Configuration
. Mentity
Home > snl25740Anup
e anl25740Anup | Disks

Virtual machine
0 Search « 5] save X Discard () Refresh €83 Additional settings /2 Troubleshoot
B Overview = 0sdisk
& Activitylog 2 Swap 0Sdisk
By Bectsicontrol SOy Disk name Storage type Size (6i8) MaxIOPS Max thoughput (VE..
@ Tags
p_disk1_ 5655454t Premium S50 RS 54 240 s

2 Disgrose and solve problerns
Sk Data disks

2 Fiter
2 Networking 2 by rane
# Connect Showing 0of 0 attached data disks
= Dk  Create and attach anew disk % Attach existing disks
& sz

WNO  Diskname Storage type Szt (GIB) MxIops Macthroughput (. En
© Micrasoft Defender for Cloud

Mo data disks attached

6. Type the Name of the Hard disk that you had removed from the previous Analytics VM.

ke i Gl

Home > anl25740Anup
e anl25740Anup | Disks

wirtual machine

EET—

Save X Discard () Refresh @ Additional settings  /* Troubleshoot

B Overview ~  osdisk
W Aeerog 2 Swap OSdisk

Access control
B Access control (AM) T .
© Togs

ik Premium S50 LRS

£ Diagnose and solve problems
Settings Data disks
o
& Connect Showing 1 of 1attached data disks
| [ + Create and attach a newdisk & Attach exsting disks
@ s

LN

sk name Storage type
© Microsoft Defender for Cloud

| Premium SSDLRS

@ Achvisor recammendations

naledermaliD

& Bensions + applications
'ANL2520D8LC NSM'

@ Continuous delivery
ANALEXTERNALHD

© Avilsbly + scslin
5 2 281 SO0 G, stomeTye: Preiun LS, disk shares used: 0 of

& Configuration

Ideatit

Size (Gi8)

1

Size (GiB)

MaxI0PS Maxthiaughput (ME.. &
0 50 E
MaxIOPS Maxthioughput (. En
- - s

7. Click Save.
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& e e e i

Horme > anl25740Anp

e anl25740Anup | Disks
Vil machine

Fer ] « Sy X Ot O Reon | @ paong, 2 Tt
B oveniew < osdisk
& Activity log 2 Swap OSdisk
fcc ol
ks e Disk rarme Storage type Sze (68) Maxl0pS Maxthroughput (MB... 6
@ T
pdisk1L. Prermium SSDLRS 1 w0 5 E
B Dingnese and salve problers
Settings Data disks
& Networking
 Connect Showing 1of Latached data disks
® Dok + Create andattach a newdisk @/ Attach evisting disks
B sz
WNO  Diskname Storage type Sae (6i8) MaxIOPS Maxthroughput G End
0~ | [analestemalnd ~| PremiumssD RS 500 200 150 53¢

@ Continuous delivery

® Aailability + scaling

& Configurstion

Identity

Power on the Analytics 2.5.5 and mount the storage.

@ | IMPORTANT: When you mount a new hard disk in Analytics you need to enter a secret key, which
will be same as used in the previous version of Analytics and should be remembered before starting
the upgrade procedure.

2 SR iee e BRg Ao

Home > anl25740Anup

anl25740Anup | Serial console

Wirtual machine

|9 Search « 7 Feedback[Z |2 O =
= Change tracking

B3 Automanage (preview)

B Configuration management
(Preview)

= Policies

EA Runcommand
Monitaring

@ Insights

R Alerts

s Metrics

Login to the Analytics Ul using the IPV4 address, username and password.

Navigate to System > Status. The page displays the details of the installed Analytics.
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SONICWALL SonicWall Analytics 2.5

Status
£ 7 Appliance
l GENERAL

Name SonicWall Analytics
Serial Number 004010230EDS
Version 2.5 (Wednesday October 12, 2022 06:47:36 AM PDT)
Flow Agent Firmware Version 2.2-1252617
License Licensed for SonicWall Analytics
Rale SonicWall Analytics

SYSTEM

Network bHﬂst Name anl25740Anup
IPv4 Address  192.168.05
Current Time Oct 19, 2022 09:20:36 AM UTC

Up Time 1min

Flow Agent

Operating System  Linux {amd64-4.14.127- soniccore)
CPU  Intel Xeon {2.29 GHz)
4 Cores Cache: 51200 (4 Logical CPUs)
RAM 14032 MB
Available Disk Space on Install Partition 15.64 GB {of Total 31.01 GB)

Available Disk Space on Data Partition 492 GB

Upgrading Analytics using SWI file

To upgrade On-Premises Analytics using SWI file:
1. Login to the Analytics Ul using the IPV4 address, username and password.
2. Navigate to the System > Settings.

3. Click Choose File and select the Analytics swi file.
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SONICWALL SonicWall Analytics 2.5
Settings
£ / Appliance

(D Support License for Upgrades is valid

FIRMWARE UPGRADE/SERVICE PACK/HOTFIX

Upload the Firmware Upgrade/Service Pack/Hotfix file in order to update the system.
Current Version 2.5 (Build: 2540.4018 - Sunday December 04, 2022 10:34:46 AM PST) (Click here for history)

Upload file I/ Choose File \I
~ /.

4. Click Apply.
©) | NOTE: This process uploads and validates the SWI file and system reboots after that.
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Migrating Data From Internal to External
Disk

In absence of a secondary disk, Analytics data is stored in the primary hard disk which is inbuilt in the Analytics
server. Data migration is required when Analytics server is configured without a secondary hard disk. This
chapter describes how to migrate Analytics data from internal disk to external disk.

@ | NOTE: On successful migration of data from internal to external disk, the existing data in the internal disk will
not get deleted but new data will get stored only in the external disk.
To transfer data from internal disk to external disk:
1. Preparing the Analytics to Add External Disk
2. Adding External Disk
3. Migrating the Data To External Disk

Preparing the Analytics to Add External Disk

To prepare the Analytics to add external data:

1. Navigate to the System > Settings.

(® | NOTE: For migration preparation process, the Settings page will display a DATA MIGRATION
section. If the DATA MIGRATION section displays an error that the DATA MIGRATION IS
DISABLED, then expand the existing hard disk size to 2x times the current hard disk size available.
Refer Expanding Existing Disk.

2. Click Prepare to start the process to allow the existing Analytics to support external disk addition. On
prompting for confirmation click OK.
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../../../../../Content/MigratingInternalDataTo ExternalData/Preparing/expanding.htm

SonicWall Analytics 2.5
Settings
°

@ somo

cancel oKk

Current Version 25 ) (Clickhere for history)

©) | NOTE: This process will take some time to complete. Refresh the page at regular intervals.

Adding External Disk

To add external disk:

1. Navigate to System > Settings. On successfully preparing the system to support external disk, the
Settings page will display a message to add external disk.

SONICWALL SonicWall Analytics 2.5 o
Settings
YR

@ sspor

Current Version 2.5 (Clickhere for history)

Upload e Croose e )

on I B3 1577107 15T 7623+ Preparation process ComLeted success Tty
ion Jul 03 19:20:02 IST 2023 : app!
113

1 03 19:22:49 ST 2623 : Start e
fon Jul 63 19:24:01 IST 2623 : Starting service -- syslog - true

Please refresh the page once services are restarted.

SONICWALL SonicWall Analytics 2.5

Shutdown

3. Bring up the Azure Portal, navigate to Disks > Settings.

4. Click Create and attach a new disk.
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Home > CreateVm-00.1-20230711192332 | Overview > Analyticsrcbud

@ Analyticsrcbuild | Disks

[ sve X Discard O Refresh | € Adftonalsetings /7 Feedback ¢ Troublshoot
= osdisk

2 swaposdisc

oiskname storage type sie 8] a0

AnslytcscbulOsDIsk 1_ef26bc33dc104cTEbfcaeScdiof Premium SSD LAS Y 20

Storage type Size (68) Maxi0ps

x
Maxtroughput(..  Enaypton O st cacting O

» SSEwith PUKC
Maxthroughpit (. Encnprin © Hostcaching ©

5. Enter the Disk name, Storage type, Size of the new data disk. Refer to IPFIX Based Licensing Model on

© © N ©

recommendations in size.

Home > CresteVim-00.1-202307 11152332 | Oveden > Analyticcouia
© Analyticsrcbuild | Disks - x
Vol rachine
sve X bt O rafih | G Addionssetings P rascack (P Toubleshoot
- osamk
2 swposask
Ok rame srsge e sax o) wxiops Mexthougppun (. Encyption© ost cxching O
e s 20 5 ssewihpu

Lo -+ Create and atach a ew isk 5 stach evistig disks
& size

WND  oscrame Soage vpe e i axiors [ Ta— [roy—
© icrosot Deende for Gl - — .

o ][ ] [remium ss0 sy~ ][00 o0 20 [otomn monogearey ] [ Sos

Click Save.

Add and mount the storage. Follow steps 1 to 6 under Configuring On-Premises Analytics on Azure.

Login to the Analytics Ul using the IPV4 address, username and password.

Navigate to System > Status. Verify that the added storage is displayed in Available Disk Space on

Data Partition.
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SONICWALL

SonicWall Analytics 2.5

Status
€ / Appliance

Name

Serial Number

WVersion

Flow Agent Firmware Version
License

Role

Host Name

IPvd Address
Current Time
Operating System

CcPU

RAM

Awailable Disk Space on Install Partition

Sonic\Wall Analytics

25
2.2-1252617
Licensed for SonicWall Analytics

SonicWall Analytics

analytics.sonicwall.com

Jul 04, 2023 04:23:49 PM GMT

Linux (amd&4-4.14.127-soniccore)
intel Xeon (2.10 GHz)

4 Cores Cache: 33792 (4 Logical CPUs)
7984 MB

44.20 GB (of Total 62.00 GE)

I Awvailable Disk Space on Data Partition

I 49268

| ~ETTING STARTEL

Migrating the Data To External Disk

To migrate the data:

1. Navigate to the System > Settings. Verify a message is displayed indicating the system is ready for data

migrate.
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SONICWALL

Settings
o

@ ‘susport icnso for Uparades s vad

SonicWall Analytics 2.5 soe
o .
@ ‘supportLicense forUpgrades s vl
FIRMWARE UPGRADE/SERVICE PACK/HOTFIX
Currst Version 25 (Clck here foristoy)
Uptosd e Cn )
3 iarte
o 70T 03 19:30:02 15T 7023 1 Preparation process completed Successfarly
on Jul 03 19:20:62 IST 2023 : apptiancecont backup complete.
on U1 03 19120:13 1ST 2023 | Starting service -- aysatd - frue
on Ul 03 19:21:23 1ST 3023 | Starting service -- vpsumarizer - true
on Jul 03 19:22:37 IST 2023 : Starting service -- vscheduler - true
on U1 03 19122130 1ST 2023 | Starting service -- reporedd - true
on Ul 03 19124:01 IST 2023 | Starting service -- syslog - true
Please refresh the page once services are restarted
SonicWall Analytics 2.5 o

FIRMWARE UPGRADE/SERVICE

JHOTEIX

Current Version 2.5 (Clickhere for istory)

Upload fe

Network N

fon 01 03 19:20702 15T 2023 ; Preparation process conpleted successTully.
ion Jul 03 18:20:62 IST 2023 : applianceCon backup complete.
(et fon Jul 03 19:20:13 IST 203 : Starting service -- aysqld - true

@ fon ul 03 19:21:25 IST 2023 : Starting service -- vpsummarizer - true
ion Jul 03 1:22:37 IST 2023 : Starting service - vpscheduler - true
fon Jul 03 19:22:49 IST 2023 : Starting service - reportdb - true
ion Ul 03 19:24:01 IST 2023 : Starting service -- syslog - True

Please refresh the page once services are restarted.

@® | NOTE: This process will take some time to complete.

3. On successful completion of the data migration, a message indicating data migration is successful will be

displayed.

SONICWALL SonicWall Analytics 2.5

Settings
8 e

@ ‘Sopporticense for Urodes s vaid

FIRMWARE UP

SERV

Curtent Version 2.5

3 (Click here for history)

| osmicasTon

fon JU1 63 193363 157 2023 1 State = 7

fon Jul 03 13:33:03 IST 2023 : applianceConf backup complete.

Deployment fon Jul 63 19:33:15 IST 2023 : Starting service - mysqld -
fon Jul 03 18:34:27 IST 2023 : Starting service - vpsumnarizer - true

fon Jul 03 13:35:39 IST 2023 : Starting service -- vpscheduler - true

fon Jul 63 19:35:52 IST 2023 : Starting service - reportdb - true

fon Jul 03 13:37:03 IST 2023 : Starting service -- syslog - true

[Please refresh the page once services are restarted
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Using the Management Console

Topics:

e Connecting to the Console
* Management Console Operations

» Using SafeMode on the Management Console

Connecting to the Console

There are two ways to connect to the Management Console:

1. Use SSHor PuTTY to access the public IP address of the On-Premises Analytics instance.

2. Use the Azure remote console to access the On-Premises Analytics command line interface.

@ | NOTE: The public IP address is the WAN IP address appearing in the Azure Virtual Machine
Connection.
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To connect to the management console using SSH:

1.

o > 0N

Launch PUTTY and type in the public IP address of the On-Premises Analytics instance on Azure.

;E% PUuTTY Configuration ? X
Category:
-/Session ‘ Basic options for your PuTTY session |
Logging . o
L Terminal Specify the destination you want to connect to
Keyboard Host Name (or IP address) Port
Bell |p,0 . . ‘ ‘22 |
Foatures Connection type:
~IWindow :
i Appearance ORaw  OTelnet ORiogin @ssH O Serial
Behaviour .
Translation Load, save or delete a stored session
Selection Saved Sessions
Colours | ‘
[-IConnection
Data Default Settings Load
Proxy
Rlogin
Serial
Close window on exit:
O Always O Never @ Only on clean exit
About ‘ ‘ Help ‘ | Open | ‘ Cancel

For Port, type in 22 if it is not already set.

For Connection type, SSH should already be selected by specifying port 22.

Click Open to open a console connection.

When you are prompted to log in at the User prompt, enter the SonicOS administrator credentials
(default: admin / password).

To connect to the management console through Azure:

1.

Bring up the Azure Manager, select the On-Premises Analytics instance with a left-click and then right-

click to select Connect.

Wait for the On-Premises Analytics instance to boot to the command line in the Azure Virtual Machine

Connection window and then login as admin with the password: password.

Press Ctrl+s and then press the spacebar to toggle between the Azure remote console and the
Management Console. That is, press the Ctrl key and ‘s’ key together, then release and press the

spacebar.
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The Management Console will appear:

Management Console Operations

The Management Console provides options for viewing and changing system and network settings, running
diagnostics, rebooting the system, and other functions.

To access and navigate through the Management Console:

1. Bring up the Management Console. Refer to Connecting to the Console.

2. The main menu is displayed in the left side panel. Use the up/down arrow keys to move the focus between
menu items. As the focus shifts, the right pane displays the options and information for that menu item.
The currently selected item is highlighted in black.

Storage

Netuork Interfaces
Diagnostics

NTP Server
Lockdoun Mode
Reboot | Shutdouwn
About

Logs

3. Press the Tab key to move the focus from left side menu to the main view (right pane), or vice versa.

4. Inthe main view, use the up/down arrow keys to move the focus between options. Items shown inside
square brackets denote actionable items.

5. To select an option for editing or to choose the associated action, use the up/down arrow keys to move the
focus to the editable/actionable items and press the Enter key.
An edit/selection dialog is displayed in the middle of the main view below the option list. Some dialogs
have selectable actions and some are only for information.
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Some dialogs are for input.

6. Use the arrow keys as needed to move between selections in the dialog. To change a value, press
Backspace to erase each character, then type in the new value. When ready, press Enter to commit the
change or perform the selected action. You can dismiss the dialog by pressing Esc.

The On-Premises Analytics management menu choices are described in the following sections:
e System Info
e Storage
* Network Interfaces
e Diagnostics
e NTP Server
¢ Reboot | Shutdown
* About
* Logs

System Info

Storage

Network Interfaces
Diagnostics

NTP Server
Lockdown Mode
Reboot | Shutdoun
About

Logs

Some of the information in the System Info screen is dynamic. The following information is displayed:
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¢ GUID - Every On-Premises Analytics instance has a GUID which is displayed here.
e System Time — This is the current system time on the On-Premises Analytics instance.
¢ Up Time — This is the total time that the On-Premises Analytics instance has been running.

e Load Average — This shows the average CPU load for the last 1 minute, 5 minutes, and 10 minutes. You
can change the Average load time durations to view the CPU load over longer or shorter time periods.

Storage

System Info

The Storage screen enables configuration and encryption of secondary storage. For an example, see the first
four steps in Configuring On-Premises Analytics on Azure

Network Interfaces

Sgstem Info
Storage

Diagnostics

{NTP Seruer

Reboot | Shutdown
{About

Logs

In the Network Interface screen, you can configure these settings.

* Network Interface — This is the current interface serving as the management interface.

IPv4 Address — This is the IPv4 address currently assigned to the management interface.

* Netmask — This is the netmask currently assigned to the management interface.

Mac Address — This is the MAC address of the management interface.

IPv6 address — This is the IPv6 address currently assigned to the management interface.
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e Gateway — This is the default gateway currently in use by the On-Premises Analytics instance.

e« DNS - This is a list of the DNS servers currently being used by the On-Premises Analytics instance.

Diagnostics

Systen Info
Storage
Network Interfaces

NTP Server
Lockdown Mode
Reboot | Shutdouwn
About

Logs

The Diagnostics screen provides the Ping and Nslookup tools to test connectivity between the management
interface and the local network. Ping is used to test whether hosts in the network are reachable. Nslookup is
available for sending DNS queries from the On-Premises Analytics instance. Another option is to Send
diagnostics to SonicWall support.

To use Ping:

1. Select Diagnostics in the Menu and press Tab to move the focus into the Diagnostics screen.
2. Select Ping to highlight it and then press Enter to display the Enter IP address dialog.

3. Navigate into the dialog, press Backspace to clear the current value, and then type in the IP address that
you want to ping.

4. Press Enter.
The ping output is displayed in the Ping host dialog.

5. Press the Esc key to close the dialog.

To use Nslookup:
1. Select Diagnostics in the Menu and press Tab to move the focus into the Diagnostics screen.
2. Select Nslookup to highlight it and press Enter to display the Enter hostname dialog.

3. Navigate into the dialog, press Backspace to clear the current value, and then type in the hostname that
you want to look up with a DNS query.
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4.

5.

Press Enter.
The Nslookup query results are displayed in an information dialog. You can scroll up and down within the
dialog by using the up/down arrow keys.

Press the Esc key to close the dialog.

To send Diagnostic Report:

1.
2.
3.

Select Diagnostics in the Menu and press Tab to move the focus into the Diagnostics screen.

Navigate to Send diagnostics to SonicWall support.

Select Send in the main view to highlight it, then press Enter. A dialog box showing the diagnostics send
output is displayed. The last message indicates success or failure.

Systen Info
Storage
Network Interfaces

NTP Server
Lockdown Mode
Reboot | Shutdown
About

Logs

Press the Esc key to close the dialog.
Any errors during the Send process are displayed in the Send diagnostics dialog box. Common reasons
for the report failing to send include:

e Misconfigured/missing default gateway
e Misconfigured/missing DNS servers

e Inline proxy
® | NOTE: The Send Diagnostics tool does not currently work through HTTP proxies.
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NTP Server

System Info
Storage

Network Interfaces
Diagnostics

Lockdoun Mode
Reboot | Shutdoun
About

Logs

In the NTP Server screen, you can synchronize with an NTP server. For complete NTP Server configuration
options, log into the SonicOS management interface and navigate to the MANAGE | Appliance > System Time
page.

The NTP Server screen displays the following information:

e Sync with NTP server — This button forces the On-Premises Analytics instance’s NTP client to perform a
sync with the configured NTP server(s).

» Current time — The current time on the On-Premises Analytics instance.

» Network time enabled — A Yes/No value determining whether the NTP client is currently configured to
keep in sync with an NTP server.

¢ NTP synchronized — A Yes/No value determining if the On-Premisese Analytics instance is currently
synchronized with the configured NTP server(s).

Reboot | Shutdown

System Info
Storage
Network Interfaces

Diagnostics
NTP Server
Lockdoun Mode

About
Logs

The Reboot | Shutdown screen provides functions for rebooting the instance, returning to factory defaults, and
enabling SafeMode. To perform an action, position the focus on that menu and then press Enter to select the
desired action. Select Yes in the confirmation dialog, then press Enter again.
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The actions available on the Reboot | Shutdown screen are:

* Reboot Analytics - Restarts the instance with current configuration settings.

e Shutdown Analytics- Powers off the instance.

« Boot Analytics into safemode - Puts the On-Premises Analytics instance into SafeMode. In this
product, SafeMode does not offer additional functionality.

About

Systen Info
Storage

Network Interfaces
Diagnostics

NTP Server
Lockdown Mode
Reboot | Shutdoun

Logs

The About screen provides information about the software version and build.

Logs

System Info
Storage

Netuwork Interfaces
Diagnostics

NTP Server
Lockdoun Mode
Reboot | Shutdoun
About

3:13:30 On-Prem_fnalytics_623 MgntCnsle: SUCGF: Interface successfully reloaded.
3:12:31 On-Prem_finalytics_623 MgntCnsle: ERROR: invalid CIDR address: 127.0.0.1/64
31 On-Prem_finalytics_623 MgmtCnsle: ERROR: invalid CIDR address: 127.0.0.1/64
23 On-Prem_finalytics_623 Automatic secure crash analysis reporting is enabled
23 On-Prem_finalytics_623 Automatic secure crash analysis reporting is emabled
23 On-Pren_finalytics_623 Periodic secure diagnostic reporting for support purpose
Feb 21 23:06:23 On-Prem_fnalytics_623 Initializing SonicWall support services
Feb 21 23:06:21 On-Prem_finalytics_623 MgmtCnsle: Management console has started

56 On-Prem_finalytics_623 Automatic secure crash analysis reporting is enabled
56 On-Prem_finalytics_623 Periodic secure diagnostic reporting for support purpose
56 On-Prem_finalytics_623 Initializing SonicWall support services

Feb 21 23:02:54 localhost MgmtCnsle: Management console has started

The Logs screen displays log events for the instance.

Using SafeMode on the Management Console

©) | IMPORTANT: Please contact SonicWall Technical Support for assistance in the following operations.

The On-Premises Analytics instance can be configured to boot into SafeMode by using the Reboot | Shutdown
screen in the management console.

In SafeMode, some of the features the management console provides are different in the following ways:

e Configurable interfaces

e Configurable default gateway
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e Configurable DNS servers
¢ Download system logs

e Apply re-upgrade or hotfix
@® | NOTE: Changes made to interfaces in SafeMode are not persistent between reboots.
The SafeMode Management Console always starts with the System Info screen.

Storage
Network Interfaces

Diagnostics

NIP Server
Reboot | Shutdoun
About

Logs

® | NOTE: To exit SafeMode, disable it on the Reboot | Shutdown screen. See for more information.

Topics:

* Enabling SafeMode

¢ Disabling SafeMode

¢ Configuring the Network Interfaces in SafeMode
* Installing a Software Upgrade in SafeMode

* Downloading Logs in SafeMode

Enabling SafeMode

SafeMode can be enabled from the management console.

To enable SafeMode:
1. Access the On-Premises Analytics Management Console. Refer to Connecting to the Console.
2. Inthe console, select the Reboot | Shutdown option and then press Enter.

3. Navigate down to the Boot Analytics into safemode option to highlight Enable, and then press Enter.
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About
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Select Yes in the confirmation dialog.

Press Enter.
The On-Premises Analytics instance immediately reboots and comes back up in SafeMode.

@ | NOTE: In SafeMode, the web interface is served from an HTTP server. The HTTPS server is not
started in SafeMode.

Disabling SafeMode

To disable SafeMode:

1.

In the SafeMode menu in the Management Console, select the Reboot | Shutdown option and press
Enter.

In the Reboot | Shutdown screen, navigate down to the Boot Analytics into safemode option to
highlight Disable, and then press Enter.

Systen Info
Storage

Network Interfaces
Diagnostics

NTP Server

About
Logs

3. Select Yes in the confirmation dialog.

4. Press Enter. The On-Premises Analytics instance immediately reboots and boots up in normal mode.

Configuring the Network Interfaces in SafeMode

When the Management Console is in SafeMode, the Network Interfaces screen in the On-Premises Analytics
Management Console provides features to configure the On_Premises Analtyics interfaces:
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* Network Interface - This is the currently selected interface. Use this to select any of the On-Premises
Analytics interfaces.

e DHCP - Determines whether addressing is static or handled automatically and dynamically by a DHCP
server.

e |IPv4 Address - The current IPv4 address currently assigned to the Management Interface.

* Netmask - The current Netmask assigned to the Management Interface.

e Mac Address - The MAC address of the Management Interface.

e |Pv6 Address - The currently assigned IPv6 address of the Management Interface.

e Gateway - The current Default Gateway currently in use by the On-Premises Analytics instance.

* DNS - Alist of the current DNS servers currently being used by the On-Premises Analytics instance.

® | NOTE: Changes made to interfaces in SafeMode are not persistent between reboots.

Topics:

e Configuring Interface Settings

e Disabling an Interface

Configuring Interface Settings

In SafeMode, the Network Interfaces screen includes editable and actionable items which are read-only when the
management console is in normal mode.

Sgstem Info
Storage

Diagnostics

{NTP Server

Reboot | Shutdown
|fibout

Logs

To edit an interface:

1. Inthe SafeMode Network Interfaces screen, select the Network interface option and then press Enter.
The Select Interface list appears, displaying all of the interfaces available on the On-Premises Analytics
instance.

2. Select the interface you wish to edit and press Enter.

The IPv4 and IPv6 addresses, Netmask, MAC address, Gateway, and DNS settings are displayed on the
screen above the interface selection dialog.

3. Toeditthe IPv4 address, select IPv4 Address on the screen and press Enter.

The on-screen dialog displays the current IP address.
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4. Navigate into the dialog and make the desired changes, then press Enter to close the dialog or press Esc
to cancel and close the dialog.

5. Two new buttons appear on the screen after you make changes to an interface setting: Save changes
and Cancel. You can use the Tab key to navigate to these buttons.

Systen Info

Diagnostics

NIP Server

Reboot | Shutdoun

@ | NOTE: You cannot navigate to the left navigation pane until you either save changes or cancel using
these buttons. Changes made to interfaces in SafeMode are not persistent between reboots.
Do one of the following:

e To make changes to other settings for this interface, navigate to the desired setting, press Enter,

make the changes in the dialog, then press Enter to close the dialog for that setting. Repeat for
other settings, as needed.

* If finished making changes to the settings for this interface, press Tab to navigate to the Save
changes button and then press Enter to save your changes.

e Press Tab to navigate to the Cancel button and then press Enter to cancel all changes to the
settings for this interface.

Disabling an Interface

You can disable an interface while in SafeMode.
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To disable an interface:

1. Inthe SafeMode Network Interfaces screen, select the Network interface option.
2. Select the interface you wish to edit and press Enter.

The IPv4 and IPv6 addresses, Netmask, MAC address, Gateway, and DNS settings are displayed on the
screen above the interface selection dialog.

For example, select IPv4 Address and press Enter.
The on-screen dialog displays the current IP address.

3. Navigate into the dialog and change the IP address to 0.0.0.0, then press Enter.

System Info
Storage

{Diagnostics

NTF Seru

Reboot | Shutdown
fibout

|Logs

4. Press Tab to navigate to the Save changes button and then press Enter.
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® | NOTE: Disabling DHCP may be sufficient to disable the interface.
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Reboot | Shutdoun
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Installing a Software Upgrade in SafeMode

SWI files are used to upgrade On-Premises Analytics. You can download the latest SWI image file from
MySonicWall.

In SafeMode, you can upload a new SWI image and apply it to the On-Premises Analytics instance. The
SafeMode web management interface is used to perform an upgrade, rather than SafeMode in the Management
Console. When viewing the Management Console in SafeMode, the URL for the SafeMode web interface is
displayed at the bottom of the screen.

@® | NOTE: In SafeMode, the web management interface is only available via http (not https).

To install a new system image from SafeMode:

1. With the On-Premises Analytics instance in SafeMode, view the management console. At the bottom of
the screen, the URL for the SafeMode web management interface is displayed.
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2.

In a browser, navigate to the URL provided at the bottom of the Management Console screen. The

SafeMode web management interface displays.

SONICWALL"  anayics

Appliance s running in Safe Mode

Safe Mode wil allow you 1o 80 any of the fobowing
> Dowrioad the Saf Mode Logs for Heubloshoofing by the SoniciVal Support Tear
> Uplasd new applcatien images
> Bootyour chaice of sppication image

Fuastare i selings i heir tacteey Seraul values:

Dounioad Safe Mads Logs
Image Management
Restart @ pefresh % Upload Image

v Import Date Last Used Date Status Boot

3/27/2019, 11:11:14 AM

Current Tmage Version
2.0-2081-a3dafde

32712019, 11:11:33 AM Not running @

Image Actions
WA

3. Click the Upload Image button to select an SWI file and then click Upload to upload the image to the
appliance. A progress bar provides feedback on the file upload progress. Once the upload completes, the
image is available in the Image Management list in the SafeMode web interface.

4.

1.

In the row with the uploaded image file, click the Boot button and select one of the following:

¢ Boot Uploaded Image with Current Configuration

¢ Boot Uploaded Image with Factory Default Configuration

Image Management

Restart @ efresh ) Upload Image

Last Used Date Status
4/12/2018, 4:28:45PM Not Running: Safe Mode

i Import Date
4/12/2018, 4:28:26 PM

Current Image Version
6.5.0.2-8v-50NiCOSV-37~1207134d

Boot Image Actions

(O @

Uploaded Image Version Load Date Build Date
6.5.0.2-8v-sonicosv-37-120734d 411212018, 4:49:31 PM 41122018, 3:39:33 AM

vith Current Configuration

Boot Uploaded Image (65.0 2-8v-sonicosv-37-12071344)

Boot Uploaded Image (6.5.0 2-8v-sonicosy-37—1207134d)
with Factory Default Configuration

Boot Image Actions

@, ® @®

The On-Premises Analytics Instance reboots with the new image.

Downloading Logs in SafeMode

When the On-Premises Analytics instance is in SafeMode, extra logging information is kept that can be
downloaded. The logs are available from the SafeMode web management interface, which can be accessed via
the URL provided at the bottom of the Management Console screen.

To download logs from SafeMode:

@® | NOTE: In SafeMode, the web management interface is only available via http (not https).

With the On-Premises Analytics instance in SafeMode, view the On-Premises Analytics management
console. At the bottom of the screen, the URL for the SafeMode page in the web Ul is displayed.
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In a browser, navigate to the URL provided at the bottom of the Management Console screen. The

SafeMode web management interface displays.

SONICWALL  anaics

Appliance s running in Safe Mode

Safe Mode wil allow you 10 do any of the folloning
Safa Wode Log Support Toam
> Ugload new application images.
> Boot your chaics of appication image
Festore e setiays 1 heir tactory Sefaull valles

Downioad Safe Modo Logs
_ Image Management
Restat @ efresh ¥ Upioad Image

Oorant Tmage Verston Import Date Last Used Date Status Boot

202081 a3dafde 32712019, 11:11:14 AM 32712019, 11:11:33 AM Not running @

Image Actions
WA

Click the Download Safe Mode Logs button. A compressed file is downloaded which contains a number
of files, including a console_logs file that contains detailed logging information.
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SonicWall Support

Technical support is available to customers who have purchased SonicWall products with a valid maintenance
contract.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year.

The Support Portal enables you to:
« View Knowledge Base articles and Technical Documentation
¢ View and participate in the Community Forum discussions
* View Video Tutorials
e Access MySonicWall
e Learn about SonicWall Professional Services
¢ Review SonicWall Support services and warranty information

e Register at SonicWall University for training and certification
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