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Introduction

Thank you for purchasing a SonicWall Switch. SonicWall Switches provide greater security and performance
while enabling integrated security administration.

This Quick Start Guide provides hardware information and multiple setup options for connecting your

Switch and getting started with it.
More details and complete instructions are available
SWS12-8 online in the Switch Getting Started Guide. Scan the QR
code or go to https://www.sonicwall.com/support/
oncwaLL ————— ————— technical-documentation/?category=Switch.
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Check the Package Contents

Aside from this guide, your package includes:
e SonicWall Switch
e Arubber feet
e Safety, Environmental, and Regulatory Information booklet
® Power cable and external power supply

NOTE: The included power cord is approved for use only in specific countries or regions. Before using a
power cord, ensure that it is approved for use in your location.

®

ATOBRI—FICEALT: BRRLEZRRT 201, BBRICSEAVECERI—FELT
HEIEEOERI—FZHEAFEESL, COBRI—FEMMOBRBTEERTEEE A,

OMICWALL
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Specifications

Specification SWS12-8 SWS12-8POE
1 Gb RJ45 8 8
1Gb SFp? 2 2
Power Supply 24W external 65W external
adapter adapter
Power Input 12 vDC 54 VDC
PoE Ports — 8
PoE Standards — 802.3af
PoE Power — 55W
Maximum PoE Power per Port — 154 W
Operating Temperature 0 — 40°C 0 — 40°C
Humidity (non-condensing) 5—95% 5—95%

1 Contact your SonicWall sales representative for information on available SonicWall SFP/SFP+
modules and cables: https://www.sonicwall.com/customers/contact-sales/
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Hardware Interface

SWS12-8POE
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Power On LED

LAN Mode (per copper port): Off = No link;

Amber = active100 Mbps link; Green = activel Gbps
link; POE Mode: Green = PoE OK; Off = no PoE current;
Amber = PoE error

Fault LED: Off = normal; Lit = Fault

10

Link/Act LED (per copper port): Off = No link; Lit = link
on, Blinking Light = packet transfer in process

PoE Max LED: Off = Additional PoE device may be
added; Lit = PoE power limit exceeded

SFP Ports: Small Form Pluggable ports: 1 Gbps

PoE Mode LED: Off = PoE mode off;
Lit = PoE mode on

SFP Link/Act LED: (per SFP port) Off = No link;
Solid Green = activel Gbps link;
Blinking = packet transfer in process

LAN Mode LED: Off = LAN mode off; Lit = LAN mode on 13 On/off button

LAN/PoE Mode Selector button: Press to change 14 Ppower input

between LAN and PoE LED display modes. Refer to

feature 9.

Reset button: Press to reset the Switch to current 15 Optional connector allows connection to ground

settings. Press for 10 seconds to enter Recovery Mode.
Note: Returns Switch to default configuration.

RJ45 LAN Ports: 10/100/1000 Mbps RJ45 LAN ports
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Installing the Switch

Installing on a Flat Surface

To install the Switch on a flat surface such as a desktop or shelf, attach the rubber feet on the bottom at
each corner of the Switch. The rubber feet cushion the Switch from shock or vibration, and secure space
between devices when stacking to allow ventilation.

SonicWall Switch Quick Start Guide | 11



Installing on a Wall

To mount the Switch on a wall, install the two screws in positions that correspond to the slots on the
bottom side of the Switch, then mount the Switch.

A WARNING: Do not mount the appliance on the ceiling, or higher than 2 meters (78 inches) on the wall. It is
not designed for secure ceiling or high wall mounting.

Tools and parts for wall mounting:
e Screwdriver
e Drill with appropriate size bit
e Two #6 pan-head wood or machine screws, 1 inch long (7mm diameter head, 25mm long)

e Two wall anchors if mounting on drywall
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To mount the appliance on the wall:
1 Drill two holes in positions that correspond to the slots on bottom side of SonicWall Switch.
2 If using wall anchors, insert a wall anchor into each hole.

3 Insert a screw into each wall anchor (into each hole if not using wall anchors), leaving 3/16 inches
(0.45 cm) on the screws exposed (including screw head).

4 Position the appliance mounting slots of the screws and press in and down until the appliance is
securely mounted.
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Managing the Switch

This section covers configuration of the Switch through a SonicWall firewall, or, through the SonicWall
Switch Standalone User Interface (Ul).

e Managing the Switch with SonicOS 6.5 on page 16
e Managing the Switch with SonicOS/X 7 on page 21

e Configuring a Standalone Switch on page 27
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Managing the Switch with SonicOS 6.5

Zero-Touch Switch setup is available when connecting your Switch to a SonicWall firewall running SonicOS
6.5.4.6 or higher.

To prepare the Firewall:
1 Configure the firewall interface where the Switch will be connected with a static IP address.

Navigate to MANAGE > Networks > Interfaces and click on the Configure symbol for the firewall
interface you wish to use. When the Interface Settings dialog box comes up, select a zone such as
LAN and Mode/IP Assignment as Static IP Mode. Then enter an IP address.
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Interface 'X2' Settings

Zone:

Mode / IP Assignment:

IP Address:

Subnet Mask:

Default Gateway (Optional):
Comment:

Management:

User Login:

(LN |

[ static 1P Mode M
| 192.168.168.20 |
255.255.255.0

[0.0.00 |

| |
[J wrres [ ping 1 snvp[] ssH

[T wrre C Hrres

[Z] Add rule to enable redirect from HTTP to HTTPS
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2 Click on the Advanced tab shown below and then select Enable Auto-Discovery of SonicWall
Switches. This will automatically add DHCP scope under the configured interface.

General Adva nced

Advanced Settings

Link Speed: [Auto Negotiate v

® Use Default MAC Address: |2c:B8:ED:23:3B:5E

O override Default MAC Address: I

D Shutdown Port

Enable Auto-Discovery of SonicWall Switches | N

Enable flow reporting T
D Enable Multicast Support N

[] Enable 802.1p tagging N

[ Exclude from Route Advertisement (NSM, OSPF, BGP, RIP) A
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To connect the Switch:
1 Connect the Switch to the firewall interface configured in the previous steps.

2 Plug in the Switch using the provided power cord and adapter, and then turn on the Switch with the
power button.

NOTE: If you connect your Switch to a DHCP-enabled network before powering it on, it will
get a DHCP lease from that server. To recover, unplug your Switch from the network and
connect it to your firewall.

3 After the Switch boots, verify that the Link/Act LED indicates a good cable connection.
After the new Switch boots, it gets the DHCP lease from the firewall interface.

4 In SonicOS, navigate to Switch Controller > Overview > Physical View and click on Authorize.

Tk Security Appliance MONITOR INVESTIGATE MANAGE QUICK CONFIGURATION

e
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5 The Switch may require rebooting. Afterwards, navigate to the Switch Controller > Switch and verify
that the firewall Switch Controller GUI shows the Switch status as green and connected.

2CBSED4AFD5E

m Network Users Static Routes 802.1x Radius Server Voice VLAN QoS ARP Statistics Firmware

Switch Info
Switch name 2CBBED4AFDSE Firmware version 1.0.0.2-10 Total ports 28
Serial number 2CBSED4AFDSE IP address 192.168.2.148 Ports(UP) 1
Status PoE power 0.0 Port(no link) 27
Registration status Registered Uptime 0 days, 1 hours, 9 minutes, 14 seconds  Disabled ports 0

For detailed instructions, go to https://www.sonicwall.com/support/technical-documentation/
?category=Switch to access the Switch Getting Started Guide.
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Managing the Switch with SonicOS/X 7

To prepare the firewall:

1 Configure the firewall interface where the Switch will be connected with a static IP address.

Navigate to NETWORK > Interfaces > Interface Settings and click on the pencil symbol for the

firewall interface you wish to use.

(§ 2CBBED694664

IPv4 IPvé

Show Portshield Groups

NAME
X0
x1
X2
X3
X4
X5

X6

J Interface Settings ‘ Traffic Statistics

NETW X O 0 QA
0
Configuration o Non-Config
D + AddInterface ) Refresh

ZONE ‘GROUP IP ADDRESS SUBNET MASK 1P ASSIGNMENT STATUS ENABLED COMMENT
LAN NiA 102168168168 2552552550 Static IP No link D
WAN Default LBGroup  10.203.28.158 255.255.2550 Static IP 1Gbps Full Duplex
LAN NiA 192.1680.239 2552552550 Static IP 1.Gbps Full Duplex D
Unassigned NiA 0000 0000 No link D
Unassigned N/A 0.0.0.0 0.0.0.0 No link s o
Unassigned NA 0000 0000 Nolink D
Unassigned NA 0000 0000 Nolink O
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2 When the Interface Settings dialog box comes up, select a Zone such as LAN and Mode/IP
Assignment as Static IP Mode. Then enter a valid IP address

Edit Interface - X2

General Advanced

INTERFACE 'X2' SETTINGS

Zone LAN A4
Mode / IP Assignment Static IP Mode v
IP Address 192.168.168.20
Subnet Mask 255.255.255.0
Default Gateway (Optional) 0.0.0.0

Comment

Add rule to enable redirect from HTTP to c

HTTPS
MANAGEMENT I USER LOGIN

wrres - @0 wrre ()

ring @0 wrres ()

Sanc -
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3 Click on the Advanced tab and then select: Enable Auto-Discovery of SonicWall Switches.

Edit Interface - X2

General Advanced

ADVANCED SETTINGS
Link Speed | Auto Negotiate v
(® Use Default MAC Address - 2C:B8:ED:69:46:66
(O Override Default MAC Address

Shutdown Port ()

IEnsze Auto-Discovery of SonicWall Switches

°
5|

Enable flow reporting
Enable Multicast Support

Enable 802.1p tagging

® 6 e 6

Exclude from Route Advertisement (NSM,
OSPF, BGP, RIP)

Management Traffic Only

QAQAQLQARA

Enable Asymmetric Route Support

Concel -

4 Click on OK.

To connect the switch:

1 Connect the Switch to the firewall interface configured in the previous steps.
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2 Plug in the Switch using the provided power cord and adapter, and then turn on the Switch with the
power button.
NOTE: If you connect your Switch to a DHCP-enabled network before powering it on, it will
get a DHCP lease from that server. To recover, unplug your Switch from the network and
connect it to your firewall.

3 After the Switch boots, verify that the Link/Act LED indicates a good cable connection.
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4

In the firewall GUI, navigate to DEVICE > Switch Network > Overview > Physical View and click on
Authorize. If the Switch can connect to SonicWall’s cloud and more recent Switch firmware is
available, the option to upgrade and re-boot will appear.

@

2CB8ED69468C

Physical View

TZ570
2CB8ED69468C

List View

VLAN View

Connected 0

2CB8ED5055B8

Select Firmware

Select Firmware

1.0.0.0-40 (Current)

1.0.0.2-10s

1.0.0.1-4s

d

B Nolink 0

B Disabled 0

Configuration a Non-Config

POE 0 1Gbps/10Gbps
10/100 Mbps
1Gbps + PoE
10/100 Mbps + PoE

B oisaved
B noLink

SonicWall Switch Quick Start Guide ‘ 25



5 If you do not choose to upgrade Switch firmware, or if there is no choice, a detailed graphic of the
Switch appears. Otherwise, the graphic of the Switch will appear after the Switch re-boots with new
firmware. The graphic indicates that the switch is on-line.

J Physical View List View VLAN View

[ Connected 1 [ Nolink 9 [l Disabled 0 POE 0

TZ570 2CBBED505588 - Connected
2CBBED69468C

®
SONICWALL @ 2 3 4 5 6 7 8 910 ©
n‘/—\ swsieroe (DB EBEBEEE BE

NOTE: If the Switch has been previously installed it may be necessary to reset to the
factory-default configuration. Refer to Hardware Interface on page 8.
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Configuring a Standalone Switch

You can configure your Switch by logging into the local Switch management interface. Typically, the Switch
Local Interface can be accessed at https://192.168.168.169 through the web management interface.

To access the Switch local interface:

1 Setyour management computer to use an IPv4 address on the 192.168.168.x subnet, such as
192.168.168.20.

The subnet mask is 255.255.255.0. The gateway is 192.168.168.169.
2 Connect your management computer to any port on the switch.

3 Point your browser to default management IP address (https://192.168.168.169) and log in using
the default credentials (admin / password).

@ | NOTE: If the Switch is connected to a LAN before it is powered on, an IP address may be
assigned to the management interface. To clear this address, disconnect the Switch from
the LAN and press the Reset Button (see feature 7 in Hardware Interface on page 8) for 10
seconds to restore the default IP address.
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Safety and Regulatory

Regulatory Model Numbers

Regulatory Model/Type Product Name
APL51-0E1 SWS12-8

APL52-0E2 SWS12-8POE

Installing the Appliance

A | WARNING: For your safety, follow all instructions listed in this section.

1  Install in a location away from direct sunlight and sources of heat. A maximum ambient temperature of 1042 F (402 C) is recommended.
2 Route cables away from power lines, fluorescent lighting fixtures, and sources of noise such as radios, transmitters, and broadband amplifiers.

3 Theincluded power cord(s) are approved for use only in specific countries or regions. Before using a power cord, verify that it is rated and
approved for use in your location.

4 Ensure that no water or excessive moisture can enter the unit.
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5  Allow unrestricted airflow around the unit and through the vents on the side of the unit. A minimum of 1 inch (25.44mm) clearance is
recommended.

6  Consideration must be given to the connection of the equipment to the supply circuit. Appropriate consideration of equipment nameplate
ratings must be used when addressing this concern. Do not overload the circuit.

7  Reliable grounding of power supply must be maintained. Particular attention must be given to power supply connections other than direct
connections to the branch circuits, such as power strips.

8  This equipment is not intended for use at workplaces with visual display units, in accordance with §2 of the German ordinance for workplaces
with visual display units. To avoid incommoding reflections at visual display workplaces this device must not be placed in the direct field of view.

9  When using a Fiber Optic Small-Form Pluggable (SFP) module, ensure it is IEC 60825 certified and a Class 1 Laser Product.

Cable Connections

All Ethernet and RS232 (Console) cables are designed for intra-building connection to other equipment. Do not connect these ports
directly to communication wiring or other wiring that exits the building where the SonicWall appliance is located.

Power Supply Information

8-Port Switch (SWS12-8)

If the power supply is missing from your SonicWall product package, please contact SonicWall Technical Support at https://
www.sonicwall.com/support/contact-support for a replacement. This product should only be used with a UL listed power supply
marked “I.T.E. LPS” with an output rated 12V DC, minimum 2.0 A, Tma: minimum 40 degree C.
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8-Port PoE Switch (SWS12-8POE)

If the power supply is missing from your SonicWall product package, please contact SonicWall Technical Support at https://
www.sonicwall.com/support/contact-support for a replacement. This product should only be used with a UL listed power supply
marked “I.T.E. LPS” with an output rated 54V DC, minimum 1.2 A, Tma: minimum 40 degree C.

Exigences relatives a l'installation

1

Procédez au montage dans un endroit a I'abri des rayons du soleil et des sources de chaleur. Une température ambiante maximale de 40 °C
(104 °F) est recommandée.

Faites passer les cables a une distance raisonnable des lignes électriques, des luminaires a lampe fluorescente et des sources de bruit telles que
les radios, les émetteurs et les amplificateurs a large bande.

Les cordons d'alimentation inclus sont uniquement approuvés pour une utilisation dans certaines régions et certains pays. Avant d'utiliser un
cordon d’alimentation, vérifiez qu’il est bien conforme et approuvé aux normes de votre emplacement.

Veillez a éviter tout contact de I'appareil avec de I'eau ou une humidité excessive.

Veillez a ce que I'air puisse facilement circuler autour de I'unité et a travers les aérations prévues sur le c6té de |'unité. Laissez un espace d'au
moins 25,44 mm.

Soyez particulierement vigilant quant au raccordement de I'équipement au circuit d'alimentation. Respectez pour cela les mentions figurant sur
la plaque d'identification du produit. Ne surchargez pas le circuit.

Il est impératif d'assurer une mise a la terre fiable et constante de I'alimentation Electrique. Portez une attention particuliére aux branchements
d'alimentation autres que des connexions directes aux circuits de dérivation, tellesles multiprises.

En cas d'utilisation d'un module SFP (émetteur-récepteur enfichable é faible encombrement), assurez-vous que I'équipement utilisé est certifié
CEI 60825 et de Produit laser de classe 1.
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Raccordements

Tous les cables Ethernet et RS232 (console) sont congus pour la connexion a d'autres appareils a I'intérieur d'un méme batiment. Ne
reliez pas ces ports directement a des cables de communication ou a d'autres cables qui sortent du batiment dans lequel se trouve
I'appareil SonicWall.

Informations sur lI'alimentation Electrique

8-Port Switch (SWS12-8)

Si le bloc d'alimentation ne se trouve pas dans I'emballage de votre produit SonicWall, veuillez communiquer avec I'assistance
technique de SonicWall au https://www.sonicwall.com/support/contact-support pour obtenir un remplacement. Ce produit ne doit
étre utilisé qu'avec un bloc d'alimentation homologué UL, portant la mention « LT.E. LPS » et d'une puissance de sortie nominale de
12 V CC, 2,0 A minimum, TA : 40 °C minimum.

8-Port PoE Switch (SWS12-8POE)

Si le bloc d'alimentation ne se trouve pas dans I'emballage de votre produit SonicWall,veuillez communiquer avec |'assistance
technique de SonicWall au https://www.sonicwall.com/support/contact-support pour obtenir un remplacement. Ce produit ne doit
étre utilisé qu'avec un bloc d'alimentation homologué UL, portant la mention « L.T.E.LPS » et d'une puissance de sortie nominale de
54V CC, 1,2 A minimum, TA : 40 °Cminimum.
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Verwarnung Weitere Hinweise zur Montage

1

2
3

Wabhlen Sie fir die Montage einen Ort, der keinem direkten Sonnenlicht ausgesetzt ist und sich nicht in der Nahe von Warmequellen befindet.
Die Umgebungstemperatur darf nicht mehr als 40 °C betragen.

Fihren Sie die Kabel nicht entlang von Stromleitungen, Leuchtstoffréhren und Stérquellen wie Funksendern oder Breitbandverstarkern.

Das im Lieferumfang enthaltene bzw. die im Lieferumfang enthaltenen Netzkabel sind nur fir die Verwendung in bestimmten Landern und
Regionen zugelassen. Uberpriifen Sie bitte vor der Verwendung eins Netzkabels, ob es fiir die Verwendung in Ihrem Land oder Ihrer Region
zugelassen ist und den geforderten Normen entspricht.

Stellen Sie sicher, dass das Gerat vor Wasser und hoher Luftfeuchtigkeit geschutzt ist.

Stellen Sie sicher, dass die Luft um das Gerat herum zirkulieren kann und die Liftungsschlitze an der Seite des Gehauses frei sind. Hier ist ein
Belliftungsabstand von mindestens 26 mm einzuhalten.

Priifen Sie den Anschluss des Geréts an die Stromversorgung, damit der Uberstromschutz sowie die elektrische Leitung nicht von einer
eventuellen Uberlastung der Stromversorgung beeinflusst werden. Priifen Sie dabei sorgfiltig die Angaben auf dem Aufkleber des Gerits.
Uberlasten Sie nicht den Stromkreis.

Eine sichere Erdung der Stromversorgung muss gewdhrleistet sein. Insbesondere muss auf nicht direkte Anschlisse an Stromquellen geachtet
werden wie z. B. bei Verwendung von Mehrfachsteckdosen.

Dieses Gerat ist nicht zur Verwendung an Arbeitspldtzen mit visuellen Anzeigegeraten gemaR § 2 der deutschen Verordnung fiir Arbeitsplatze
mit visuellen Anzeigegeraten vorgesehen. Um storende Reflexionen am Bildshirmarbeitsplatz zu vermeiden, darf dieses Produkt nicht im
unmittelbaren Gesichtsfeld platziert verden.

Verwendung von Lichtwellenleiter-Small-Form Pluggable (SFP) Modul zu gewAxthrleisten,sicher dass es nach IEC 60825 zertifiziert ist und Laser
Klasse 1 Produkt,

Verwarnung Kabelverbindungen

Alle Ethernet- und RS232-C-Kabel eignen sich fir die Verbindung von Geraten in Innenrdaumen. Schlieen Sie an die Anschlisse der
SonicWall keine Kabel an, die aus dem Gebaude herausgefiihrt werden, in dem sich das Gerat befindet.

SonicWall Switch Quick Start Guide | 33



Informationen zur Stromversorgung

8-Port Switch (SWS12-8)

Wenn die Stromversorgung von der SonicWall-Produktpaket fehlt, wenden SonicWall den Technischen Support unter https://
www.sonicwall.com/support/contact-support.Dieses Produkt sollte nur mit einem fir den Europaischen Markt genehmigten Netzteil
mit dem Logo "I.T.E. LPS" und einer Ausgangsleistung von12 VDC, mind. 2.0 A, Tma: mind. 40 Grad C, betrieben werden.

8-Port PoE Switch (SWS12-8POE)

Wenn die Stromversorgung von der SonicWall-Produktpaket fehlt, wenden SonicWall den Technischen Support unter https://
www.sonicwall.com/support/contact-support.Dieses Produkt sollte nur mit einem fir den Europaischen Markt genehmigten Netzteil
mit dem Logo "I.T.E. LPS" und einer Ausgangsleistung von 54VDC, mind. 1.2 A, Tma: mind. 40 Grad C, betrieben werden.

EU and EFTA Declarations of Conformity

A “Declaration of Conformity” in accordance with the directives and standards has been made and is on file at SonicWall International
DAC, City Gate, Mahon, Cork, Ireland.

CE declarations can be found online at https://www.sonicwall.com/support.

@ | NOTE: Additional regulatory notifications and information for this product can
be found online at https://www.sonicwall.com/support.
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Warranty Information

All SonicWall appliances come with a 1-year Limited Hardware Warranty which provides delivery of critical replacement parts for
defective parts under warranty. Visit the Warranty Information page for details on your product’s warranty at https://
www.sonicwall.com/support.
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SonicWall Support

Technical support is available to customers who have purchased SonicWall products with a valid maintenance contract.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a day, 365 days a year.
To access the Support Portal, go to https://www.sonicwall.com/support.

The Support Portal enables you to:

View knowledge base articles and technical documentation

View and participate in the Community forum discussions at https://community.sonicwall.com/technology-and-support
View video tutorials

Access MySonicWall

Learn about SonicWall professional services

Review SonicWall Support services and warranty information

Register for training and certification

Request technical support or customer service

To contact SonicWall Support, visit https://www.sonicwall.com/support/contact-support.
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