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11:24:32 AM WXAS000-908D13D0 50105 Warning Probe Update Cannot start WFS (Signed SMB): No clock synchronization.
11:24:32 AM WXAS000-908D130 50101 Warning Probe Update Cannot synchronize clock
11:24:32 AM WXAS000-908D130 50100 Info Probe Update Synchronizing clock
11:24:31 AM WXAS000-908D13D0 50103 MNotice Probe Update Starting WFS (Signed SMB) service
11:23:32 AM WXAS000-908D13D0 50105 Warning Probe Update Cannot start WFS (Signed SMB): No clock synchronization.
11:23:32 AM WXAS000-908D13D0 50101 warning Probe Update Cannot synchronize clock
11:23:32 AM WXAS000-908D13D 50100 Info Probe Update Synchronizing clock
11:23:31 AM WXAS000-908D13D 50103 Notice Probe Update Starting WFS (Signed SMB) service
11:22:31 AM WXAS000-908D130 50105 Warning Probe Update Cannot start WFS (Signed SMB): No clock synchronization.
11:22:31 AM WXAS000-908D13D 50101 Warning Probe Update Cannot synchronize clock
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l

Anti-Spam

Junk Box

Inbound Outbound__i§&)__|
Simple Search Mode @

Items in the Junk Box will be deleted after 30 days.

Query Parameters

Search for: in | Subject |E| on | —Show all-— |E|

Surround sentence fragments with gquote marks ™ ™ for example; “ook for me”
Boolean operators (AND OR. NOT) are supported.

| Settings | | Advanced View |

Messages Found @

Displaying 1 - 10 of 15 (0.015 secs)

| | | | | | 10 Rows EI:':I Page 1of 2

8] w | e || e R —
manju@caspian.com  Spam MLEIUMNK manju@kites, com 05/02/2015 11:14PM
manju@caspian.com  Spam MLEIUMNK manju@kites, com 03/02/2015 11:14PM
manju@caspian.com  Likely Phishing MLFLIKELYFRALUD manju@kites, com 05/02/2015 11:13PM
manju@caspian.com  Likely Phishing MLFLIKELYFRALUD manju@kites, com 03/02/2015 11:13PM
manju@caspian.com  Likely Spam MLFLIKELYSPAM manju@kites, com 05/02/2015 11:13PM
manju@caspian.com  Likely Spam MLFLIKELYSPAM manju@kites, com 03/02/2015 11:13PM
manju@caspian.com  Likely Spam MLFLIKELYSPAM manju@kites, com 05/02/2015 11:13PM
manju@caspian.com  Spam MLEIUMNK manju@kites, com 03/02/2015 11:13PM
manju@caspian.com  Spam MLESPAM manju@kites, com 05/02/2015 11:12 PM
manju@caspian.com  Spam MLESPAM manju@kites, com 09/02/2015 11:12 PM

| | | | | 10 Rows IZ||:|:| Page 1of 2

SonicWall SonicOS 6.5 52 ‘ 26
ERE A G




o WERREHTE
o EEHE

* HTER
o FITHEEE

BN E

RIS R B S A ~ AT » 07 PSRRI R

o WAL AR

o P ETIL HER

O| Ktk ORFERARERE - ALAARTORHEEEN - 2 THRETTAS
4

AR - SRR AR

. R/

. BB
AT — TR/ ORI » R (E 357 -
TERREE A3 A7 S E I (8

o W “Eiﬂﬂj’zﬂﬁif THERATOREA RIS - 5515 — Tk EEFE T HIIEE 30 KRR RER
HyELE - oy 2EER R LA T?ZEE’J#%E‘&% | BZHrsR s > R R R H I -

o WIFRBURKAIREM: > BREHIA © FiE— MTLE R SHERELH - gy 2 BB LT
TR FAEERE | RAPRE: > AR ERE H I -

5 KW

B
REMWIERE- R E I B R & PR EE =R A AH R & =

JIantii ] HETE~

U5 A EE B (O B - /DR 35 0 YL n R R (TR ME - A1 e

iy R o ErEEE R YR A TEE -

H A W B B e b al -

a2 BT R -

L EHE~ ETEHEEY -

FRE e 5T o

A S N EE T B AL -

PBEUL JFBHE AR o

{5 FHER B BRI A Bt T AT T iR e, BEERS

SonicWall SonicOS 6.5 ZH#&
ERE A G



LSl ThEE

illES AR TR G ) PRIFTEE: - AFEMIERATA R o S TR TR
HU78R

JERRE TEhI R TP R bR TR R - IR HO S - Rt 2 (i
FERF > RSEERE RS H B Exchange (Gl EZ85%E °

FIRIAEEAT] RS RN R - R ARG -

V P == | I 35-

1T R

BB TH R 7B I E 2 -
1 RS BETEE | KAIREENIREEE -
2 EEE AEE I EBEE -

Simple Search Mode

A

Ttems in the Junk Box will be deleted after 30 days.

Query Parameters

Search for: in | Subject on | —MNo Data Availz[v|
Surround sentence fragments with quote marks " " for example; "lock for me"
Boolean operators (AND OR NOT) are supported.

3 [EEmA T AfEE TS o TR BEEES R ( 1) N - FIERIAAAMER T (AND ~ OR ~ NOT) -
4 FE THITHRERAE BRI 1Y H Ay sth & 7 AL -

e EF (¥

o I

o Hfit

o E—FID
5 FERMMUIgERT  EEEEEAH -

o —RBUREE-- (TR

e 5K

o fEEHN . HIABRARIERIR SN OR B B ] R T A P22 52
6 i — MESIEHIGE S -

GESUIFREUNE H I AR E B o o - WAETHE BN — BB - A=) - S a S
AR | iR SRR sk e » MIREZAN - EH A eS| i EREERT:
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7 FRHRBIREEIRAE 2 R AGIRRRA P BRI T
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1 {ERRERG L BERECE | SR E IR ETE -
2 RIEHEALR O -
3 i TR -

Advanced Search Mode

Ttems in the Junk Box will be deleted after 30 days.

Query Parameters

To:

From:
Separate multiple email addresses or domain names with 2 comma.
Boolean operators (OR NOT) are supported.

Subject:

Surround sentence fragments with quote marks " " for example; "lock for me"
Boolean operators (AND OR. NOT) are supported.

Separate multiple entries with a comma

Start Dat
Dates should be in MM/DDYYYY or MM/DD/YYYY hh:mm format. Hour value should be between 0-23.
End Date
Dates should be in MM/DD{YYYY or MM/DD/YYYY hhimm format. Hour value should be between 0-23.
Threats
[ [
[ spam kA viru [ Phishing
M Likely Spam [ L.kely Virus [ Likely Phishing
[ Likely Spaof

4 HEEHSBEY o RHCHHE SR A2 ER S SN -

28 EHRAE

A

S

H it Wt BT Ep st -

AR ST N T E L

FHAZ SR BRBA 25 {8 B8 7 ED (- Mk S At - SCHRATMAER T OR FIINOT -

FiE #rEEE -

TR BHEAES (9% (7)) A - SZEEARAR BT~ AND ~ OR A1 NOT -

IE—g 4 1D ME— 4 1D o
FESRIER 2 (EE EH -

s H SR EAEA H ] -
i AE— A&y E I

e MM/DD/YYYY

e MM/DD/YYYY hh:mm (/NEHMEFESHA 0 E 23 [24 /NIE 22 [5)

&R H 3 TR AR H ] -
i AE— A&y E I

e MM/DD/YYYY

e MM/DD/YYYY hh:mm (/NEHEFE NG 0 ZF 23 [24 /NEFE 2 )
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Appflow 4 B WM FIAE ~ (FT1% ~ 1P firkk + 753 + Af% - FISBICHS « (77 ~ botnet /11 URL 5¥2%

Appflow #4s

AR ] SCERIHEH S © Appflow s it R 0] LUt S48 S h AR 1T HY TH g ME SRR 5 - 28]

Di—H T A fS MY

o IRHVHEES T IEAERTTHIE A i H FRTA TR ?
o FEL{FPE AN AL T AR AR B (5 T - WRLLE I RE CIEAE AR IRAV AR SR BT 2
o ULLEAENXEARE - AMRIT AN ?

o IRHVEE I IEAE R LA LS ] 2

EHE L wERE AEER [=r= i JEEE URL 3E51
|#s.. R ESEENRE - RS 50 v [ PMBIIVGY = C [
# =B TfeREB PEhRIrTAR ElfRoThE
1 Service Version 2 Multicast Listaner Re 10.41K 795.07K o
2 General DNS 440K [ 16% | 538.58K [ 4% | 129M [ 3% |
3 ggﬁ:::g;?gsmdm Query .com Commercial 338K 306.43K 008.21K
4 GenerslHTTPS 213K 2.41M 7.64M
5 General TCP 1.74K 2.97M 4.05M
6  DNS Protoco-Standard Query A Reverse Lookup-6842 1.69K 141.88K 219.05€
7 General HTTPS MGMT 1.38K 2.30M 19.79M [57% |
8 General SMTP 682 [2% ] 144.38K [ 1% | 185.16K [ <1% |
] Service SonicWALL Anti-Spam Service 341 [1% ] 72.34K [ <i1% | 855K [ <i% |
10 Semvice NTP 30 [=i% | 1140K [c1% ] 1079 [ <1% ]
11 Wget-Client Activity-1613 14 [<1% | 7.45¢ [_<c1% | 29.09K [ <1% |
12 General HTTP MGMT 10 [C«i% ] 941k [ <1% ] 15352k [ <1% ]
13 Service RPC Services (IANA) 8 [ <1% | 1.03Mm [9% ] 7286k [ <1% |
14 General HTTP 3 [<i% | 152 [=1%] 0 [<1% ]
15  Senvice Echo 1 [<iw] 48 [<1%] 0 [ <1% ]
£8: 15 |75E 26.22K 10.92M 34.44M

s ¢ 1% 04:25:18

E=2
=R
i
10,414
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@  420AESRS: 11/29/2017 16:13:18.000 iEVERER: 1 K 04:22:40
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e URLJH}!

FERES
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e HTMLAEZ

o« SCFRES

HTML &=
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HTML A%

--File Index :@: 5.--

--990 packeks captured. --

————— Statistics------------

Number OF Byies Failed To Repork: 0
Number OFf Packets Forwarded : [
Number Of Packets Generated 250
Number Of Packets Consumed 140
Number OFf Packets DROPPED 600
Number OFf Packets Status Unknoum: [

*Packet number: 1¥

Header Values:
Bykes capkured: 1514, Ackual Byies on the wire:

Packet Info(Time:08/29/2015 15:56:31.464):
in:--, ouk: X0+, Generakted (Sernk Ouk)

Ethernet Header
Etker Type: IP{0x500),

IP Packet Header
IP Type: TCP{0x6),

TCP Packet Header
TCP Flags = [ACK,],

Application Header
HTTP

Value: [0]

Hex and ASCIT dump
Q0alcced £0abd0de billlaZac
Bdoeclal afafclal afeddds0
2000e425 00003265 20373036
36332a5c 62203230 32613633
32303331 33623265 20326532
36312036 33366236 35373420
2e2elele PZe662eT0 61636b6s

60928

DeE=f00:al0:cc:63:£0:ab], Sre=[00:06:b1:11:a32:ac]

Sre=[192.168.168.168], Dst=[192.168.165.100]

Sro=f580], Dsi=[4712], Checksum=0xedl5

of Ehe packek:

Q5004500
1265belf
31363336
36382036
65326532
23202363
Fd2abcee

Q0002006 ¥. ... ... S @.x
Z2ea3silo x. ..
37343566 ¥ . .%..2e T0ele3eb 65745f+
30336120 v63v\n 202a6368 6564203a +
32653730 ¥20313b2e ZeleZele 662e¥0+
3a20313b vel 63ebe574 *¥ iched i+
33326135 ¥, . ... f.packektx\n 5f632a5+%

25dc(5b0
Fodzpi19s
62203635
35363432
65203636
6fe56420
20356636
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—-File Index : 7.--

—=771 packets captured.--

————— Statistics——-—————-————-

Number Of Bytes Failed To Report: a
Number Of Packets Forwarded u}
Number Of Packets Generated 480
Number Of Packets Consumed 47
Number Of Packets DROFPED 44
Number Of Packets Status Unknown: u}

*Packet nuwber: 1%
Header Values:
Bytes captured: 1
Packet Info(Time:0
in:—--, out:ZE0*,
Ethernet Header
Ether Type: IP(0Ox
IF Packet Header
IFP Type: TCP(Ox&)
TCP Packet Header
TCP Flags = [ACK,
Application Header
HTTP

514, Actual Bytes on the wire: 60925

8/29/2015 16:11:36.224):

Generated (Sent Cut)

500}, Dst=[00:a0:cc:63:f0:ab], Sre=[00:06:bl:1ll:a2:ac)

, Sro=[192.165.168.168], Dst=[192.168.168.100]

], Sre=[80], Dst=[4763], Checksuw=0xalf

Value: [0]

Hex and ASCII dump of the packet:
00a0cc6s £0ab0006 blllaZac 05004500 O05dedizZe 00004006 *...C...0.veeuns E...B...0.7
6090c0as aSaSc0ad aS640050 125h4c70 O07e7521d OcOO0S5015 *°........ d.P..Lp..R...P.*
Z0000=1f OO00G1E20 ZatefdzZ0 GE6E£7ZE0 4e657462 696f73Ze * ..., a *nd for Nethios.*
Z92ci02Z8 4c696e65 3afalazZ0 32303336 33313337 20323034 *), (Line:*. 20363137 204%
36373536 65203633 37343639 36662036 65336132 30363320 *6756e 6374696L Gelazlad +
37323635 36313734 20363534 65363537 3420Za20 36313720 *7Z656174 654es574 * 617 *
46756263 T4696f6e 3aZ06372 65617465 4e6574Za 0203632 *Function: createlNet®. 62%
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2 00:0C:29:22:36:E0 VMWARE 192.168.95.240 53334 CO:EA:E4:59:00:1F  SONICWALL 192.168.95.64 443 TCP
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