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802.1p F2E - LAEFELL LAN t{ER] - SIFRE % &N - 55254 802.1p Al DSCP QoS -
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VolP S VolP Tt ‘Web faffi: 2 VolP {ElHiz%
PC1 192.168.168.200 10.50.155.200 10.50.165.3 10.50.167.100
192.168.168.100 %1% DSCP/802.11p 4% DSCPIS02.11p
g LAN EWikEE LAN
VolP Hiit
E’ LAN > VPN DSCP. 48 802 Mp: 6 HLA, Gar, 30%  Max: 80% Pri; 0
VolP Filt LAN -» VPN DSCP: 48 802 11p: 6 b} Gar. 30%  Max: 80% Pri: 0
VPN > LAN DSCP:48 802 1p: 6 i Gar. 30%  Max: 80% Pri: 0
VPN -> LAN DSCP: 48  802.11p: 6 e} Gar. 30%  Max: 80% Pri: 0
|
mm  wm | Web FE (HTTP - HTTPS - NNTP - TCP4662)
LAN > VPN DSCP: 8 802 1Mp:1 s, Gar, 5% Max: 30% Pri; 2
Web it LAN>VPN DSCP: 8  802.11p: 1 a Gar. 5%  Max: 30% Pri; 2
LAN > WAN DSCP: 0 802 1p: - s Gar. 2% Max: 30% Pri: 7
LAN -> WAN DSCP: 0 802 Mp: - L) Gar. 2% Max: 10% Pri. 7
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PEEESCIEFOTIIRE A AT DU e REZE 0% > Bl R B0 A ZE s bt - AR -
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iz 1%) > RER 2 el - ARV RN L RKYEEIHAL Ky 0x8100 -

o 802.1p : TCI (EEEHIZN - (55 14 (HOTAIBG » BRERMIEGITAL) FIFI= i Tt 1 (5
EESENERT 4467 /(B (213) BSEIEF B4, - 1EEE 802.1p & ¥ 1 15 = (B A H B 5L fr 7T
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o CFl: BRI Ra 2R A TR - HH ZRMEESCRES - EIREEUER/RE » CRLRIINZK
RIS ISR < PR A 2 R B MR N » Q015RAE RS M PR R AVIE 2R . CRI B Ry 10
A HE R LEAE AR X B AR AR A SRR

e VLANID : VLAN ID (f£ 14 fE{ir e e 5 (EfcaHbish ) /2 VLAN BYRA] - E#A 12 it B
Feat 4,096 (2712) {[EHE—HY VLAN ID F531 = $152 4,096 {lE =] FIAY 1D - 1D 0 FFREAHEZR B SR -
ID 4,095 (FFF) EE0RET - (AL AT FIAYECA VLAN BEE £y 4,094 ©

A FAE S FE 802, 1p A0 49/ -9 802.1p FEAREII AT HLB) 802.1p S04 - TIE(L(A] SonicWall 5% |-
KT 2 A 48 et B 802.1p -

BT LAY 802.1p IWLAT(T AE P EURAIRER - T3k 802.1p 17 HUR AU AR 3L 802.1p T
A 0 - FRIRIER T AT (AIFRREAIEDR - #42 AE QoS i) -

B 802.1p AEECHRF AL H AVt f 1 i 3l F S5k 802.1p HYAERSEEE e £ LA 802.1p FE3C - iE A A
PRI - SonicOS i AHJHEA 802.1p FEARAIHEZR L VLANID £ 0

802.1p 14k HEEMR B FEUR RIE A - RILEFE A T FEEN /1 E _EEUH 802.1p Mzt A ey thE R S 2
802.1p MAEENVIE(ES -

802.1p 7 TEAETEET L FI B SENEF 7 A OB HEBATH  SHE - BIB P YRSB4
(7 802.1p I 4% - {HOVEISILSHAERR - MOEBHITHEE FHESE - ST TS A - BB
[ 802.1p BT - L% FIMG R AL HRAERE - (NIC) 6 th 556 T B 802.1p Y 4% » (BRI TULL)
BRI I FIRAS - 1F Win32 fEE 20+ (0T MUE B M BT LAl - IR Rt
802.1p B TE - AIAEAAERS % 802.1p - IFETILL 802.1p QoS ~ 802.1p X% QoS EH UL L
e -

Broadcom 440x 10/100 Integrated Controller Properties [ |[X |

General | Advanced | Dnver | Resources || Power Management |

The following properties ane available for this network adapter. Click
the property you want ta change on the left, and then select its value

on the right.
Property: Value:
Enable -
Flow Contral
Spead & Duplex
Wake Up Capabities
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T AR AER (SR e AT -
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DSCP EAC ¢ EEHIHEEN

10.20.30.100

AR -2
10.50.165.100

VolP i VolP i ﬁ
PC -1 192.168.1658.200 192.168.168.200 PC-2
192.168.168.10 %i# 802.1p/DSCP i 802.1p/DSCP 10.50.165.200
s B02.1pDSCP
e | A 1 b 2
i : ‘g“gﬁ“}"jﬁl’j; X0 (LAN): 192.168.168.168/24 | X0 (LAN): 10.50.165.1/24
akER - 1000Mbit Fiiz; X1 (WAN): 66.182.95.79.30 X1 (WAN): 67.115.118.80/24
48R VPN 33 X2 (DMZ): 10.20.30.1/24
. ; VPN il ToHQ
HRE e ECHREHES © 192.168.168.0/24 VPN [HH1 : ToRemoteSite1
SAMEEES © 10.50.165.0/24 GRS ¢ 10.50.165.0/24
BEEES © 10.20.30.0/24 EIEEERE ¢ 10.20.30.24
R ¢ 192.168.168.0/24

ELL ERITE H - FRAFE 4 IPsec VPN RERIRIGES 1 #8H8] T Thke | o AEIEHIE A 802.1p/DSCP
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FORATIEEGERE - BIGIES 139 R PR 2 ARMERE - Wi{ENE ST 718 802.1p HYACHARS HEI TN &
A NEFFHE]
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2 EEWEE - AL 802.1p/DSCP [ VoIP EEE 10.50.165.200 BEAYIEIUERa4AE VoIP B2

192.168.168.200 iy N SHETTIEOY - LA VoIP B 5E 802.1p (B JLIHfT 6 (FEE) FEH#
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# - EREEEL VoIP FTEHIFTAELIEF &N - WyE B EEERIA SR - SCHAESR A RERE
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B 5 BB SN i (IS ZE (B Ay B 5 AR - 2 VoIP JREEEHVIEE (& EFRER RFEE
) (EREaE T

R A 802.1p (BSR4 3RA01 1548 VPN/WAN S FEEE S LAN (A EIEIRIES LAN 2
B QoS HIE -

QoS HIEEHRE S 2 &g 802.1p FEEIHA &2 3 Ji§ DSCP fEEkAY— TR - DAE T MR Ll e HiE
(LUHERYE ) A 578% 802.1p HYHAS § & EMEFE T —(E 2% 802.1p MY /7 ELlF - Qos HES
i DSCP #8444 1 802.1p £724K, » LAGHR] LAFET 2 g Qos -

FELLERIER S EUEEHIFGKE Ry VolP B ELLL R B ESP B} EE)K DSCP 13 (B41{H 48) -
LIHEEES/E WAN EHISE 3 | QoS - iEHE{REIHA DSCP ARk e 802.1p 24K (WIRFE) HIEE
ASERAEIR © QI VolP EELF 2 HAEH Y 55— » FEUCEIELRY SonicWall K E R EAETE - [FF G
% DSCP Fas 1 EE] 802.1p fFE4K -

3 ElnlhEHIHEEIL SonicWall TLEE Ryke DSCP A4k #i[E] 48-55 ¥IEF] 802.1p FH4k 6 - EMEIGHHK
i 1% > iRF(E A 802.1p {54 6 - XCHARS S HER A B E R E - WA SRR EEIPEEEY > &
FREHTEEAEEIAIRYIE I T (RS QoS
DSCP &z

DSCP (7257 AR H5EL ) FRECHEM 1P AFEH 8 {ir T ToS Mz Y 6 fiLTizft 64 J8 (HfUHERL) A& -
Hf> DSCP /256 3 JEIRaC )77k - HAFAE 802.1p a0 - INILMEER H R & 1 FIRE - A SZ4% DSCP AR E
RS, RN T G RHR R EERR 0 -

DSCP #E:T : IP &40

IP &
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BB P B FEREEEAY ToS B o3 B A &5 R ARED - ToS LT ¢ R (B SENE P A Tos (I - {825
B AEEMEAIERA) B o {H.Z1% RFC2474 SCRFH TN FIIR S/ HY DSCP 3%E

NEREUR T A HERS > DU E MR EEICIERA ToS BEEHYEHE -
DSCP 5T  H FI ARG

DSCP  DSCP 3HH 1P (B4LIERE % IP ToS (D, T, R)
0 R3S 8 0 (f3#% - 000)

8 14k 1 ({BSEliEFy - 001)

10 14k =<4k (AF11) 1 (Bl - 001) T
12 148 » F#R4K (AF12) 1 ({BSliEFy - 001) D

14 14 > HH4K (AF13) 1 ({B5LlEFy - 001) D~ T
16 2 4% 2 (Hf4k - 010)

18 2 4f » =Bk (AF21) 2 (Hrfgk - 010) T
20 2 4% > HIER4R (AF22) 2 (hfE4k -010) D

22 2 4% > FHHAk (AF23) 2 (hfE4k -010) DT
24 34K 3 (Flash-011)

26 34% > B4R (AF31) 3 (Flash-011) T

27 34% > FI5R4R (AF32) 3 (Flash-011) D

30 34f > FHiA%k (AF33) 3 (Flash-011) DT
32 44K 4 (Flash %5 - 100)

34 44 EEER (AF4A1) 4 (Flash 7% - 100) T

36 44F > 8R4 (AF42) 4 (Flash 7% - 100) D

38 44 > 5L (AF43) 4 (Flash 7% - 100) DT
40 ProguE % 5 (CRITIC/ECP! - 101)

46 AIIHEEE (EF) 5 (CRITIC/ECP - 101) D~T
48 e 6 (A H4ETEH] - 110)

56 e 7 (&R - 111)

1. ECP : f5EIHR&RAF4H

AR Ao A e I R AR R BT DSCP 250 (JE(ISh ) - DSCP st 7 HURR Al & i
Qos {2 » FTEL 802.1p fEECACAER » AT E SonicOS YN EIAR R EHAC &I -
FRE

 DSCP s AlE & VPN i &

* I 802.1p CoS 4 FEMHIHY E L

e QoS #ffiE

e ET QoS fEE:
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DSCP TR S VPN i

FERE R Z BRI S - IPsec VPN (AT (R BRI - HEBEAE R 8 2] ESP RS Ay SR EH RS Y
Frokt - I EEAFEEFPIHES - RAIEN AT AR - B e i wE Ay EH -
SonicOS ffit T 64 {EEMHAYERHE - M > 408 64 {ELL_LAYEN AR AT 22 Rk (SA) fY ESP EFE -
AL -

(/] DSCP FESC ¥ ARMAE VPN B A 25 3 J& QoS HFfES FE LI - WISRIRHY VPN (B A E A SRR - —
H TR T DSCP S {BIelHfE (B4 VoIlP) » — ST #EEC T DSCP RABJLNEFY - BRIERC/ B K5 1A
(Bran Frp) - ARE AR B SR (AL SURHE e e B = (B ST IF e ESP Bf AV L » AR F R B R E5 I &Y
ESP £JE - FEFREM BRI T > S REGEBR R AL B WAL 64 (HEELLE - (LM ES I
SonicWall [y 1 EE P A R 5 2

WERHIRPLEBRS (FRELIRFREE T EE) - ERC RS EIEF A RE IR RS EILE
Y VPN R o F R e BT 0% (B0 VoIP 4% ) B B #Y T84S Hh n#SER 58 L -

A E 802.1p CoS 4 FZEHIHY &K

WERTEE s DSCP 7748 15 HY(H ABIMENE Tk 802.1p HHIE 1 S8 5y 802.1p ¥/ 2 » A HERRRE A AE
B FHEMELEEARETE K - EslfEREBNE E S E LR DSCP fE C A EL S —fEEE - &
e FE{EEEF] 802.1p CoS1 HY H AT4X (R #u[E thFE[R 15 (&% 1k B I [E 52 5 fy{it 802.1p CoS 1 %]
DSCP 14) - ZX1% AJjf DSCP 15 $5)k45 802.1p CoS 2 HYFL4AHT fERL[E] -

QoS %ffE
QoS EHENY 3 T FI IR f0F 802.1p RESCAR RAE 4B R < 4% 802.1p (4% ({40 WAN Hi4E) » 71355

754 WAN ZEEE(E 7 il & % EE) ¥ FE 1Y DSCP A4 » AR AT F 2 55— Il P 1 DSCP EE ¥ ¥ FE 2]
802.1p :

QoS %ffE

DSCP tag=48 802.1p tag=6

¢ [
VoIP VolP
o =TT 1] WA =
“802.1p 2= DSCP 802.1p 2{fMZ DSCP eyl
B0t DSCP B % 802.1p DSCP 2% 802.1p J
&3k : DSCP tag=8
$#7F : No DSCPag [ : No DSCPiag -
[Ef : DSCP tag=8
ﬂ Wi : LAN-VPN
192.168.168.100 #<E : 192.168.166.100 10.50.165.2
B i : 10.50.165.2
R : HTTP

DSCP tag=8
NO DSCP tag

®| FyeE « A REEIE A ERURATRY QoS iR (F - A REETTHIE - HIERE T R FRURAINTETE
PRAER (L FHEY (S -
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F i e s e e e e e D *
Bt e e e e e e e eaa e e e wa et e e e e e e e e e e e e ey *
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Anti-Spam

Advanced

Advanced settings

The Advanced page contains tested values that work well in most configurations, Changing these values can adversely affect performance.

Download System/Log Files
Type of file: Select ... IZI [é‘)
Choose spedific files: o

-

{Hold down the Shift key or the Cirl key to select multiple items. )

[Loouriead | [Lenaito.. |

Log level: [é‘)

Apply Changes | | Reset to Defaults

FE
o [ERRI/ECHRTER
o BHFSCHENIVEEN G
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Download System/Log Files
Type of file: Select ... IZI [g‘]
Choose spedific files: o
{Hold down the Shift key or the Cirl key to select multiple items. )
2 (EREEEEEI T UDIRE R TSR - o BB UG 2 A S B RS e AR 3 F B
Download System/Log Files
Type of file: Data Directory... IZI [g‘]
Choose spedific files: Jcertificates -
/https_files 3
/ldaps_files
/mlftimezone -
{Hold down the Shift key or the Cirl key to select multiple items. )
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Email the selected files to the indicated redpient.

Send files from this email address: postmaster

Recipient email address:

(Example: user @example.com)
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Other Settings

Log level: [g‘]

®

| Apply Changes | | Reset to Defaults |

2 % B [mansge | 1751 - AR TERERLER BRI EE R

Set Default Log Level

Default Log Level info IZI

Overrides
Adhere to default level

Category Select Log Level Count Size

SMTP (MIfAsgSMTP) adhere IZI 3 IZI 10 IZI
Replicator (MifReplicator) AT IZI 3 IZI 10 IZI
Thumbprint Updater (MIfThumbUpdate) AT IZI 3 IZI 10 IZI
Services Monitor (MIfMonitor) AT IZI 3 IZI 10 IZI
Resources Monitor (MIFRSMonitor) AT IZI 3 IZI 10 IZI
Web UI (webui) AT IZI 3 IZI 10 IZI

({log size change requires restarting tomcat)

Audit {mifaudit) —

Logs Cleaner (MIfClean) —

Junk Motifier {mifjunkn) —

Mfe Logs Importer (MIfifelmport) —

Junk Transporter (RA -= CC) (mlfqueue) —

Tech Support Package Tool (miftshelper) adhere

File Update & Migration Tool (MifUpdater) —

MNew MFE Watch Tool (mifwatchlogs) adhere

General Purpose Toal (mifwarkr) adhere

AL A ]

Diagnostics Tool (snwitools) adhere
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Anti-Spam
Relay Domains

Source IP Contacting Path

Specify domains for which emails can be relayed.

Settings
Any source IP address is allowed to connect to this path. ®
(Warning: may make an open relay.)

Any source IP address is allowed to connect to this path, but @
relayl!ﬂg is allowed only for emails sent to one of these utmga.local
domains:

Separate domains with & <CR =, Example:
example.com
example.net

Apply Changes

[ HI R B > EERRAES 1 A HY 51 HH Fh CASS $52E mI P S8 32 25 1 Sy s - PRI AT ARz o1 S0
FAEIER > T DA O B RGN R AR -
FE

o BRI BEE R

o Bl FLETHYERE G

EANNEEIEE S

PR REESS SMTP (AlfiRsssc e i — 720 > st REA 2K B A sIfE AR EE F E ey BHER E T HERE ((F
/IR T EFERE) - I > R AREsSE T B R R B A Ei Y H At -
1 CASS S00E Ry s - BIEEL(E B AR R (248 - R Resli: o R CASS 3R FoBR i

P > BEREEA A B —AVEE T B BPORVIAYSEE - RHERET: - S e ayiEaE
AT SN N B B T B o RICEENCE H AR Ry b A
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Settings
Any source IP address is allowed to connect to this path.
(Warning: may make an open relay.)

(@]

Any source IP address is allowed to connect to this path, but @
relayl!ﬂg is allowed only for emails sent to one of these utmga.local
domains:

Separate domains with & <CR =, Example:
example.com
example.net

2 BEREOIRGEREE
o FRARIR IP ALk ES SRS AR ERRAR - SRR A S R - R0 4 -
BIF LT A RERE CASS 8 Ry B - BIEER: H AR RU b4 - i st
E A REE B E A -
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Anti-Spam

Junk Box Settings

Message Management

General Settings

Mumber of days to store in Junk Box before deleting: 30 Days IZI
Mumber of Junk Box messages to display per page: 10 Rows IZI
When a user unjunks a message: @) Automatically add the sender to the redpient's Allowed List

©) Do not add the sender to the redpient's Allowed List

Apply Changes | | Reset to Defaults

B TEFERIL U T -

1 {EEMEEEN) - (EMBRZ AR NI EATRE N AL RE R B RIS FRATHY R
B B/MER 1R > BeK{ER 180 K > THER{E R 15K -

2 JERRE | S8k | RRAREA IR AT E H I HEA R REE A R RS E R
EVERR MDIRER - BRI FRURAVITE - BIME R 1017 > BeK{E Ry 4001T > THER{E A 40017 ©

3 (e AR e I ERL R EM A R B AR LR 3 O AT B A8y sea s B (88T
RIFREERE
o KR ABEEEEEN RFTAET
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Anti-Spam
Junk Box Summary

Junk Box Summary

Freqguency Settings

Freguency of summaries:

Time of day to send summary:
Day of week to send summary:

Time Zone

Message Settings
Summaries include;
Language of summary email:

Send plain summary:
{no graphics)

Miscellaneous Settings

Enable "single dick” viewing of messages:

Enable Authentication to Unjunk
Only send Junk Box Summary emails to users in LDAP:

To enable authentication of non Idap users

Other Settings

Email address from which summary is sent:
Mame from which summary is sent:

Email subject:

URL for user view:

Users will be sent "Junk Box Summary” notification emails listing their recently quarantined messages. Click here to view the Advanced Settings page.

Never |Z|

@ Any time of day
Within an hour of | 1 AM EI

@ Any day of the week
Send summary on | Monday B

Please select a time zone... B

@ al junk messages
Only likely junk {hide definite junk)

English |Z|

[ Plain summary

{ view plain example | view graphic example |

Ooff

@ view messages only {users can preview messages without having to type their
username/passwords. )

Full access (dlicking any link in & Junk Box Summary grants full access to this
particular user's settings)

O
O0

Click here

@ send summary from redpient's own email address
Send summary from this email address:

Admin Junk Summary

Summary of junk emails blocked

http://192.168.127.61 @

Test Connectivity
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HREHTERE |, 31 - biz@example.com
IBE 24 NERA

BHRERHEE - 24 B

TEFRAZE—E NUREEEEE | ZENETEE  SEsREnEA MUREBEE] B, TEEE 00 ZETFLRER. S22

£ .
SE o

BARMET 8040 EIIREEID 1122 HEHEIHE.

EEEEEE, BET [THIR] . ZEHESEEE MHE] .

HIRENTERE

[3EfriR] [m] johnn@lE0sclutions.com Re: 180 Advertising

[EEfriR] [8988] dmeswzzain@hotmail.com —%*- YES, Earn a Doctors income wi...
[3EiHR] [ﬁ] support@ebay.com Win Free Stuff

[3EHTiR [ﬁ] spammer@corp.net Take Some Viagra, its Cheap

[3EHTiR [@] jlefémbl2. com Enlarge another body part

[El3 iy [ﬁ] sally@getitup.com Nigerian Prince wants your PIN number
[EEtriR] (B3] edd@aled.net Mortgage rates that are just O

[EEfriR] [#998] aber@ls.i.ua 95% off of our Yahts

[El3aity| [m] save@real-profesions.com Become a surgeon in only two weeks

[E[2aay| [m] openit@dareyou.com Open this attachment: crack.exe

[EEfTR] [(8388] cuz@find-family.com Your long lost half cousin

[EEf7iR] [8988] tic-tacPhalatosis.com Does your breath stink? Mine did

E[ZATY| [ﬁ] smash-mouth@onthesun.com Hey now, your an all-star, go pla

[3EHTiR [ﬁ] wow@cards-for-all.com Playing cards of Canada's Most Wanted
[3ELiiR] [@] mr.tingles@petstylist.com Pajamas for your Poocdle

[HEtriR] [B3R] infolpaypal.com Paypal lost your info. Please submit again
[El3 iy [ﬁ] strawberry@jaml2.net Platinum Membership to the Jam Club

[EFtrR] [(#98R] sir@mixalot.com I like big butts and I can neot lie

[El3aity| [m] hard-drive@yourpc.com 2 Message From Your Computer: I need updates
[EFtriR] [#88] warning@alertsEC.com *lalert. Read this. Click on buttons or BOOM
[EEf7iR] [8988] 31331@haxor.i.ua 133t H@xOr eZ xPllts

[3ERzR] [ﬁ] ez@speller.com Learn to read words like a Pro

[3EHTiR [ﬁ] biggy@fat-guru.com Secret strategies of staying unemployed and fat
[3EHTiR [ﬁ] opportunity@yesyoucan.com Crop dusting jobs for Arab Americans

TETEE UREHFHERE | SERTNEEERESBIEEALEEN
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Anti-Spam

Junk Box

Inbound Outbound

(7}

Simple Search Mode

Items in the Junk Box will be deleted after 30 days.

Query Parameters

Search for: i Subject
Surround sentence fragments with quote marks ™ ™ for example; ook for me”
Boolean operators (AND OR NOT) are supported.

[+]on —showal— [-]

| Settings | | Advanced View |

Messages Found

Displaying 1 - 10 of 15 (0.015 secs)

10 Rows IZ| EI:‘

‘ To ‘ Threat ‘ (@ ‘ Subject ‘ From
manju@caspian.com  Spam MLEIUINE manju@kites.com
manju@caspian.com  Spam MLEILIMNE manju@kites.com
manju@caspian.com  Likely Phishing MLFLIKELYFRAUD manju@kites.com
manju@caspian.com  Likely Phishing MLFLIKELYFRAUD manju@kites.com
manju@caspian.com  Likely Spam MLFLIKELYSPAM manju@kites.com
manju@caspian.com  Likely Spam MLFLIKELYSPAM manju@kites.com
manju@caspian.com  Likely Spam MLFLIKELYSPAM manju@kites.com
manju@caspian.com  Spam MLEILIMNE manju@kites.com
manju@caspian.com  Spam MLFESPAM manju@kites.com
manju@caspian.com  Spam MLESPAM manju@kites.com

| | | | | 10 Rows IZ| I:I:‘

@®

Page 1of 2

=
09/02/2015 11:14PM
09/02/2015 11:14PM
09/02/2015 11:13PM
09/02/2015 11:13PM
09/02/2015 11:13PM
09/02/2015 11:13PM
09/02/2015 11:13PM
09/02/2015 11:13PM
09/02/2015 11:12PM

09/02/2015 11:12PM
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Outbound Email ®

Notice.
This feature is currently disabled; please contact your sales representative to upgrade your application.

SonicWALL's Email Security solutions offer complete outbound protection, including regulatory and corporate policy &
compliance, outbound virus & threat protection, encryption, archiving and customizable, personalized aggressiveness
settings. For more information, please contact SonicWALL or your SonicWALL reseller.
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Simple Search Mode @

Items in the Junk Box will be deleted after 30 days.

Query Parameters

Search for: in Subject EI"” ---Show all--- IZI

Surround sentence fragments with quote marks ™ * for example; ook for me”
Boolean operators (AMD OR NOT) are supported.

| Settings | | Advanced View

R EHR S i A E L
KRR BFEAES 195 (T) N - AIEEFAARFRER T (AND ~ OR ~ NOT) -
T NMIThRERAE B R Y H A EE T SR -

e EF (Fk

* KR

e Hiyit

o ME—E{FID
FEHBA T RIhRER - BEHEE =AY H ] -

o —HNEE--- (THRL

e SR
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Simple Search Mode @

Items in the Junk Box will be deleted after 30 days.

Query Parameters

Search for: in Subject EI"” ---Show all--- IZI

Surround sentence fragments with quote marks ™ * for example; ook for me”
Boolean operators (AMD OR NOT) are supported.

| Settings | | Advanced View |

® | =E - WFFEERE > FHE— TAIREFETEVEE nn REEMER DUEUREAEIREME: > 41
R FERCE H -

2 NERRRR - B SRR e SR -

Inbound Outbound é

Advanced Search Mode @

Items in the Junk Box will be deleted after 30 days.

Query Parameters

To:

From:
Separate multiple email addresses or domain names with a comma.
Boolean operators (OR. NOT) are supported.

Subject:

Surround sentence fragments with quote marks ™ ™ for example; ook for me”
Boolean operators (AND OR NOT) are supported.

Unigue Message ID:

Separate multiple entries with a comma

Start Date:

Dates should be in MM/DDAYYY or MM/DDAYYY hhimm format. Hour value should be between 0-23.
End Date:

Dates should be in MM/DDAYYY or MM/DDAYYY hhimm format. Hour value should be between 0-23.
Threats
i)
Spam Virus Phishing
Likely Spam Likely Virus Likely Phishing

Likely Spoof

setiogs
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Messages Found @

Displaying 1 - 10 of 15 (0.000 secs)

| Delete | | Unjunk | | Send Copy To | 10 Rows IZ| |:|:| Page 1of 2

| e |o | Subject | kom | Receved |
manju@caspian.com  5pam MELNK manju@tes.com  09/02/2015 11:14PM
manju@caspian.com  Spam MLEJUMNE manju@kites.com 09/02/2015 11:14PM
manju@caspian.com  Likely Phishing MLFLIKELYFRAUD manju@kites.com 09/02/2015 11:13PM
manju@caspian.com  Likely Phishing MLFLIKEL YFRAUD manju@kites.com 09/02/2015 11:13PM
manju@caspian.com  Likely Spam MLFLIKELYSPAM manju@kites.com 09/02/2015 11:13PM
manju@caspian.com  Likely Spam MLFLIKELYSPAM manju@kites.com 09/02/2015 11:13PM
manju@caspian.com  Likely Spam MLFLIKELYSPAM manju@kites.com 09/02/2015 11:13PM
manju@caspian.com  Spam MLEJUMNE manju@kites.com 09/02/2015 11:13PM
manju@caspian.com  Spam MLESPAM manju@kites.com 09/02/2015 11:12 PM
manju@caspian.com  Spam MLESPAM manju@kites.com 09/02/2015 11:12 PM

| Delete | | Unjunk | | Send Copy To | 10 Rows IZ| |:|:| Page 1of 2

2 BEEEUEHERE AU -
@ | $/R * TR I - 55 LEREE P LIUTIE - FraHU SEEA -

3 HITEIPRTAS
o WIFRKAMIER "R EEEEE | THIFTEEEE o S5 — T MERZ -
@ | HsE © ERPRERHE 30 Ki EBIIHPE -

AF LB ER AR R0 PR 2 FdEtEsR s 5E T8 - ARMERECT - Him R e 8n — Rk
A - AUERMIERAN - BRI AL E

Anti-Spam

Junk Box

Items in the Junk Box will be deleted after 30 days.

Success.
A A total of 2 messages were selected.
2 successfully deleted.

o WIFEBER T HIREEFE ) PAVRTEEFIR AR B o SR NI RNLIRE L
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Send Copy To ®

Notice.
Total junk emails identified: 10

Send To

Send a copy to original recipient
This will send a copy of the selected messages to the indicated recipient.

Recipient email address:

(Example: user @example.com)

s
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Anti-Spam

User View Setup

General Settings

User View Setup

Checked items will appear in the navigation toolbar for users:

Address Books
{people, companies, lists)
Allow audit view to Helpdesk users
User download settings

Allow users to download SonicWALL Junk Button for Outlook

Allow users to download SonicWALL Anti-Spam Desktop for
Qutlook and Outlook Express
Allow users to download SonicWALL Secure Mail Outlook plugin

Q ined junk mail preview settings

Users can preview their own guarantined junk mail

Allow the following types of users to preview guarantined junk mail for the entire organization:
Administrators

Apply Changes | | Revert |

FE
o BUEMEHEWREIE
o WERIFRRE

R TE 5 B la &

®| BIaE ¢ (EFERYENT LAY L RURATEE S -

ELETEEEIIIBHTLER -

1 {EERERSERE T ﬁﬂ%%@@ﬂ%% EEEM T EAIPER A Cr@ERE (N8 ~ AENE
B) o HEEESRIZHUTI - THEIEI N EAHUL S -
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3 TE(ERIE TEECE S5y > WIFE /oaF Outlook {F FFE T ERIRE 8] - 2B R E S TEEAR
Outlook fY SonicWall B ER (A ZEUTHE » THEC S N CAZEULEEIE -

4 Y135 705 Outlook F1 Outlook Express {6 & s S H -5 1f - 4)3%E fosE & N EEE AT Outlook
1 Outlook Express 1 SonicWall SZ3 S B4 B HUTHR © THECIE T EAZHUILEEE -

5 H0FE1EF Outlook [H & T Secure Mail FH4: » 4J35E R FHE T &L SonicWall Secure Mail Outlook
TR o THEE I N AL 5 -

6 [EFRRRAIRE TR SR B0 oy o WSR2 AE TR S AR DLIR D - S5 B e B ] THEE &
EHIRERENLREM L HUTIE © TR N AU B -
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8 SERFTAMENEER - 4 NERSFELM -

(UEEENERR SN

TR o] LR A A e e 18R B R PR -

BERF EER AT T I R TR (TP SR -
1 f—T&ER -

SonicWall SonicOS 6.5 %2435 249
SE (E B TR E



30
R IE 2> B SCE T AU E 85 B

® | Bsr © AIERESE: > EERSF R A SuperMassive 9800 -

FERALRE: > Eafsk H i E o A DUR AVERIEEOE T RETEE L M T BSOS, o BUEEAE T
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Anti-Spam

Address Books

Allowed Blocked

Administration - Corporate

Use this page to allow or block people, companies, or mailing lists from sending you email. The final list shown is a compilation of allowed and
blocked senders from your organization's lists and lists provided by default.

Search

[0 J et |

People Companies Lists IPs

Lagd ] [ | [mport | [eport ]
‘m _ A

| sonicwall.com Companies

Ladd | [ | [1mport | [ export |

FE
o BANEEE
o RHHAHEFHEI IR SUEE
o (EAETA BB SABEMPREH
o [EAMENRIHE
o EHEASRIHE
o HEEAITNEHUER
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E2p gk

®| Byt © FTA (8 ks B EhEf s BB S RrE S A S BSOS Ay A - HHsEEH AR -

EEE":'
HE
EEE":'
HE

EEHHE S ARIRBIA R ~ TR P LIk A AR (X8 T E# - 0] DR s sk i AR SR0E B -
A E SR 2] Excel AR RECITAE -

RHE BTl s R BB ET R
TE R B B #1504
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Administration - Corporate

[n

Use this page to allow or block people, companies, or mailing lists from sending you email. The final list shown is a compilation of allowed and
blocked senders from your organization's lists and lists provided by default.

Search

People Companies Lists IPs

Ladd | [ | [mport | [ Eport |
‘ i Address Type Address Source

| sonicwall.com Companies

[ads | [ | [mport | [ eport |
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Add Items — Allowed List

Notice.
Specify your additions.
Add Term

Select list type:

People IZI

Enter the email addresses separated by a carriage
return.

(Example: friend @server.com, important@filtered.org)
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Import AddressBook

The file must use a <TAB> delimiter between data and use <CR> to separate entries. Data should be given in below format.
Email Address/Domain<TAB=D/L/E/I(Domain/List/Email/ TP Address)<TAB=A/B(Allowed/Blocked)<TAB=Address List«<CR>

e.g.
Ermailld< TAB>E<TAB=>A<TAB>email @company.com, email2@company.com<CR=
Domain<TAB>L<TAB=>B< TAB=listl @company.com,list2@company.com<CR=

Address book File T

3 f RS o KBTI R R ER SR
4 EEET REIIEER o HAER S
<TAB>D/L/E/I<TAB>A/B<TAB> [/ 1}-,Z Bi<CR>

Hrp
D/L/E/\ - 415/ %5 B8 &R ED 4/ \P fir ik
A/B - FLET/EH
b B - daigRH (R sRiehE )

FIEEF-E bl ~ 483k ~ 1P AL EEATER (DA ASERT5% 06 )

B4 -
<TAB>E<TAB>A<TAB>emaill@company.com,email2@company.com<CR>
<TAB>L<TAB>B<TAB>listl@company.com, list2@company.com<CR>

5 % THIEE
6 f&—NEA -

tH E ENERTH B

f&E] LA IE H B ] Excel SR RECITAE -

BRI FH 047
1 fEAHfERRR - TR - KB A ST IR EFR S EE -
2 EBEREELL N Hop gl
e [#iF] Microsoft Excel ¥TBf (FES%)
o [EFIEZE
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Search

People Companies Lists IPs
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Anti-Spam

Users

Message Management for the entire organization can be changed on the Junk Box Settings page. Go to User View Setup to configure access to
junk blocking settings.
Users

‘fou can use this page to:

® Sign in as any user,
* Add non-LDAP Users.

Refresh Users & Groups

User View Setup

It iz recommended that the administrator add all employees to the list of users who can log in. Corporate mailing list addresses and
aliases (such as info@example.com) should also be added to ensure that junk mail sent to those aliases can be filtered. There is no harm
if extra addresses that do not receive email appear here as a result of too broad an LDAP guery.

Enable authentication for non ldap users.

Find all users in column

User Name IZI equal to (fast) IZI

Show LDAP entries Show non-LDAP entries

[sgninos teer | [aga] [ ] | L | [omport |

UserName 4 Primary Email Message Management ~ User Rights  Source
Administrator administrator @caspian.com Default User |dapserver 1 LDAP

Dell_Group dull_group@caspian.com Default User Idapserver 1 LDAP
arpl grpl@caspian.com Default User |dapserver 1 LDAP
arp2 grp2i@caspian.com Default User Idapserver 1 LDAP
guru guru@caspian.com Default User |dapserver 1 LDAP
gurudl gurul1@caspian.com Default User Idapserver 1 LDAP
marju manju@caspian.com Default User |dapserver 1 LDAP
ouadmin ouadmin@caspian.com Default User Idapserver 1 LDAP

gqaes qaes@caspian. com Default User |dapserver 1 LDAP
sidhu sidhu@caspian.com Default User Idapserver 1 LDAP

1-10 of 22 Display 105 w0
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Users

‘fou can use this page to:

® Sign in as any user,
* Add non-LDAP Users.

Refresh Users & Groups

2 PRSI R B IR HEs o

B ¥IFE LDAP (i A& B Baad

AR IE LDAP (i 585G

FUFFEE LDAP (& E BB AT
1 82 RAREE > ERFE RN ERERESEN T
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User View Setup

It iz recommended that the administrator add all employees to the list of users who can log in. Corporate mailing list addresses and

aliases (such as info@example.com) should also be added to ensure that junk mail sent to those aliases can be filtered. There is no harm
if extra addresses that do not receive email appear here as a result of too broad an LDAP guery.

Enable authentication for non ldap users.

2 LJERIHHTE Idap (ERBEAVBESIXHUTI © HEURES

.
TN IZIE:H«/%\ ©

This will update Mon Idap user settings. Do you want to continue?

3 % MHEE -

R (e &

ERERE TS ARNATAEME - EDUEEEE Hpi R EFIEME > PROT
SRR AR ¢ R e Y A R

o EEAIE (Ffksd)  2REEERANERSENE

o fRE—EfEEFERE  2REXREMNE

AR A B A

Wr DA BATAFERE - {2 LDAP [FHESEIE LDAP [FHH -

BIETRTHIE I E I BT
U IR RHRE > BB R E R PR A -

Find all users in column

Primary Email IZI containing (slow) IZI guru
Show LDAP entries Show non-LDAP entries

2 EERLUTEAERA

* (£ LDAP - 2 R/ LDAP IR B IZHUTHE © & S0 LDAPEFIET - S THR(E -
 {2JF LDAP - ZJBERERIE LDAP IH B AZHUT R + & Z4R1E 4 JE LDAPREFI &N - SR THR{E

LDAP F1f LDAP - [RIIF 2V S S R {EIXHUT R + & A8 BAA SRR B - SR THxE

EEE R A ER R E A

AT DURE (8 B R VBB S E (A ikas T I E I & -
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Using Source

cLoBAL [~]

Find all users in column

User Name IZI equal to (fast) IZI

["] shaw LDAP entries Show non-LDAP entries

2 (eERERIR MLIRER T o SRR R R A (s B
o &M (FHEx) - ifAlfkasiads i A

* LDAP {alffzgs #41H - AR EHTHE— (&= (E LDAP fElfikss » HIFIHIFTA Elkas 47 -

3 fE— TRTIE

EIRERE

] DLk i (E fR e P — (I (E -

BT BAT -
1 B2 RAUREW > B S P ERAER SRR E AT -

Using Source

cLoBAL [~]

Find all users in column

User Name || equal to (fast) -]
[ show LoaP entries (] show non-LDAP entries
2 EEBRMTHETEERE NSRBI o o B AR
a {EE—E NIRRT - BHE
o [HAELW
o FEETHEMF
b ##HEEE & N HIThRE R AR AR =
o FR (BR) (7%
o BHEEFIT (h%F)
s HE (1)
c TRz AEHEER -
3 T - BRABREE RGO ERENE T E 0 B H TR RS R —AIERE -

Search for "guru” resufted in 2 item(s) found. To show the entire list again, empty the Search field and click the
Go button.

& Search Results

BB (LS Z R HILBRATT -
1 =R R R A LR E B R
2 T
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o FE: 2 RMHEMETENIE EEHERR
o EBA ZRMEAEEALHESR

FYEE « ERIGR AT A REY R S A RZEE S - AFEE R AR
(4 info@example.com) tJERZHIY > DAMECR thAGEE R (RIHL LA 24 AR IR ED (- RRESiR
PR F A A AL - (55 LDAP B KR @ A FE -

RHE P& T BT 2 E =R

BT E R E E] £ 82 LDAP [Ffkas
15— MERER ARG - R e R -

®

Primary Address:

Password:
Confirm password:
({Authentication is set to OFF for non Idap users)

Using Source: GLOBAL IZI

Aliases (optional):

Separate aliases with & <CR >, Example:
alias 1@example.com
alias2@example.com

FE EB AL r T A E A £ AL -

WER(EFHE Fy LDAP [ (RS AIERE (6F F M 1L - iy A o ls -

TR AR MULHRER B E P S E kS -

Sy ot AE R A s AR (R P R4 o B AR TTSR (<CR>) [RPHEEEE -
{7 — R LASE i = T

HEHEEBAERER

HREFIEA (T E A EN BT -
1 3 FERER LA - WAL R -

The file must use a < TAB> delimiter between the primary address and the alias, and use <CR> to separate entries. If the user does not existin
LDAP, you must include an entry listing the primary address as the initial alias address in addition to any additional alias addresses, e.g.

a A W N

primary emaill@company.com<TAB>primary emaill@company.com<CR>
primary emaill@company.com<TAB>alizsl@company.com<CR>
primary emaill@company . com<TAB>zliasZficompany . com{CR>

If the user already exists in LDAP, the entries will be:

primary emaill@company . com<{TAB>zliaslficompany . comdCR>
primary emaili@company.com<TAB>aliasZ@company.com<CR>

Import Mode: append @ overwrite ©

Using Source: GLOBAL IZI

Users File: No file selected.
pr—
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o WD - JSUEFIEHT A SR ST A HA SRR -
o TR - JGHUAIE AR A -
HESE R AR FIA S -
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« LDAP (I Z AT
i FORBEERHE < AT R LI -

IR FEAER - RO IR > BIE L E AR B4 2 [ AR <TAB> 72 FRTTat -
Az g ASERTSE <CR> I METrTtiapbaE H -

primary emaill@company.com<TAB>primary emaill@company.com<CR>
g -
primary emaill@company.com<TAB>primary email@company.com<CR>
primary emaill@company.com<TAB>aliasl@company.com<CR>
primary emaill@company.com<TAB>alias2@company.com<CR>
WIS LDAP s EfFAERL A - THE R
primary email2@company.com<TAB>aliasl@company.com<CR>

primary email2@company.com<TAB>alias2@company.com<CR>

75— 1TR -
T TEA -

LMERZSIEA

EATUEAEHHIREEEHETEL2RE | soik | RUIREGHIRETE -

(EBIEITEBANIEBYT -
1 S EAREE > (R EEREE -
2 PRI IS A S BT - DUSERE S BA BB IR -
3 FOMEFZ S B AR - BB T I B0 B T8 2 & R IR S > B
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Anti-Spam

LDAP Configuration

To manage non-LDAP users, use the Manage Users page.

Available LDAP Servers

Here iz a list of the LDAP servers that have been configured:

[t | []

Friendly Name “ | Server Name:Port Type Login Method
|dapserver1 10.5.56,15:389 Active Directory account

[pcdsener | [ ]

Global Configurations
Server Configuration
LDAP Query Panel

Add LDAP Mappings

Account
Information Configure
caspian'administrator .. ®

@ |©] |©] @

@ | W ¢ 2 TR/ UGB TS - FTRD R E -

EE
A/ LDAP fdlflzds
* HrH LDAP fdlffzes
o IXJE LDAP #fj
* JHThE LDAP EfJE
o EELI LDAP BE
* i LDAP fa]flRasaE

* fiHFR LDAP falflzds
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=] FH LDAP falflgzs

Available LDAP Servers

Here iz a list of the LDAP servers that have been configured:

][]

Friendly Name “ | Server Name:Port Type

|dapserver1 10.5.56,15:389 Active Directory

(] ]

Login Method

account

Account
Information

Configure
caspian'administrator .. @®

FEEER 5 BEURAE R K - S ERYFTA LDAP falflRas EaH -

o BheCHyTE - BUR(EIRESHY S EC AR o 15— N LA i BN AR E¥ERE - LDAP E AN IHT Y

LDAP BfffEii 73 -

o fAIANESSATE « EBHR - BURFEIIRESNY 1P (LaERIERBHE -
o HERY - HE{ERESHEAY - 5401 Active Directory B¢ OpenLDAP -

o BATE
o REE-HBIn
o BT - HUfL GREAIMEREDT -

#ri% LDAP falfiizas

SCIEHT LDAP (i 23 DARFH #1355 25 {lal (50 FH e ORI B 2 -

O | BEE + ERAEMHESARE IR E#FER - SRS A HY Active Directory 5 LDAP {d]
A asBaag i o 2 JH IEREER SR > LDAP 5% H [ 48 i (0] fea' 8 A IR G F Ay s

HGED
HEE -

WRERZRAHRAEIER T > e EELE T - E A S AR HE ALk

IEWEHES LDAP 5% E 75 ZHIA R fa] iR 83a% E [ ~ LDAP EZHEIMRAIHTHE LDAP HIFEHIK -
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#1 LDAP (REEHTSE BT -
1 {£EIF LDAP RS  f T RS bl - B S RE

Server Configuration @
Settings
Show Enhanced LDAP Mappings fields:
Auto-fil LDAP Query fields when saving configuration:
LDAP server configuration:
Friendly name: Idapserver2

(.-'-\Iphanumeri.c: ailows hypHen and dof, but no spaces.: max 200
characters. Examples: 192,168.4. 100, any.given-hostname.com)

Primary Server name or IP address:

{(alphanumeric: allows dot, hyphen and underscore, Eut No SPaces; max
200 characters. Examples: 192, 168.4.100, any.given-hostname.com)

Port number: 389

(The default port number is 389)
LDAP server type: Active Directory IZI
LDAP page size: .I{}O | @
Requires 55L:
Allow LDAP referrals: @

{Unchecked is faster)

Authentication Method
The LDAP login method is via:
@ Anonymous bind

8] Login

Login name:

Password:

2 5 EIEREES Sy - BUTREUN 3858 LDAP I | BRALEZHUGBE - BUHILEEER - R (ke
ALK 7E LDAP {EIfRE3S%E M0 3 BT AL (s -

Port number: 380
(The default port number is 389)
Secondary Server name or IP address:

{Alphanumeric: allows dot, hyphen and underscore, but no spaces; max
200 characters. Examples: 192.168.4.100, any.given-hostname.com)

Port number:

(The default port number is 389)

LDAP server type: Active Directory IZI

3 IR E S A LDAP EIHEAMR AL - SRR 2 S ERCERT B B A LDAP B EAMRIZHUTH -
FHEEHEIL T EAX AU -
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4 1t LDAP falflRgsas i Hi 7 H » SEHT LDAP falfil sia e

®

PN ¢ EEE AR E ErEs AR AT 1P fiztik °] DUZEF 200 {EF7T - HrPEREE T (<) A A8 () -
EAEEZEAFIT - fil

192.168.4.100

host-name123.com

Syae iy RE-Fi A LDAP (EIRes Y S aCHy 24 - el /s 1dapservern » Hrt n Bk
FEEIR232FEE 1P Azt - LDAP (alfik g3y 44 sk IP (irhk -
EIHRYRST - LDAP (s iVl BHRARTE - TR HRRARTTE 389 -
REfE IR THEL P ikl - LDAP REfE]R a5y A4 2 IP fiLhl: -
O | Mk : (28 SIBEERE AT "% LDAP 91 AL 1S - KERIEEAR P
AL A BSR ARSI A BN BaL -
EHIRARST - XU LDAP {Eli S5V EPHRARTE - THECEPHRRTTE 389 -
LDAP feJffik 23 3EAY - 7 N AIDhRE R IR
e Active Directory
e Lotus Domino
e Exchange 5.5
e Sun ONE iPlanet
LDAP E{ A/ - # A TEAE LDAP (FIf23_ E a3 A E A - TE3% % 100 -
7% LDAP fElflkzs (EUfE Active Directory) A AIfEE EEANR AR HA/NIEE - QIR

"LDAP HH A/ ) stERBHRAREA/N » Rl LDAP fERERA1 FTRE & I AE FIRE - —fRIER T
EARERE - AURE—FEFE - FE5E SonicWall FlTs7E -

FREE SSL - 417E(E LDAP falfiRss e SSL > sFEEFRILIXHUTER - PRSIl TR CJBE I8 -

FFF LDAP B UIIRIEA % &5 LDAP falflkes - Hrh & Efikas rIRE B &R EIEER - HIEEE LS
TH - BUH LDAP B/ 1% - —5 LDAP falffizas o] AZIRED /3 B AG 72 e HAA S 2 &Y
LDAP {a]fliz 5 Iﬂ:éﬁfﬁaﬁ%u FEEH BB ES AR#A - B aE AF KA REIER
1% - FERF 20 RPECE RIRFE] © THERN MR GIZEIEEOE -

® | Wik - MFIIREE BRIEHEVEAZE - SFEEFHLUT GRAFTIEI T e RITEEE -
e {£—% LDAP {alfiiss -
* WEIFE % LDAP fdlflkas B ATA (Eikas 3 A E —&ER -

® | &7+ ZRIHTEREAENRARESHEMERNERESA - T EEREMER
HEIE ©

5 fEBRRETTANSY - BOE M HERY LDAP BATTE

EARE (T - ¥755 LDAP (el B b0 R 8 P 2 B (T 8 PR R L PR 2
B - SRR A

(D| PN ¢ SRR o MRS HET AR 2R 8

BA - NIRERBEEEIRI - FHBRILEEA o fRie (L E S35 7] LDAP 40|
[ERERE -
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6 ANSRIESE -
o ERRE BRI -
o BA - BEWLET-

7 {EEBAGHBIET -

BALRRE I T & 7 HL LDAP ERHY/SRE - f57H LDAP (ElfiRas S ALA A — 8 A4 fmigat -
A A A AR I8t -
@ | R+ WHEH A FRAGER - 555% - T RABRBMISTIIRSRE T -

8 ANFENIEHIMIE T o S T LDAP BA [@ Tesomiogn | HEdl - BUTHBRESELNE. ¢

Primary LDAP Server
Successfully logged in to LDAP server.
{ ldapserver2 — 10.5.56.15:389 1

9 1% MREFEE - 5Epk LDAP ([R5 HYHTHY - SR LDAP EREIIRAIHTHY LDAP SR -
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X E LDAP &

PN ¢ ASRAERE oy i T R RCE R BB T LDAP E | B o LDAP EHEMF B EE
ATEREAE -

LDAP Query Panel @

These fields will be automatically filed in with default values after the basic server configuration steps are completed - if the “Auto-fill LDAP
Query fields” checkbox is checked.

Query Information for LDAP Users:

Directory node to begin search: ._9‘;.
Elp (&( | (objectClass=group)(objectClass=persc @
User login name attribute: sAMAccountName ._9‘;.
Email alias attribute: "9‘:'
proxyAddresses,legacyExchangeDN

Use SMTP addresses only

Save Changes | | Auto-fill User Fields 0 Test User Query

Query Information for LDAP Groups:

Directory node to begin search: IZQ‘ZI
Filter: (objectClass=group) @
Group name attribute: cn IZQ‘ZI
Group members attribute: member .39‘_.
User membership attribute: memberOf IZQ‘ZI

Save Changes | | Auto-fill Group Fields 0 Test Group Query

TEFEE L) SN REFTFIEATHERIT -

@O | #rn ¢ WFTERS G E Y LDAP faiik H §5 DL IR i (K17 LDAP 4548 f S fE @ 1A n] o 55
RELUTN 4k T R B F2 = Softerra LDAP Browser 2.5 :
http://www.ldapbrowser.com/download/index.php
£ Windows PC H —F?ﬁlﬂ:ﬁﬁ BUTIARES - WIFETEE S A A - 5515 2 49EE RRY(E
FH & A L 1

1 1f LDAP EZHEHIR T - 7 %2 LDAP (EHZHEREN 7 -

O | $B5% © MERERREE S i T AR B B A T LDAP 253, R 0 Tk T B
B FIERL [ automuserras | 1261 FELHRAE -

2 JUFRCEFIRTERRY TEEAH ) DURE > SS{EIEEIAN B SRENREMA (I T - fEE5E RN LDAP HERERTE > B
A& E &bt H #k P A B & NAVERE (LDAP (NHYH $%) - ILERTCENIHES LDAP BRAHAIE =4

ZEEEEE -
LDAP H & BB AR AH i H SrAEHIR H 8% - 15 —BERET EAVE R R4 - B8 H R E R ti=
¥ Hr e

o WABEER:
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DC (#gEITi) OU (ZHAREAL)
DN (&7 ) o (&%)

o (EIEH HEIREFHEATEI—E5r (f4 sales. companyxyz . com H1J companyxyz) ©
WIFFFEE LDAP FH5 EHVERE - RIFEEH LUESR D BRAYE B - WIFRE & 2= 2 [EERE - AIIE
eSS RS Z [H AL (&) 5T »

Bl > 405 companyxyz N5 E BISHY T HATHE Fy computer27.sales. companyxyz.com »
I LDAP FE{SAIBESZ
DC=computer27,DC=sales, DC=companyxyz, DC=com

(D| N | MBAEESTEH R AIAEED] - 35— T el H sREnRsi i 5 RSt e R

DUEEAEY LDAP BB (i F B A E B BRIPR A1 - AL LDAP EFEE(R(T:

VSR SR R385 6 P E A B A B U5 0% - B R BRSO (i - Rr IR A
FERIRIEL B 1 - LDAP EE A BREIE EHE T EFIRE (AENRMAMER) - FEEEE
[EFF IR AT IR E R -

ERERAIIL B & SEAEp

(& (| (objectClass=group) (objectClass=person) (objectClass=publicFolder))
(mail=*))

FfiH LDAP i BE R {FARAEAREFAEAEFE TN - BREIRIT AT —EHEINE ERE 7 & - [/ BG
By 5 T2 (&) - LDAP EfEE(RIFSEARAEBRNE - EFRONILETEER R AR B = (& 1A
BRI (O RURH AR EAERESN T ) AY#ERE TAND ;- HMER T EFEFOR OR HYBLR (1) IR
NOT HYJgREE55 (1) -

(D| R ¢ WFREE S H SEAAES] - 55— ARG ST AV R SRE R
FEREFE B AL BRI T H5 2 (0 & RS ABIREI SR EIE - SR I ARRE M

sAMAccountName @ 5 S TEE o FLEMEERZ 3 FH Y Microsoft Windows K i H R -

® | BEE © ILHi{ir 75 2 2 ERB R i H B [F TAF - A15REH sAMAccountName » Rl
JR [T 1 AR e R (L AR P B B AT PR (i h S & -

@ | $/R - ATHEE S8 H SRR - 555 MERERARTRB I (O RSRE ™

T BB S A 1) B A A 1. - 15 s L e P B BT R (A S BBV BE T 0 (ki - B0 1D ~ 8
ah B LA B A T -

TEEFANE » EUEREA 2 EE FEIR e E — (AR ETE RS - 4
JohnS@example.com fll John.Smith@example.com AJFEENE John Smith US55 A E
EAER L o SZBIREN Y S 58 07 TR oA S A A — (R R T & 2k EH HA (B 8 F-E R
HEEIRTA B E A AHBCREAE -

EARL e — A FR I M2 proxyAddresses o FT HLAth g M JH AT SRIRGH - B4 -
e proxyAddresses * legacyExchangeDN
e proxyAddresses » EmployeelID ~ PhoneNumber
@ | #&/~ ¢ 7£ Microsoft Windows ¥R - —({[E& % proxyAddresses 7 e 4 1 -
WFBEEE S H SRR E D] - 55— T B EMG AR B MR (55 0 R SRE
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6 Sk AT E RS EER o 5 LDAP R BN ERERT S TNRER SN
7 EEFEEATARE T LDAP SR B EMER S TR -
8 47 LDAP BFAERTESEL ST -
@ | #% : MR IERRE S5 his R T E LA T LDAP 3 | ML 0 TIiE T A
BRI (Ao mooproe 14150 7 gt -
o ANFREEF T LA ) THAE o SATEIEEAAR H SERBEIIAE - F5E SRR LDAP HSIRTE - Bis

(] — I8 602t H #5 T Fr A RRHEHAVENRS (LDAP NRYHER) - B R H LDAP BRIV S E S
HINEE - BILECENE L& - F2E P2 -

10 ANFRHE RS IR A A 30 (5 P FIED ARG BERY U502 - S5 LAREAERY LDAP EiSe ik al i A AT Bt
TRt i A LDAP iR - LRI B SR EH00) - MFBILEERVE L& - 55205 PHE3 -

11 fERFAE BBV i o 15 7 Bl R AL TR TR B LA B 1

12 fEERFHAYE RV EE R - /8 LOAP REREEIEH T - A — (RN E S B B HHE ERM
fir. - FERFEHRY B MR i AL &R -

13 FEH:LL LDAP szE - fH{E I AE LDAP HYIE H AENA — (B 1 AR 51 L I 58 P 3 P s Y A =
BIEH - (EEREREERBIEM e T s -

14 540 WA H R E R EHEEEA - #— T LDAP BRI EE NS o M HIREREES
0 Test User Query ﬁ?&ﬂ o

15 GEFEENYJTERE— T LDAP BREMVE NG THIREERE -

i LDAP ¥ffE

A1 F Microsoft Windows F215 » RIFESE{E ¥ LDAP ¥ FEEM -5 NetBIOS 4gis & fE o
®| BEE © NetBIOS 48is 42 f6 /A 15 F% &5 Windows 2000 DARTHY 482 FE -

#74% LDAP HERTEERA T -

1 HEEEI4EsATE -
a BAFAGIRIEHIES -
b HEFIFHE > FrERER > 2SR EE T A > Active Directory 4RI AI(E(TE -
¢ 1F Active Directory SIS E¥T5E 7 PR o = se R Ay A -
d % NEE -
e {H—TEBM - AAREHBE— R F A B g R
f BRI TE -
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2 HEEROIREME > LDAP S IHTHY LDAP BB -

Add LDAP Mappings @

Add Windows NT/NetBIOS Domain Names

In a Microsoft Windows environment, you will need to specify the NetBIOS domain name, sometimes called the pre-Windows 2000
domain name.

Domains: [g‘]

{Comma delimited alphanumeric: allows hyphen and dot, but no spaces;
max 200 characters, Separate multiple domains with @ comma. Examples:
hr, payroll.mycompany.com, net-engr)

Conversion Rules

On some LDAP servers, such as Lotus Domino, some valid email addresses do not appear in LDAP, This panel is intended for use with
LDAP servers that store only the Tocal” or "user” portion of email addresses.

3 % NetBIOS A4+ T i R 4RI, - A2y 200 (5T - FIZSR7 IR 2 (E4ER - o s
7T (1) FOEJHE () -

4 - TRFEE -

5 {EHEEE LDAP falfias ({540 Lotus Domino) ot » —ELA3GH Y T EFHIER G HUTAE LDAP of - Bt
FRIES 738 1 SonicWall B T8 (20 e B MR L L0 88 T B (R Uk Y T 3 - SRt — R AR
BT E AL S EE] LDAP {a]ffRas -

YR
o HIit{T—(Eikes  HEEELE6
o JF FIT—(AlfkES » IEELSERGELTE LDAP ©

6 UIEHEEILArEE - e — PR [enies | feop o g LDAP BHRESFSE 78 -

Using LDAP

Idapserverl IZI
IF  domain is IZI THEN ' also add IZI

Mapping Using LDAP
If domain is "eng”, also add "eng” ldapserver1 Delete

7 (€ MIUDORER T EEERTHIAY LDAP AR Es -
8 fE— T -
9 SAh o AGHEEINE
a  {& IF/THEN [NAIDIREFRAML o - B85
o HEEE - BB LE L R HAUATE © FECLRIAI T - 5 E TR TEAYAR I
o BHK - HITE R8I R4

#f : ORI Z engr. corp. com FEy corp. com » RIEZANIHEFy
anybody@engr.corp.com JEET-E{H:/F{#H1£ L anybody@corp. com

o I - RS (ELE G M B IR B
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] - AMRLGEE corp. com ¥ engr.corp. com » HIJE corp.com R
TEA % LDAP 405 I » engr. corp. com S 2 5

o ERIFTTR - BT IUE REINE § FEIRIA T o FEE EEHRET T
o BRR-RHETEFHAL TR EE] at 7598 (@) ZENHVFTA T IUEHR R Tt

P MREMFITE  BRE - - ALy Jane_Doelcorp.com iy
BT E {822 Jane-Doelcorp.com

o IR - RFEE (B ER - E L Y E A R T E A A

Pl MREMFEITTRE W - - AIEEHESy Jane_Doelcorp. com B,
Jane-Doe@corp.com HY&EE T-E Al A %Y 88 T E (-l

b FRTH e [Adameens  fieop o b i o )y o -
O | BiEE < ARG » i UL MR

HXE 28 LDAP 5% 7€

=3 LDAP 3% i I A LDAP (alflREssE °

RELHEEHIZELT -
1 HEEROUREE > LDAP S 1 SIREE FIMR -

Global Configurations @

These settings apply universally across all LDAP server configurations.

Domain Aliases

End users are required to authenticate using an alias that you describe below. For Active Directory servers the pseudo-domains are the
LDAP configuration friendly names paired with the NetBIOS domain name. It is otherwise the same as the LDAP friendly name. Any
gliases created will be made available in the dropHist on the logon screen.

Pseudo-domains Aliases

ldapserver1

ldapserver2
{Comma delimited alphanumeric: allows hyphen, underscore, and dot, but
no spaces; max 200 characters. Separate multiple aliases with a comma.
Examples: hr, payroll.mycompany.com, net-engr)

Settings

Show a list of domains to end users for authentication
Usermap frequency: 60 [Q‘]

{polling interval in minutes)

pr——

2 FEMEEAI AT o B A (E S e E s R — (E RS 514 - FE E ke % mTH A 200 (&5
7T » FIESRRE S R4 o AEFHERET T ()~ R () EFEEZEATTT
B S (o P 2 0 R 8 FH BB B 55 2 Y B A4 HE 1T B 73 Bt » 40X Active Directory {a]fiik e - g2 22

NetBIOS HEI 4 TBACESEY LDAP iyt - AIRAERRE /) thsef 1 BRI - AL R #l nl e
BARHHEH MULIRER T 5 s -

SonicWall SonicOS 6.5 Z4 3 1€

270
HE LDAP (1528



3 B PR E B AR EEMEAG S - SHERER I EERaREENERTRE
R DUETTE 0 BRRE - THERIEL T B ILEE -

4 TEEFIE BRI 5 S (P S BB R R o s e
BEECEE I 1408 BRI BRH B BB B - RZEAEILT » S INIEERGE A &) LDAP (a]ffkas LHY
HE - MURERHMEE - & 24 /NEF (1440 7388 ) JERL—R(EH &5 B2 il DL HY - IEkE ]
LIV LDAP falfleshy S -
(D| Bt @ (EFEHEI R A G B HEAENEA > NEE RS LDAP H kARG

5 % TREFEE -

=i e P 22T
e LDAP {alflkasax e
4iE LDAP {a] e et i 7 22 Sl i (ke H [E e -
#E LDAP (RS2 RRAT T -
1 fEv]H LDAP [EfiRas A BT > f— NRERIEDR - SLEE IR R DLt am s -
o fEIERESEIE - BT LDAP (Ffikas
* LDAP EHHMHEIMR - 25 57E LDAP #i5H

& LDAP HIFE - 2RI LDAP HfiE

k% LDAP {a]f s

15 LDAP felfiZz5i T2 5840 T -
1 BN EMPRAI(EIRES - % — MHEREDR - FEURE SIS

This will disable all end-user access to personal Junk Boxes and seftings. Organization-wide
filtering and personal Junk Box Summaries will continue to work. Are you sure you want to
proceed?

2 {5 THEE - FARENF > LDAP 3% H i [H EFE RIEU R — ARG RS, -
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® | Bisr © SOAERESH: > T # R )  SuperMassive 9800 -

TS > TE SR TR H i L - AT BURS SonicWall Ay i R D PR Bf gl f it — T8l
LR R L

Anti-Spam

Downloads

To enhance your spam-blocking experience with a component on your desktop, select one of the following to download and install:

» Provides "Junk”™ and "Unjunk™ buttons so you can quickly teach Email Security what you want and don't want
Anti-Spam Desktop for Outlook (32-bit) and Outlook Express (trial version) on Windows (32-bit}

Anti-Spam Desktop for Outlook (32-bit) and Outlook Express (trial version) on Windows (64-bit}
Anti-Spam Desktop for Outlook (64-bit) and Outlook Express (trial version) on Windows (64-bit}

« Provides a "Junk”™ button so you can quicdy teach Email Security what you don't want
Junk Button for Outlook {32-bit})

Junk Button for Outlook {64-bit}

Bt — TS > (RA] DURHE e #i T B IRAY S

o THORWPR, RO T IRHIRENE ) HE4 - 5 Email Security BRI I « F A HEH)
- FELUTHAS S — (i

e FHH# Windows (32 {iz7C) Outlook (32 fizJT) F Outlook Express (EAFHRK ) HY Anti-Spam

Desktop

e FH Windows (32 {izJT;) Outlook (64 fiz7C) #1 Outlook Express (ZRFIRR ) HY Anti-Spam
Desktop

e FHH#® Windows (64 {iz7C) Outlook (64 fizJT) F Outlook Express (EAFHRK ) HY Anti-Spam
Desktop

o T HIHRESE  $EEH o (E Email Security ZHUEBFARTHIFE K o LT RRAS R — (i ¢
* FHX Outlook (32 firyT) HY "HISKEM: | sl
* FHi* Outlook (64 firyT) HY " HrIKEM: | Hlt
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FE
@ | HF&E : DPI-SSL /& — T 3 H A F HERV I AE > Tl 2 (L ¥ 0% HTTPS it & s H A AL 72 SSL /Y IPv4 A
IPV6 it = HI{EH] -
e IhRE
o WEHE
e [T DPI-SSL
o FHESEE ISR HFE

ThRE

EE
o SEHITIRE
o xR

SCERHITIRE

TP G B AL ] (DPI-SSL) #7817 SonicWall A4 B A0 (BRI oty - ] FFMECHIINZE Y HTTPS
FUEAHAMELRS SSLHYRE - SSLURBAEBEHAE (8D - WHEE% - MRREFEMEEZ SR
T R ERTET T > AR AR HAYHE

DPI-SSL $efft [ aHSMNNZe 2538 - AR AIZE ISRV RIRIIEE > W ina sy HTTPS MIEL ALY SSL
HYfi & - DPI-SSL 7%

o HiXJEZEM (TLS) SIRMGIE 1.2 KE(RARA - 7£ DPI-SSL Hi% o #1715 Kol B (el ik ds =~ fEI Y
SSL g r/ M H B RE T > S2F% TLS 1.2 #HERIFHIE - SonicOS [FIBEEAEH M IS #% TLS 1.2 -

* SHA-256 - FTHE % =AY (E e BEE I ] SHA-256 R s BUA M T# = -

o SEFRMIALRE (PFS) - BRFC5E SRR RES B B K HAth B = 5 Y B iS  B AE B Y S B TR
SIEIEPEE IR - It - FRIEA FimekEikes iR ats - RAIHA S8 -

DPI-SSL 357 #3758 SSL i iEy i e U B H - (IREERIEUEUH T DPI-SSL > FEFIRZ=ARNAN HTTP
R EEFRERERZER HTTPS (FHIYAE -

Tk

LU 22 iR MIZhAE A] {4 DPI-SSL
o [ENH
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o ARfRE
o NZFEHEE
o JEAREIKE

ISPk

DPI-SSL B Wi {E £ ZE A B % 6 -
e FHFIm DPI-SSL : A E 4L E AT LAN YA FlinfrEl WAN YN ZSERGE HTTPS & o aliRiE—
R 2T SRR RN T ] DPI-SSL By HER: -
o fEIAREZ DPI-SSL : A E M WAN [z S E U A 25 E Y LAN SR A SRR 2 HTTPS Jii i ©

REEE

DPI-SSL SZ R ARER BN - (REHENE TP RVATA M P I 8158 25 8 & a E Ry B 8 ) 2B (A s - (EAEHE
LY P Ui B0 B 23 A QER (el e o 2 FEIHYBE B - AN SRAEIEIE i B AR (R sy — B 70 - S F b I
& > LT ZS IR P DPI-SSLIhRE » EUfERMEITErR - Hoh[E—(allkas 1P & ] 4t 2 Eais(E A -

sk - SRR O E e S T BB as A/ [ SSLARER > m] S (EIAREEHY SSL R EE o $HFY
I A (R e AT TR Y R P 85 - IHR B (B B R GE T Es 1P > RECF I EsiERAmEIENE -
AR E B L R TR KA BB Az Es - DPI-SSL H AT B & Ik IR AIERIE » mTE ALY 1P AYPEERTREL -
BN{EEELRY 1P BYFRERREERRRA > R R I THRRR T0F -

E =] DPI-SSL
o)

B : | NetExtender SSL VPN [ #H 8 2= ELHA IP /Y DPISSL HERSEER o FHHA NetExtender 7t &4% PPP
4L > [RIIL{F SSL VPN IR &N g KA BRINAER -

— R + DPI-SSL R 5 EHE (R B ML S B 7T R e A 224 - 38 T RS AT R @ & iy 22
S5k + (AL DPI-SSL N ERRIIP 2 T EET -

DPI-SSL {7y —{nfit DPI BREEPEFRAVAE (THER ) 48ICEH (BRE) - AT Y 2058 - Bhk
EFTEEEMIEE - d6/CU)H#ATE DPI pa B h HEFRELE &4 OPI g v Z fEjHY P9 EIH H - DPI-SSL 38 AT
IR —fR R B (BRI TERE R AR ) PEFRsE S 4 -

B2 > Samis Mg S TR PRI & - B et 2 Els - PIREM ] sEEstEtiE AR
AN A P A o BB RIE U e e 2 B BRI P imte RS A Ak EsJ8EE - fEmTER
SRFI F BRI o ANFR AR R E RS - DPI-SSL B {EM THERR AT S B HERR L & 1T B o7 Bise -

Wi Fa g th HTTPS ZH2 15 73 EEHY RS I K ¥ https BE S HY IR - BIIFEZEHTHY SonicOS AvAS » A ACH]
REEL B e BN B TR PERR S B - B IS B B0 P U P AR U S (El i 25 B R 1 3% 2E DPI-SSL &R
I » &7y HTTPS EHE5C Y H T RE 7R SEHRRR AL S TP Y 5 Shuh & ISR AL A4 (0 HI & B8 B8 - SonicOS JKFaC %
REHIPEPRAN(E A Y B Al 8ing - DU 2 (S (EIH Al EPEPRA E -

bR T HEER/ B2 E &S > DPI-SSL 28 A Ry S iokidl 2 [F] s fe it st PR AT 22 o R A - Bl > A &
SR A BREE I RE - IRE GBI (S EAVHT CA JEEEERAN (BRAE (RSB0 8 & = il R T 2R B &
Efkas BrE FEAE 22Nz o LSRRI A e i Bane I A b JEPR U 45k
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