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SONICWALL' | Global VPN Client

The installer will guide you through the steps required to install Global WYPN Client on your computer,

WARMIMG: This computer program iz pratected by copyright law and intermational treaties.
Unauthorized duplication or distribution of thiz program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted ta the masimum extent pazsible under the law.

3 [TRAIZDYYHOLTVPNISATURDAVA—ILEHRITLET, T4 REH]
R=—UMNRFRENFET,

SONICWALL' | Global VPN Client

Pleaze take a moment to read the license agreement now. | pou accept the terms below, click. 'l
Agree", then "Mext". Otherwize click "Cancel".

SonicWall End User Product Agreement -

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THIS PRODUCT. BY
DOVWNLOADING, INSTALLING OR USING THIS PRODUCT, YOU ACCEPT AND AGREE TO
THE TERMS AND CONDITIONS OF THIS AGREEMENT. FOR DELIVERIES QUTSIDE THE
UNITED STATES OF AMERICA, PLEASE GO TO

HTTP S:WVWW. SONICWALL.COM/LEGAL/EUPA.ASPX TO VIEW THE APPLICABLE
VERSION OF THIS AGREEMENT FOR YOUR REGION. IF YOU DO NOT AGREE TO THE
TERMS AND CONDITIONS OF THIS AGREEMENT OR THE APPLICABLE VERSION OF
THIS AGREEMENT FOR YOUR REGION, DO NOT DOVVNLOAD, INSTALL OR USE THIS
PRODUCT.

& | Do Mot Agree | dree

Cancel | < Back | Mest » I
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SONICWALL' | Global VPN Client

The installer will install Global WPM Client to the fallowing folder.

Taoinstall in this folder, click "Mest". Ta install to a different folder, enter it below or click "Browse".

Folder:

C:AProgram FileshS onic all\Global WPM Clienth Browse... |
Disk Cost... |

Install Global VPM Client for yourself, or for armyone who uses this computer:

& Everyone

© Just me

Cancel

6 AMDAVAL—ILEZEESHERIE. 881 20y ILFET,
a HFZRERLFET,
b ToK] ZZIRLZET,
7 BEICELT, F4RIEEI RE2VE2I Vv ILT, BREGTARIVBREEZHERLES,
1 o o o R )

The list below includes the drives you can install Global YPN Client ta, along with each drive's
available and required disk space.

Yolume | Dizk Size | Awailable | Require
(=103 4ERGE 337GE 43k

8 [SonicWall S A—/SL VPN S5 472 P EREDI—FRAMN. FLETRTOI—FRAIZIY

AR=ILETI OFT, [TRTO2I—H| FE ZOI—FDH] OLThhEERL
F9.

9 [RAI ZERLET, $hE. VAN —ILDERBESFZEEZRTAR—IUDNRTEN
i—g—o

SonicWall J B—/S)LVPN 954 72 b 410 EEBH A K
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REN, AVAM—ILOETRENTENET,

SONICWALL' | Global VPN Client

Global WPM Client iz being installed.

Please wait...

11 SonicWall S B —/NJILVPN 95 AT DI 7AIILNRAVE 2 —RIZA VR —ILENDETH
5FFT, AVAM—INETLES., FO—NILVWPNISATFURIELLAVARF—ILE
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Windows D * EWRBEEDTF AR I T 4 # T, defaultref 77 1 ILEERRTEE T,

7 Default - XEIE
IR REE) T EFEN ALTH)

]

K2xm| version="1.0" standa|one="ves" %>
<SW.Client _Policy wversion="9.1">
<Connect jons>

<Cornect ion name="gateway . mycompany . com” version=" 00000000000000000000000000000000000000007>

<Flaz=>

J=eDHCP> 0< AseDHCP >
{TrafficRestrictions>2</Traff icRestrict ions>
<Match3ecurity>0</Mat chSecuritv>
<SetbsDef aultRout e 0< /St AsDef aul tRout e
MiFiSecEnt orced>0</MWiF i SecEnforced>
A |owCache> 1< 8] | owCache>
Encrvpt Cacher 1< /Encrvpt Cache
<{Cacheiauth>1</CacheXauth>
<hut oCornect >0</Aut eConnect >
<Forcelsakme>1</Farcesakmp>
{ReFnab | elnlake> 1</ /ReErab | eDrlake>
{ReconnectOnError1</ReconnectOnErrory
<{Executelogondcript >0</ ExecutelogonScript>
<RurCommandOrConnect »0< /RunCommandlnCornect »
RurCommand />

</Flazs>

<Pescription />

Peer>
<Hosthame>gat eway . mycompany . com</Host Name>
<UselefaultGlasPeer IP>0< UzeDef aultGilAsPeer [P>
<EnableleadPearDetect ion>1</Enab | eDeadPeerDetect ion>
ForceMdTTraversal »0</ForceMiTTraversal >

»

m

default.rcf 7 7 € ILIZ{ERAT 54245 DA

default.ref TEARLAEN 2 =2 5. TIAILMIZHRESNET (CN(E, FyO—/NILVWPNISAT

VEFATHROVN IRV a VEFHREITHAIRERALBETYT) E2IDTIAILE

[default] D & 5 ITHEIMT EDAKF TRENATVET,

<SW_Client_Policy version ="9.0”>

REL.

<Connections> — default.rcf 727 A JLAAD AR YL a3V EETT, ART a3 VEIIN—F LD

HRIEH Y FH A,

<Connectionname= AR YL 3V &>- I O—/N)ILVPN D ZA T b4V RIICRRS

nda+9>3v%T9,

<Description> 57877+ X f</Description>— 2 O—/N)JLVPN Y S5 AT b D4 KT
VPNRY S—ICR I REELELEFICRRINS, Fa1x9230TAT7/4LD
SBATY, <Description>47 I ET HHRAXIIZKA 1023 XFETTT,

<Flags>

<AutoConnect>[Off=0]/On=1</AutoConnect>— 7 04 5 LBREICZ DO *

D avERMELET,

<Forcelsakmp>0ff=0/[On=1]</Forcelsakmp>— A% > a3 > BMIZ L =&,
FYNT—=O S T4 v I EFLEIICKERTSI—2avZMELE
T, EPHIZLIGE, BRERY N T—IOADLT T4y IDEEL -

[ICIKERTSIT— 3V #BBLET.
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<ReEnableOnWake>[Off=0]/On=1</ReEnableOnWake> - I E 1 — 42N 1) —
TREONANR—2 3 VU RENSRIFTHEETMICVPN IR 3 Y
nNEMIZKEY EFT,

<ReconnectOnError>0ff=0/[On=1]</ReconnectOnError> - T 5 —HF LR (3 R
2 a3voBEMELEBBMICRITLETED,
<ExecuteLogonScript>[Disable=0]/Enable=1</ExecuteLogonScript>— 0% 4 > X
o) T rERFENICESLET,

</Flags>

<Peer>— VPN AR 73 VDR EDT— LIz A4%EFELETT, 1 DD VPN IR
a3V TS5DETCHEDT — bz A& HR—rLET,

<HostName>IP 7 K L X/ R X 1 > #<[HostName> — SonicWall 7*— k™ = 1 D
P7RLABZLLLIE FASURTT,

<EnableDeadPeerDetection>0ff=0/0On=1</EnableDeadPeerDetection> — %I & D
BEFLZRESEET. CORENFTULES. HEOEEZRET
BN—FE—F FSIT 4V IEAMTHEHIC, KERXRTLT— 30
BICAR2 A — D A SonicWall FEICEEFESNET,
@ BRNAT FS/A—HL - LT3 DOEEZESE KOy THIUERY R khid Y
FY,
o BEI-NAT FSN—HLDA U THEINAT I THINERHELET,
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{& 51l @ default.rcf 7 7 4 JLAT TBE) ZHEET 5 I(ZIE. ForceNATTraversal & & U
DisableNATTraversal & 0 [ZERET HH. CNoD AT HE—HIRSBEVNKIIZLET,

<ForceNATTraversal>[Off=0]/On=1</ForceNATTraversal> — NAPT = NAT % & A %t
FELEOMICHEETANE SN ST, NAT F SA—HILEFHICL
F9, BFE. NTEENTFLEDORBICHFEET SHZBEIMICHRE L T, IKE
XA IT—a3U5ETHIZIPSec /N7y E D UDP h T ILEDHE L % B
wLES,

<DisableNATTraversal>[Off=0]/On=1</DisableNATTraversal> — [ [Z NAT T /\ A
ADGLMEETH. NAT  SN—HLZEMICLET . BE. NATERED
HFEEDEICHEET HIHZEEMICHREL T, KERXRTPI—LaVETH
[Z1PSec /87y kD UDP h T ZILEDEEERBL T,

<NextHop>IP 7 K L X</NextHop>- C DRI a>vDRDKEy T IP 7K
L XRTY,
@ | EE: <NextHop> DEREIE. ROKYTNTIHILET— b0z A LRLZBE
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<Timeout>[3]<Timeout> — /X7 MEEDF A LTIV W TERLET,
<Ti meout > D&/MEIE 1 7. ZKIEF 107 TY,

<Retries>[3]<Retries>— ARV a3 U NtIficsnhfzEHFEINBHETD/N
vy bDBEEMTT, <Retries>DE/MEIF 1. ZKIEF 10 TY,

<UseDefaultGWAsPeerlP>[Off=0]/On=1</UseDefaultGWAsPeerIP> — PC DT 7 #
W T—=bD A IP7RFLANHEEREDIPTFLRELTHEASAS &
SHEELZFEY,
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<WaitForSourcelP>0ff=0/[On=1]</WaitForSourcelP>—- O —AJL Y —ZADIP 7
FLADNFATEAEEITNTY FDEEESNESEIBEELET,
<DPDlInterval>[[3]-30]</DPDInterval> — X FIREDBEEEL TWVEWI & EFE
THETOFEME (MEAM #EELET. 1V 2—NILEBEROHFRE
&, 3%, 57, 107, 157, 20%>, 25%), 30F0 T,

<DPDAttempts>[3-[5]]</DPDAttempts> — Xt F{E# & D ZIE DR ITIZAIE LK
LR BRMEIAHMEL TWEWI EZ2EETHILERTELET ., HEE
&, 3@, 4[@, 5ETY,

<DPDAIlwaysSend>[Off=0]/0On=1</DPDAlwaysSend> - Xt EN S ZEL =% v k
T—0 b3 749 PICEDNTDOPD NNy FEZFEIET DSV B—NL
VNI SATYMZERLET,

<[Peer>— CDAXR Y AVICHTEIREDT— LT A DT, <Peer> 24
BETO2TEBYBRLET, FaARIV P aVICEERS DETRHEDY —F D
1EH/RETEFET,

</Connection

S-BREI7AILADE IR I VBREDKRTEZEKRLET,

</Connections> — Default.rcf 7 7 A LADTARTOIAR I a VEREDERTZEZEKRL ET,

</SW_Client_Policy>

default.rcf 2 7 1 ILDY T )L

LLTF X default.ref 7 7 1)

LOBITE, COTF7AIIZIE. 2DDVPN IR avnEEFRTHE

9, Corporate Firewall & & U Overseas Office, Corporate Firewall A9 3 > (ZIE, VPN EHDZE(L
DE=BIZ2 OORMEDT—F DT ARENHYET,

COYUTILIT7ANEAUTHFAF IF 4 ZICEEIE—TZHEAICIE. HITOED

YICHIHEREREZ

YARTHIRL THoRETIBLESHY FI ., BIEFIC. COT7MLE

FO—ILVPN D SATU M FTUS—=2 30240 R— b TEBIMREIL TS,

<?xml version="1.0" standalone="yes"?>

<SW_Client_Policy version="9.0">

<Connections>

<Connection name="Corporate Firewall">

<Description> CNIEBERIT I 7 AT+ —ILTY, EHFEOMBEIZT DL TIL.
1-800-fix-today IZE ML & < FZE LY, </Description>

<Flags>

<AutoConnect>0</AutoConnect>
<Forcelsakmp>1</Forcelsakmp>
<ReEnableOnWake>0</ReEnableOnWake>
<ReconnectOnError>1</ReconnectOnError>

<ExecuteLogonScript>0</ExecuteLogonScript>

</Flags>

<Peer>
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<HostName>CorporateFW</HostName>
<EnableDeadPeerDetection>1</EnableDeadPeerDetection>
<ForceNATTraversal>0</ForceNATTraversal>
<DisableNATTraversal>0</DisableNATTraversal>
<NextHop>0.0.0.0</NextHop>
<Timeout>3</Timeout>
<Retries>3</Retries>
<UseDefaultGWAsPeer|P>0</UseDefaultGWAsPeer|P>
<InterfaceSelection>0</InterfaceSelection>
<WaitForSourcelP>0</WaitForSourcelP>
<DPDInterval>3</DPDInterval>
<DPDAttempts>3</DPDAttempts>
<DPDAlwaysSend>0</DPDAlwaysSend>

</Peer>

<Peer>
<HostName>1.2.3.4</HostName>
<EnableDeadPeerDetection>1</EnableDeadPeerDetection>
<ForceNATTraversal>0</ForceNATTraversal>
<DisableNATTraversal>0</DisableNATTraversal>
<NextHop>0.0.0.0</NextHop>
<Timeout>3</Timeout>
<Retries>3</Retries>
<UseDefaultGWAsPeer|P>0</UseDefaultGWAsPeer|P>
<InterfaceSelection>0</InterfaceSelection>
<WaitForSourcelP>0</WaitForSourcelP>
<DPDInterval>3</DPDInterval>
<DPDAttempts>3</DPDAttempts>
<DPDAlwaysSend>0</DPDAlwaysSend>

</Peer>

</Connection>
<Connection name="0verseas Gateway">

<Description>C NI BIMRITEFICHE R T 2 7 74 72+ —JL T, </Description>

<Flags>
<AutoConnect>0</AutoConnect>
<Forcelsakmp>1</Forcelsakmp>
<ReEnableOnWake>0</ReEnableOnWake>

<ReconnectOnError>1</ReconnectOnError>
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<ExecutelLogonScript>0</ExecuteLogonScript>

</Flags>

<Peer>
<HostName>&lt;Default Gateway&gt;</HostName>
<EnableDeadPeerDetection>1</EnableDeadPeerDetection>
<ForceNATTraversal>0</ForceNATTraversal>
<DisableNATTraversal>0</DisableNATTraversal>
<NextHop>0.0.0.0</NextHop>
<Timeout>3</Timeout>
<Retries>3</Retries>
<UseDefaultGWAsPeer|P>1</UseDefaultGWAsPeer|P>
<InterfaceSelection>0</InterfaceSelection>
<WaitForSourcelP>0</WaitForSourcelP>
<DPDInterval>3</DPDInterval>
<DPDAttempts>3</DPDAttempts>
<DPDAlwaysSend>0</DPDAlwaysSend>

</Peer>

</Connection>
</Connections>

</SW_Client_Policy>
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defaultrcf 27 AILD STV a—T 425

&R

fRRE

default.rcf 7 7 A JUICHRIEREGIEE £ XA HKRY
NEET SH5E. defaultrdf 7 7 1 ILDERE(FS
A—/N)LVWPN I SAT7 U MIRBRENAT, a9
2arJaIdrALNg a—nNILVWN IS ATy
242 RDIC—RFTENFFA, ROLVTH
PDIZ— AyvE—UBRREREINET,
o [Failed to parse configuration <7 7 41 /L>]
EWD AyE—IUD TE—/NILVWPN TS
A7 bOOY Ea—TFIZREESNFET,
o MERSIIEBEIZANEAVR—F
TEFERBATLIZ, COT77A4ILIEHE
LTWETI EWS AyvE—Uh, 77
AINEAVR—FLEI ELIZEEIZRK
RENFET,

T7AIIZASCH XFUNDXFELEEN TG
WZ EEHERLET, defaultref 7 7 1 JLTHERLE
M7= Connections.rcf 7 7 1 JLIZ. \ T« L I 1)
BLUIS—BERE S NI defaultref 77 1)L
MSHEIBRL TLIEELY,

default.rcf 7 7 1 LD TERAWMY ER] OEMEZE
BOZENTEEEA

default.rcf 7 7 4 JL THERL & 1L 1= Connections.rcf
T7ANLIENTALIM)BEEV IFHRARMY F
Al OBRMI EIBRESATIS—BESATE
default.rcf 7 7 £ LS BIBRL TLE &Y,

EEATE. XFREHS <Default Gat eway>
[CRDIS—AyvtE—UNRTEINFET, H
B &4/ <Default Gateway> DIP 7 K L AADZE
BICEBRLEL

XTI R % <Def aul t  Gat eway> D435 12 5%
E 93 BFEIZ. <UseDefaultGWAsPeerlP> DA 5 % 1
IHRELET, defaultref 77 A LIk o TR
S 1= Connections.ref 7 7 A J)LIE. \Ta4L U k
UM oHEIBRLET,
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8—/N)LVPN IS ATk CLDER

o SO—/NJLVPN IS AT b CLUIZDINT (63 R—D)
e AXUKRSAL AT 32 (63R—)

o ALK SADH (64 R—)

J8a—/N)LVPN D SATF2 bk CLUIZDONNT

SonicWall ' B—/NLVPN 2S5 A7V hE, CL(ARVYRESAV AV A—TJ1—R)DoEFTTHIEMN
TEFET, CDAVEA—Dz—REFEZIE, TA—NILVWNISATUORNT T r—L a2 EHER
ELGEKTEH, JO—NILVWPNISAT7U FOBEDKEEE. OV S LFERIFRV) T R—XT
EITEET, JO—NNILVPNISATURCUIZEY, BEDTTUy—avERIFaxrooa
CHRERBT DEEICLTREG N VORIV EBEMICHILT SRV T b2y Ty TT5HI L
CLUaAYYRTIE, FA—=/NILVWNISATU LTI r— a3 VDREBRNREZDRIZ, 12— 4
PNRRAT—FBEDEED I ST OEHDRBREIEET D ENRHENET,

A A—YDRRAT—F 2RI VT FCEERARALOR, X2 )T+ LEDVRY EGVE
T ROUTMIZFTIERATENE, THE XL T A ZFRMIT IRV —FEHROU LN
TEFET, ARV aVORBRBRIICRIV T ELERTOTSLDT v 2 R—K TIRAT—
REROTHLEREVIVTTHESIICLTLESL,

ARVESA FToay
UTFOA T ava@EALT, ARV RSAUhBIB—/NLVPNISATU DI ESERT Y
DAVERITTEEY,

o QRO FE -BFEDIRIIIAVERMELET,

e ID“IXISIOE -FEDAXRIVAVEEMELLET,

e /Q-TRAYSLERTLET, TATILNBESNTORWMEEICIEERSINET,

o A[TZFZAAE -TATSLERHL, IXNTODAYvE—UFIBELEAST 77 A4ILIZEEERL
FF, O IT7AIILEHRELLEWGEIZEK., TI4ILE T 7 A4ILAD gucauto.log NMER SN E
T, BRCT AT SLNRBEBINTULEBEICIK., COFTLavFERIAET,

e /U“Username” - XAUTH TEAT 21—V R ZEZHBELET. COF T avid, [ELEBIZHER
LET,

e /P “Password” - XAUTH TERT A/ AT —RE#HBELET, cOF T avik, [EELEBLICFER
LEI,
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=1

EOVE b B 11

<path>\swgvpnclient - 7 7 ) r—3 3 D DRFTPEEHETVET, 7T UTr—2 3 UABRICET
SNTLBBEIE. DA RIVRIFERINEE A,

<path>\swgvpnclient /E <connection name> /U <username> and /P <password> - 7 J ) r—, 3 >
DETPREZF T, BEDIRY L 3 VEFHICL. <usernanme> & <password> & 1—
YRIICFEALET ., 2 —FBONRNRT—FEHEELLGWNEE., YA—/NILVWNISA4T7 2k
FREBOFTICHELGEREROEIFAT7RTERTLET,

<path>\swgvpnclient /A <path\filename> - 7 7' ') 7 —3 3 U D ETOREZ /TN, OF T 7ML
T E2EARNEOBEHOTEHEDIZLET, 727 MILBEEELRVIGEA,
<gvcauto.log> DT I AN ERATAY TJ7AINMERESNET, FO—/NILVPN VS AT
DR EYIVOBEEATERETIEEIE. TN EF T avEFRALT. 7T
T—=2a ERBTEHELUVICHD I 7AILBEREELET, NAZEELLGZWEE., COT7
ANETB—NILVPN S AT 7TV =23 oNRBEITHADERLCT ALY MUITHE
mEhEzT,
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C

A Ea—7 Avt—

ZDEI a2 TIE, SonicWall S A —/NJLVPN VS A7 b®OY Ay+E—J (DN TERBAL &
T, JO—NILVWPNISAT7o DAY Ea—TFIZRTENDIT—, 8. BEG D& AvE—D
. UTORIZKLET,

s IT—Jdyt—U(65R=D)
o EMAVE—D (14R—D)

o ELEAYE—T (78 R—D)

I53— Ayvt—v

4l rAy—
ERROR "Invalid DOI in notify message,"
(5]
ERROR : called with invalid parameters.
(x35-]
ERROR A phase 2 IV has already been created.
(5]
ERROR An error occurred.
(5]
ERROR Attributes were specified but not offered.
(5]
ERROR Authentication algorithm is not supported.
(5]
ERROR CA certificate not found in list.
(5]
ERROR Calculated policy configuration attributes length does not match length of attributes set into
[T5—] policy configuration payload.
ERROR Calculated XAuth attributes length does not match length of attributes set into XAuth payload.
(5]
ERROR Can not change the Diffie-Hellman group for PFS.
(5]
ERROR Can not process packet that does not have at least one payload.
(5]
ERROR Can not process unsupported mode config type.
(5]
ERROR Can not process unsupported XAuth type.
(5]
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ERROR Can not set IPSEC proposals into empty SA list.
(5]

ERROR Cannot do quick mode: no SA's to negotiate.
(5]

ERROR Certificate error.
(5]

ERROR Certificate ID not specified.
(5]

ERROR Deallocation of event publisher context failed.
(5]

ERROR Diffie-Hellman group generator length has not been set.
(5]

ERROR Diffie-Hellman group prime length has not been set.
(5]

ERROR DSS signature processing failed - signature is not valid.
(5]

ERROR Encryption algorithm is not supported.
(5]

ERROR ESP transform algorithm is not supported.
(5]

ERROR Failed to add a new AH entry to the phase 2 SA list.
(5]

ERROR Failed to add a new ESP entry to the phase 2 SA list.
(5]

ERROR Failed to add IPSEC encapsulation mode into the payload.
(5]

ERROR Failed to add IPSEC group description into the payload.
(5]

ERROR Failed to add IPSEC HMAC algorithm into the payload.
(5]

ERROR Failed to add IPSEC life duration into the payload.
(5]

ERROR Failed to add IPSEC life type into the payload.
(5]

ERROR Failed to add OAKLEY authentication algorithm into the payload.
(5]

ERROR Failed to add OAKLEY encryption algorithm into the payload.
(5]

ERROR Failed to add OAKLEY generator G1 into the payload.
(5]

ERROR Failed to add OAKLEY group description into the payload.
(5]

ERROR Failed to add OAKLEY group type into the payload.
(5]

ERROR Failed to add OAKLEY hash algorithm into the payload.
(5]
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ERROR Failed to add OAKLEY life duration into the payload.
(5]

ERROR Failed to add OAKLEY life type into the payload.
(5]

ERROR Failed to add OAKLEY prime P into the payload.
(5]

ERROR Failed to add policy configuration INI format into the payload.
(5]

ERROR Failed to add policy configuration version into the payload.
(5]

ERROR Failed to add XAuth password " into the payload.
(5]

ERROR Failed to add XAuth status into the payload.
(5]

ERROR Failed to add XAuth type into the payload.
(5]

ERROR Failed to add XAuth username " into the payload.
(5]

ERROR Failed to allocate bytes.
(5]

ERROR Failed to allocate memory.
(5]

ERROR Failed to begin phase 1 exchange.
(5]

ERROR Failed to begin quick mode exchange.
(5]

ERROR Failed to build a DSS object.
(5]

ERROR Failed to build dead peer detection packet.
(5]

ERROR Failed to build dead peer detection reply message.
(5]

ERROR Failed to build dead peer detection request message.
(5]

ERROR Failed to build phase 1 delete message.
(5]

ERROR Failed to calculate DES mode from ESP transfer.
(5]

ERROR Failed to calculate policy configuration attributes length.
(5]

ERROR Failed to calculate XAuth attributes length.
(5]

ERROR Failed to compute IV for connection entry.
(5]

ERROR Failed to construct certificate payload.
(5]
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ERROR Failed to construct certificate request payload.
(5]

ERROR Failed to construct certificate.
(5]

ERROR Failed to construct destination proxy ID payload.
(5]

ERROR Failed to construct DSS signature.
(5]

ERROR Failed to construct hash payload.
(5]

ERROR Failed to construct IPSEC nonce payload.
(5]

ERROR Failed to construct IPSEC SA payload.
(5]

ERROR Failed to construct ISAKMP blank hash payload.
(5]

ERROR Failed to construct ISAKMP delete hash payload.
(5]

ERROR Failed to construct ISAKMP DPD notify payload.
(5]

ERROR Failed to construct ISAKMP ID payload.
(5]

ERROR Failed to construct ISAKMP info hash payload.
(5]

ERROR Failed to construct ISAKMP key exchange payload.
(5]

ERROR Failed to construct ISAKMP nonce payload.
(5]

ERROR Failed to construct ISAKMP notify payload.
(5]

ERROR Failed to construct ISAKMP packet header.
(5]

ERROR Failed to construct ISAKMP phase 1 delete payload.
(5]

ERROR Failed to construct ISAKMP SA payload.
(5]

ERROR Failed to construct ISAKMP vendor ID payload (ID =).
(5]

ERROR Failed to construct mode config hash payload.
(5]

ERROR Failed to construct NAT discovery payload.
(5]

ERROR Failed to construct PFS key exchange payload.
(5]

ERROR Failed to construct policy provisioning payload.
(5]

SonicWall J B—/S)LVPN 954 72 b 410 EEBH A K

Ay Ea—7 Avte—2

68



i il rAy—

ERROR Failed to construct quick mode hash payload.
(5]

ERROR Failed to construct quick mode packet.
(5]

ERROR Failed to construct responder lifetime payload.
(5]

ERROR Failed to construct RSA signature.
(5]

ERROR Failed to construct signature payload.
(5]

ERROR Failed to construct source proxy ID payload.
(5]

ERROR Failed to construct XAuth payload.
(5]

ERROR Failed to convert the peer name to an IP address.
(5]

ERROR Failed to create a new connection entry: an entry already exists with ID.
(5]

ERROR Failed to create connection entry with message ID.
(5]

ERROR Failed to decrypt buffer.
(5]

ERROR Failed to decrypt mode config payload.
(5]

ERROR Failed to decrypt notify payload.
(5]

ERROR Failed to decrypt packet.
(5]

ERROR Failed to decrypt quick mode payload.
(5]

ERROR Failed to encrypt mode config payload.
(5]

ERROR Failed to encrypt notify payload.
(5]

ERROR Failed to encrypt packet.
(5]

ERROR Failed to encrypt quick mode payload.
(5]

ERROR Failed to expand packet to size bytes.
(5]

ERROR Failed to find an SA list for PROTO_IPSEC_AH.
(5]

ERROR Failed to find an SA list for PROTO_IPSEC_ESP.
(5]

ERROR Failed to find an SA list given the protocol.
(5]
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ERROR Failed to find certificate with ID.
(5]

ERROR Failed to find connection entry for message ID.
(5]

ERROR Failed to find exit interface to reach.
(5]

ERROR Failed to find MAC address in the system interfaces table.
(5]

ERROR Failed to find matching SA list.
(5]

ERROR Failed to find message ID and matching cookies in the connection entry list.
(5]

ERROR Failed to find message ID in the connection entry list.
(5]

ERROR Failed to find message ID in the SA list.
(5]

ERROR Failed to find OAKLEY group specified in the SA payload.
(5]

ERROR Failed to find private key for certificate with ID.
(5]

ERROR Failed to find protocol ID in the SA list.
(5]

ERROR Failed to find route to reach.
(5]

ERROR Failed to find sequence number.
(5]

ERROR Failed to find source IP address to reach.
(5]

ERROR Failed to flush the system ARP cache.
(5]

ERROR Failed to generate Diffie-Hellman parameters.
(5]

ERROR Failed to generate quick mode initiator key.
(5]

ERROR Failed to generate quick mode responder key.
(5]

ERROR Failed to generate SKEYID.
(5]

ERROR Failed to get the size of the system interfaces table.
(5]

ERROR Failed to get the size of the system IP address table.
(5]

ERROR Failed to get the system interface table.
(5]

ERROR Failed to get the system IP address table.
(5]
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ERROR Failed to get transforms from SA list.
(5]

ERROR Failed to match initiator cookie.
(5]

ERROR Failed to match responder cookie.
(5]

ERROR Failed to parse certificate data.
(5]

ERROR Failed to parse configuration file.
(x35-]

ERROR Failed to read the size of an incoming ISAKMP packet.
(5]

ERROR Failed to re-allocate bytes.
(5]

ERROR Failed to receive an incoming ISAKMP packet.
(x35-]

ERROR Failed to receive an incoming ISAKMP packet.The length is incorrect.
(5]

ERROR Failed to send an outgoing ISAKMP packet.
(5]

ERROR Failed to set policy configuration attributes into payload.
(5]

ERROR Failed to set proposals into phase 1 SA payload.
(5]

ERROR Failed to set proposals into phase 2 SA payload.
(5]

ERROR Failed to set responder lifetype attributes.
(5]

ERROR Failed to set the ESP attributes from the SA payload into the SA.
(5]

ERROR Failed to set the IPSEC AH attributes into the phase 2 SA.
(x35-]

ERROR Failed to set the IPSEC ESP attributes into the phase 2 SA.
(5]

ERROR Failed to set the OAKLEY attributes into the phase 1 SA.
(5]

ERROR Failed to set vendor ID into packet payload.
(5]

ERROR Failed to set XAuth attributes into payload.
(5]

ERROR Failed to sign hash.
(5]

ERROR Failed to verify certificate signature.
(x35-]

ERROR Failed to verify informational message hash payload.
(5]
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ERROR Failed to verify mode config message hash payload.
(5]

ERROR Hash algorithm is not supported.
(5]

ERROR Hash Payload does not match.
(5]

ERROR Hash size invalid:
(5]

ERROR Header invalid (verified)!
(5]

ERROR Invalid certificate:ASN sequence is not correct.
(5]

ERROR Invalid certificate: payload length is too small.
(5]

ERROR Invalid hash payload.
(5]

ERROR Invalid payload.Possible overrun attack!
(5]

ERROR Invalid SA state:
(5]

ERROR Invalid signature payload.
(5]

ERROR Invalid SPI size.
(5]

ERROR is not a supported Diffie-Hellman group type.
(5]

ERROR is not a supported DOI.
(5]

ERROR is not a supported exchange type.
(5]

ERROR is not a supported ID payload type.
(5]

ERROR is not a supported IPSEC protocol.
(5]

ERROR is not a supported notify message type.
(5]

ERROR is not a supported payload type.
(5]

ERROR is not a supported policy configuration attribute type.
(5]

ERROR is not a supported policy configuration message type.
(5]

ERROR is not a supported proxy ID payload type.
(5]

ERROR is not a supported XAuth attribute type.
(5]
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ERROR is not a valid quick mode state.
(5]

ERROR is not a valid XAuth message type.
(5]

ERROR is not a valid XAuth status.
(5]

ERROR ISAKMP SA delete msg for a different SA!
(5]

ERROR No certificate for CERT authentication.
(x35-]

ERROR No entry in the system IP address table was found with index.
(5]

ERROR No KE payload while PFS configured mess_id.
(5]

ERROR Out of memory.
(x35-]

ERROR Phase 1 authentication algorithm is not supported.
(5]

ERROR Phase 1 encryption algorithm is not supported.
(5]

ERROR Protocol ID has already been added to the SA list.
(5]

ERROR Protocol mismatch: expected PROTO_IPSEC_AH but got.
(5]

ERROR Protocol mismatch: expected PROTO_IPSEC_ESP but got.
(5]

ERROR Publisher deregistration failed.
(5]

ERROR Responder cookie is not zero.
(5]

ERROR RSA signature processing failed - signature is not valid.
(x35-]

ERROR SA hash function has not been set in.
(5]

ERROR Signature Algorithm mismatch is X.509 certificate.
(5]

ERROR Signature verification failed!
(5]

ERROR The certificate is not valid at this time.
(5]

ERROR The current state is not valid for processing mode config payload.
(5]

ERROR The current state is not valid for processing signature payload.
(5]

ERROR The first payload is not a hash payload.
(5]
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ERROR The following error occurred while trying to open the configuration file:
(5]
ERROR The peer is not responding to phase 1 ISAKMP requests.
(5]
ERROR The peer is not responding to phase 1 ISAKMP requests.
(5]
ERROR The state flag indicates that the IPSEC SA payload has not been processed.
(5]
ERROR The system interface table is empty.
(5]
ERROR The system IP address table is empty.
(5]
ERROR Unable to compute hash!
(5]
ERROR Unable to compute shared secret for PFS in phase 2!
(5]
ERROR Unable to read configuration file.
(5]
ERROR User did not enter XAuth next pin.
(5]
ERROR XAuth CHAP requests are not supported at this time.
(5]
ERROR XAuth failed.
(5]
ERROR XAuth has requested a password but one has not yet been specified.
(5]

1Ay 2—

=l Ayt—2

INFO [1&%R] "The connection """" has been disabled."

INFO [1&%R]) A certificate is needed to complete phase 1.

INFO [1&%R]) A phase 2 SA can not be established with until a phase 1 SA is established.
INFO [1&%R]) A pre-shared key is needed to complete phase 1.
INFO [1&%R]) AG failed.SA state unknown.Peer:

INFO [1&%R] An incoming ISAKMP packet from was ignored.
INFO [1&#R) DSS g value:

INFO [1E#R) DSS p value:

INFO [1&%R) DSS q value:

INFO [1FZR]) Event publisher deregistered.

INFO [1&%R] Event publisher registered for.

INFO [1&%R]) Failed to negotiate configuration information with.
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INFO [1&%R]) Found CA certificate in CA certificate list.

INFO [1&%R]) Ignoring unsupported payload.

INFO [1&%R]) Ignoring unsupported vendor ID.

INFO [1&FZR]) ISAKMP phase 1 proposal is not acceptable.

INFO [1&%R] ISAKMP phase 2 proposal is not acceptable. |
INFO [1&%R]) MM failed.Payload processing failed.OAK_MM_KEY_EXCH.Peer..
INFO [1&%R]) MM failed.Payload processing failed:OAK_MM_NO_STATE.Peer'.
INFO [1&%R]) MM failed.Payload processing failed:OAK_MM_SA_SETUP.Peer:
INFO [1F%R]) MM failed.SA state not matching mask process auth.Peer:

INFO [1&%R] MM failed.SA state not matching mask process key.Pee.r.

INFO [1&%R]) MM failed.SA state not matching mask process sa.Peer:

INFO [1&%R]) MM failed.SA state unknown.Peer: |

INFO [1&%R]) NAT Detected:Local host is behind a NAT device.

INFO [1&%R]) NAT Detected:Peer is behind a NAT device.

INFO [1&%R] peer certificate missing key value.

INFO [1&#R) Phase 1 has completed.

INFO [1&%R]) Phase 1 SA lifetime set to.

INFO [1&%R]) Phase 2 negotiation has failed.

INFO [1&%R]) Phase 2 SA lifetime set to.

INFO [1&%R] Phase 2 with has completed. - | -
INFO [1&%R]) Proposal not acceptable: not authentication algorithm s';)'e: .
INFO [1&%R]) Proposal not acceptable: not Diffie-HfaIIman gfoup speC|.f|'ed.
INFO [1F%R]) Proposal not acceptable: not encryptlon. algorlthn.1 'SpECI ied.
INFO [1F%R]) Proposal not acceptable: not hash algorithm ?pe.ufled.

INFO [1&%R] Proposal not acceptable: proposal not found in list.

INFO [1&%R]) QM failed.Load SA failed.Peer:

INFO [1&%R]) Reading configuration file.

INFO [1EF%R]) Ready to negotiate phase 2 with.

INFO [1&%R] Received address notification notify. |

INFO [1&%R] Received attributes not supported notify.

INFO [1&%R]) Received authentication failed notify.

INFO [1&%R]) Received bad syntax notify.

INFO [1&F%R]) Received certificate unavailable notify.

INFO [1&%R] Received dead peer detection acknowledgement.

INFO [1&%R] Received dead peer detection request.

INFO [1&%R]) Received initial contact notify. | |

INFO [1&%R]) Received invalid certificate authenticatlo.n notify.

INFO [1&FZR]) Received invalid certificate encoding notify.
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INFO [1&%R] Received invalid certificate notify. |
INFO [1&%R]) Received invalid certificate request syntax notify.
INFO [1&%R]) Received invalid cookie notify.

INFO [1&FZR]) Received invalid exchange type notify.

INFO [1&%R] Received invalid flags notify.

INFO [1&%R]) Received invalid ID information notify.

INFO [1&%R]) Received invalid key info notify.

INFO [1&%R]) Received invalid major version notify.

INFO [1F%R]) Received invalid message ID notify.

INFO [1&%R] Received invalid minor version notify.

INFO [1&%R]) Received invalid payload notify.

INFO [1&%R]) Received invalid protocol ID notify.

INFO [1&%R]) Received invalid signature notify.

INFO [1&%R]) Received invalid SPI notify.

INFO [1&%R] Received invalid transform ID notify.

INFO [1&%R]) Received malformed payload notify.

INFO [1&%R]) Received no proposal chosen notify.

INFO [1&%R]) Received notify SA lifetime notify.

INFO [1&%R]) Received phase 1 delete message.

INFO [1&%R] Received phase 2 delete message for SPI.

INFO [1&%R]) Received policy provisioning acknowledgement.
INFO [1&%R]) Received policy provisioning OK.

INFO [1F%R]) Received policy provisioning update.

INFO [1F%R]) Received policy provisioning version reply.

INFO [1&%R] Received policy provisioning version request.
INFO [1&%R]) Received responder lifetime notify.

INFO [1&%R]) Received situation not supported not.ify.

INFO [1EF%R]) Received unequal payload length notify.

INFO [1&%R] Received unknown notify.

INFO [1&%R] Received unsupported DOI notify. |

INFO [1&%R]) Received unsupported exchange type notify.
INFO [1&%R]) Received XAuth request.

INFO [1&F%R]) Received XAuth status.

INFO [1&%R] Re-evaluating ID info after INVALID_ID_INFO message.
INFO [1&%R] Releasing IP address for the virtual interface ().
INFO [1&#R) Renewing IP address for the virtual interface ().
INFO [1&%R]) Saving configuration file.

INFO [1&FZR]) Sending dead peer detection acknowledgement.
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INFO [1&%R] Sending dead peer detection request.

INFO [1E#g]  Sending phase 1 delete.

INFO [1&%R]) Sending phase 2 delete for.

INFO [1&FZR]) Sending policy provisioning acknowledgement.

INFO [1&%R) Sending policy provisioning version reply.

INFO [1&%R]) Sending XAuth acknowledgement.

INFO [1E#g]  Sending XAuth reply.

INFO [1&%R]) Signature Verified! |

INFO [15#R]  Sonicwall ' @ —/XJL VPN 5 A 7 > bk version.

INFO [1&%R] SonicWall VPN Client.

INFO [1&%R]) Starting aggressive mode phase 1 exchange.

INFO [1&%R]) Starting authentication negotiation.

INFO [1&%R]) Starting configuration negotiation.

INFO [1&%R]) Starting ISAKMP phase 1 negotiation. |

INFO [1&%R] Starting ISAKMP phase 2 negotiation with.

INFO [1&%R]) Starting main mode phase 1 exchange.

INFO [1&%R]) Starting quick mode phase 2 exchange.

INFO [1&%R]) The configuration for the connection .has been updated.
INFO [1E%R]) The configuration for the connection is up to date. :
INFO [1&%R] The configuration has been updated and must be reloaded.
INFO [1&%R]) The connection has entered an unknown state.

INFO [1&%R]) The connection is idle.

INFO [1E%R]) The hard lifetime has expired for phase 1. |

INFO [1E%R]) The hard lifetime has expired for phase 2 with. :
INFO [1&%R] The IP address for the virtual interface has been released.
INFO [1&#R]  The IP address for the virtual interface has cha?ged to. e
INFO [1&%R]) The ISAKMP port (500) is already in use.Port will be used as the
INFO [1E%R]) The peer is not responding to phase 2 ISAKMP requests to.
INFO [[&#R]  The phase 1 SA has been deleted.

INFO [1&%R] The phase 1 SA has died.

INFO [5#R]  The phase 2 SA has been deleted.

INFO [1&%R]) The phase 2 SA has died.

INFO [1&%R]) The SA lifetime for phase 1 is seconds.

INFO [1&%R] The SA lifetime for phase 2 is seconds.

INFO [1&%R] The soft lifetime has expired for phase 1. |

INFO [1&%R]) The soft lifetime has expired for phase 2 with.

INFO [1&%R]) The system ARP cache has been flushed.

INFO [1&%R]) Unable to encrypt payload!
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INFO [1&%R] User authentication has failed.

INFO [1&%R]) User authentication has succeeded.

INFO [1&%R]) User authentication information is needed to complete the connection.

INFO [1F#R]  XAuth has requested a username but one has not yet been specified.

=3 Ayg—
WARNING A password must be entered.
(B
WARNING AG failed.SA state not matching mask process auth.Peer:
€
WARNING AG failed.SA state not matching mask process key.Peer:
(=&
WARNING AG failed.State OAK_AG_INIT_EXCH is invalid when responder.Peer:
(B
WARNING AG failed.State OAK_AG_NO_STATE is invalid when initiator.Peer:
(&
WARNING Failed to process aggressive mode packet.
(B
WARNING Failed to process final quick mode packet.
(B
WARNING Failed to process informational exchange packet.
€5
WARNING Failed to process main mode packet.
(B
WARNING Failed to process mode configuration packet.
(B
WARNING Failed to process packet payloads.
(Z&
WARNING Failed to process payload.
(B
WARNING Failed to process quick mode packet.
(B
WARNING Ignoring AUTH message when aggressive mode already complete.Peer:
(Z&
nvali in delete message:
WARNING Invalid DOI in del g
(B
nvali elete message.
WARNING | lid IPSEC SA del
€0
nvali elete message.
WARNING Invalid ISAKMP SA del
€5
WARNING is not a supported OAKLEY attribute class.
(B
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WARNING Protocol ID is not supported in SA payloads.
R A
= B
WARNING Received an encrypted packet when not crypto active!
€0
WARNING Received an unencrypted packet when crypto active!
€
= R
WARNING Responder lifetime protocol is not supported.
€
= [
WARNING The password is incorrect.Please re-enter the password.
(=
= [
WARNING The pre-shared key dialog was cancelled by the userThe connection will be disabled.
(&
==
WARNING The select certificate dialog was cancelled by the user.The connection will be disabled.
€
= [
WARNING The username/password dialog was cancelled by the user.The connection will be disabled.
(=&
= [
WARNING Unable to decrypt payload!
(B
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