SONICWALL

Microsoft Sentinel with SonicWall Firewall
Integration Guide

This document describes how SonicWall firewall integrates with Microsoft Sentinel. Combining these two tools
can significantly enhance your security operations.

Understanding the Microsoft Sentinel and SonicWall Firewall:

¢ Microsoft Sentinel is a scalable, cloud-native, security information event management (SIEM) and
security orchestration automated response (SOAR) solution. Microsoft Sentinel solutions provide a
consolidated way to acquire Microsoft Sentinel content like data connectors, workbooks, analytics, and
automations in user’s workspace with a single deployment step.

e SonicWall next-generation firewalls (NGFW) provide the security, control, and visibility you need to
maintain an effective cybersecurity posture. With solutions designed for networks of all sizes, SonicWall’s
award-winning hardware and advanced technology are built into each firewall to give you the edge on
evolving threats.

Topics:

¢ Functionality

e Configuration

e Microsoft Sentinel Content Type
e SonicWall Support

Functionality

The integration of SonicWall next-gen Firewalls with Microsoft Sentinel provides the capability to ingest
SonicWall access logs (in syslog format) into Microsoft Sentinel. These integration capabilities enable our
partners and customers to forward the firewall logs to Microsoft Sentinel, parse the logs and create custom
workflows, and automate the responses.

Data Sources for Microsoft Sentinel in SonicWall firewall integration with Azure Sentinel:

» Microsoft Sentinel comes with several connectors for Microsoft solutions, including Microsoft Threat
Protection, Microsoft 365 sources (such as Office 365, Azure AD, and Azure ATP), and more.

» Microsoft Sentinel uses standard syslog as the data source (Common Event Format or CEF) for non-
Microsoft solutions like SonicWall.
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https://learn.microsoft.com/en-us/azure/sentinel/overview
https://www.sonicwall.com/products/firewalls/

e Toingest SonicAlert access logs into Azure Sentinel, we will set up a syslog forwarder on a Linux machine
(which can be a VM on Azure or a physical machine on-premises).

Configuration

Follow the below steps to configure Microsoft Sentinel with SonicWall firewall:

1. Deploying a Microsoft Sentinel Workspace

2. Installing the SonicWall Solution for Microsoft Sentinel

3. Installing the Operations Management Suite (OMS) or Log Analytics Agent
4. Configuring a Syslog Server on SonicWall Device

5. Validating the Data that Reaches Workspace

Deploying a Microsoft Sentinel Workspace

To deploy a Microsoft Sentinel workspace:

1. Create a new resource using deploy a custom template that builds the resources needed for Microsoft
Sentinel.

2. Select QuickStart mode template and create or select resource group.
Let deployment to be completed.

3. Do one of the following:
¢ Navigate to the resource group.
» Click the Log Analytics workspace resource.

4. Navigate to the Microsoft Sentinel service on Azure Home page.
If Microsoft Sentinel service is not presented on the home page, click More services.
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5. Click the Sentinel instance within the resource group you created.
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Installing the SonicWall Solution for Microsoft Sentinel

To install the SonicWall solution for Microsoft Sentinel:
1. Click the Sentinel instance within the resource group you created.
2. Install the SonicWall solution from the Content hub:
a. Navigate to Content management > Content hub.
b. Search for SonicWall.

c. Select the SonicWall Network Security Solution and click Install.
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3. Configure the Common Event Format (CEF) via AMA data connector’s data collection rule to set the event
filter types (Syslog facilities) to collect.

Home > Microsoft Sentinel > Microsoft Sentinel | Data connectors >

Common Event Format (CEF) via AMA

¥ common Event Format (CEF) via AMA Prerequisites
Connected 3 Microsoft @ 4 Days Ago To integrate with Common Event Format (CEF) via AMA make sure you have:
Status Provider Last Log Received
N /' Workspace data sources: read and write permissions.
Description

@ o collect data from non-Azure VM, they must have Azure Arc installed and enabled. Leam more
Common Event Format (CEF) is an industry standard format on top of
Syslog messages, used by many security vendors to allow event
interoperability among different platforms. By connecting your CEF

logs to Microsoft Sentinel, you can take advantage of search & x Configuration

correlation, alerting, and threat intelligence enrichment for each log. Enable data collection rule

Last data received CEF Events logs are collected only from Linux agents.
4/3/2024, 4:46:43 PM

Related content O Refresh

ao “1 é0

Workbooks Queries. Analytics rules templates Rule name Event filter type

—— Gotolog analytcs SysLog_Collection_Rule log_local0 : LOG_DEBUG, log_local4 : LOG_DEB... 0]
140K

05K +Create data collection rule

70K

Run the following command to install and apply the CEF collector:
[ sudo wget -0 Forwarder AMA_installer.p i D]

35K
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4. Editthe data collection rule or create one if necessary. On the Collect tab of the rule’s configuration,
configure the following:

e LOG LOCAL* (0-7) to LOG DEBUG
e LOG_SYSLOG to LOG_DEBUG

e LOG USER to LOG DEBUG

Installing the Operations Management Suite (OMS) or
Log Analytics Agent

The Operations Management Suite (OMS)/Log Analytics Agent provides a Syslog relay.

(@ | NOTE: Make sure that this agent is installed on a host within the network and configure SonicOS to send
ArcSight-formatted Syslog data to the agent. The Agent establishes a secure connection with Azure, so the
log data is not sent to the cloud in plaintext.

(@ | NOTE: Before installing one, review the requirements for the agent (Supported operating systems). Some
versions of Linux have additional requirements with regard to Python that you should be aware of.

To install the Operations Management Suite (OMS) or Log Analytics Agent:
1. On the Microsoft Sentinel page, navigate to Data Connectors under Configuration.

2. Search for SonicWall and Choose [Deprecated] SonicWall Firewall via Legacy Agent and follow the
instructions to set up the forwarder agent on your machine.

®

NOTE: You can also run scripts to download the installer and execute it. They also include the
workspace ID and primary key that the agent needs to connect to the workspace.

3. Note down the IP address of the machine.
@® | NOTE: This IP address is needed for SonicWall configuration.

@ | IMPORTANT: Log analytics agent will be retired on August 31, 2024, so make sure you migrate to Azure

Monitor Agent (AMA). For more information, refer to migration instructions.

Here are some other reference articles if you want to learn more about the Arc Agent and Azure Monitor Agent:
* Install the Arc Agent/Azure Connected Machine Agent
¢ Connected Machine agent prerequisites - Azure Arc
¢ Overview of the Azure Connected Machine agent - Azure Arc
* Install the Azure Monitor Agent extension
e Azure Monitor Agent overview - Azure Monitor
e Manage Azure Monitor Agent - Azure Monitor
* Install the Azure Monitor Agent (AMA) forwarder.

e Tutorial: Forward Syslog data to Microsoft Sentinel and Azure Monitor by using Azure Monitor
Agent
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https://learn.microsoft.com/en-us/azure/azure-monitor/agents/agents-overview#supported-operating-systems
https://learn.microsoft.com/en-in/azure/azure-monitor/agents/azure-monitor-agent-migration
https://learn.microsoft.com/en-us/azure/azure-arc/servers/prerequisites#supported-operating-systems
https://learn.microsoft.com/en-us/azure/azure-arc/servers/agent-overview
https://learn.microsoft.com/en-us/azure/azure-monitor/agents/agents-overview
https://learn.microsoft.com/en-us/azure/azure-monitor/agents/azure-monitor-agent-manage?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/sentinel/forward-syslog-monitor-agent
https://learn.microsoft.com/en-us/azure/sentinel/forward-syslog-monitor-agent

e Configure a Data Collection Rule (DCR)
e Tools for migrating to Azure Monitor Agent from legacy agents - Azure Monitor
¢ Collect Syslog events with Azure Monitor Agent - Azure Monitor
e Tutorial: Forward Syslog data to Microsoft Sentinel and Azure Monitor by using Azure Monitor

Agent

Configuring a Syslog Server on SonicWall Device

To configure a syslog server:
1. Configure a syslog server on your SonicWall device using syslog format as ArcSight (CEF).
2. Specify the IP address or Name of your Linux VM as the syslog server, and Syslog Facility should be

Local use 4.

(N | NOTE:
e The Syslog data is sent to the OMS Agent on UDP/514.

e For more information, refer to Knowledge Base Article.
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https://learn.microsoft.com/en-us/azure/azure-monitor/agents/azure-monitor-agent-migration-tools?tabs=portal-1#installing-and-using-dcr-config-generator
https://learn.microsoft.com/en-us/azure/azure-monitor/agents/data-collection-syslog
https://learn.microsoft.com/en-us/azure/sentinel/forward-syslog-monitor-agent?bc=%2Fazure%2Fazure-monitor%2Fbreadcrumb%2Ftoc.json&toc=%2Fazure%2Fazure-monitor%2Ftoc.json
https://learn.microsoft.com/en-us/azure/sentinel/forward-syslog-monitor-agent?bc=%2Fazure%2Fazure-monitor%2Fbreadcrumb%2Ftoc.json&toc=%2Fazure%2Fazure-monitor%2Ftoc.json
https://www.sonicwall.com/support/knowledge-base/how-can-i-configure-a-syslog-server-on-a-sonicwall-firewall/170505984096810/

Validating the Data that Reaches Workspace

Once configured, you'll receive SonicOS-generated CEF messages in the Sentinel Workspace.

Validate that the OMS Agent is receiving CEF messages and can connect to Azure. If the validation initially fails,
try again. The validation checks the connection to the workspace as well as a stream of CEF from a source. The

firewall needs to be actively generating Syslog CEF messages for the validation to pass.

Log Analytics Agent

Activitles M Terminal ~ We
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ruritten.
ython fopt/microsoft/o

i https://docs.nlcrosoft.confazure/sentinel ]

nfiguration does not store un ssary logs. This nay cous
n the oms agent installed. For more information:

@ | NOTE:

e Troubleshoot your CEF or Syslog data connector according to https://learn.microsoft.com/en-
us/azure/sentinel/troubleshooting-cef-syslog?tabs=cef.

e sudo wget -O cef_troubleshoot.py, https://raw.githubusercontent.com/Azure/Azure-
Sentinel/master/DataConnectors/CEF/cef _troubleshoot.py (python cef_troubleshoot.py
[WorkspacelD]).
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https://learn.microsoft.com/en-us/azure/sentinel/troubleshooting-cef-syslog?tabs=cef
https://learn.microsoft.com/en-us/azure/sentinel/troubleshooting-cef-syslog?tabs=cef
https://raw.githubusercontent.com/Azure/Azure-Sentinel/master/DataConnectors/CEF/cef_troubleshoot.py
https://raw.githubusercontent.com/Azure/Azure-Sentinel/master/DataConnectors/CEF/cef_troubleshoot.py
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To validate data on Microsoft Sentinel workspace:

1. On the Microsoft Sentinel workspace, navigate to the General > Logs link.

2. Setashort time range that covers a period where data should have been ingested. It can take several

minutes to begin seeing data in Log Analytics. Wait for more time if you do not see data right away.

3. Enter a basic query to confirm data is arriving at Sentinel and click Run.

p Microsoft Sentinel | Logs
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To get AMA Heartbeat Logs:

Use Heartbeat query with a short time range (last 30 minutes):
e Heartbeat
e | distinct Computer, Category, ComputerlP

ral - . Y
| Time range : Last 30 minutes | save v & sh

1 Heartbeat
2 | -distinct Computer, -Category, -ComputerIP

Results  Chart (%] add bookmark

E] Computer Category Comp

E] > jaime-ubuntu-vim Azure Monitor Agent 184.9¢

® | NOTE: This only applies to AMA, not the OMS/Log Analytics Agent.
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Microsoft Sentinel Content Type

The SonicWall Data connector includes a Workbook containing a variety of queries for various security services

as well as other traffic and security insights.

To navigate to Microsoft Sentinel content types:
1.

2. Click the installed SonicWall Network Security Solution to view the content types:

Navigate to the Content management > Content hub link.

*  Workbook
* Analytics Rules

* Hunting Query
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Workbook

SonicWall Workbook contains the collection of queries to provide visibility into the events reported by the

SonicWall firewalls.
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You can also select the Auto refresh time for the queries.

O @ D Autorefresh: Off

Auto refresh

Workbook content will refresh automatically on this interval, If you manually refresh content, it will restart the refresh
interval.

Refresh interval:

(®) off

O 5 minutes
O 10 minutes
O 15 minutes
QO 30 minutes
() One hour
O 2 hours
O 4 hours

O One day

o [

Analytics Rules

Topics:

e SonicWall - Capture ATP Malicious File Detection
¢ SonicWall - Allowed SSH, Telnet, and RDP Connections
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SonicWall - Capture ATP Malicious File Detection

SonicWall- Capture ATP Malicious File Detection identifies malicious file verdicts from the SonicWall Capture
ATP service. This analytic rule leverages the SonicWall Firewall ASIM Network Session parser
(ASimNetworkSessionSonicWallFirewall).

To set rules logic:

1. Click the Analytics rule to create the rule and set the rules logic.

Analytics Rules ®
+ oo (S — g . . 5 o ntwmes T Cokmes
N ety —
o oo e s
$1 & . bt i 3
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Dashboard > Microsoft Sentined > Microsoft Sentinel | Content hul > SonicWall Netwaork Security > Anabytics Rules »

Analytics rule wizard - Create a new Scheduled rule

SoniciWall - Capture AT Malicious File Detection

General  Set rule logic Incident settings  Auvtomated response Review = crgate

Create an anahytics rule that will run on your data 1o detect thieats.
Analytics rule details

Narne *
SonicWall - Capture ATP Malicious File Detection |

Diescription
This nule identifies malicious file verdicts from the SonicWall Capture ATP service. This analytic ‘J
#

ule leverages the Sonic\Wall Firewall ASIM Network Session parser
{ASimNetworkcSessionSonicWallFirewall].

Severity

] Medwmm |
Tactics and techniques (2) |
Status

[ o JIE

Mext : Set nube logic >

2. Navigate to Incident Settings, select the Automated response.

Microsoft Sentinel 1
Integration Guide



3. Review the settings and click Save to schedule the rule.

Analytics rule wizard - Create a new Scheduled rule

Comed S rdsloge e Mgl Adomated wipond e o ks

e

SonicWall - Allowed SSH, Telnet, and RDP Connections

SonicWall - Allowed SSH, Telnet, and RDP Connections identifies allowed inbound SSH, Telnet, and RDP

connections. This analytic rule leverages the SonicWall Firewall ASIM Network Session parser

(ASimNetworkSessionSonicWallFirewall).
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To set rules logic:

1. Click the Analytics rule to create the rule and set the rules logic.

Dashboard » Microsol Sentinel > Microsoft Sentingd | Content hik > Soneiwiall Network Seourity

Analytics rule wizard - Create a new Scheduled rule
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Analytics rule details
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Dashboard > Microsolt Sentingl > Microsoft Seetingl | Content hub > SonicWall Network Security

Analytics rule wizard - Create a new Scheduled rule

Sanaciinl - Aiowed S5 Teine nd BRI Connechone

General  Set rule logic incident settings Automated responie Pt = create

Create an analytics rule that will Fan on your Gata 1o detect Shreats.
Analytics rule details

Raima
Soniciial - Alowed SSH, Teinet. and 0P Correchons.

Analytics Rubes >

Descripton
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Soniciisl Frewall AR Netmork Seiion piser (ASmNetworkSessonSons Wsllvewal)
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Fats
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2. Navigate to Incident Settings, select the Automated response.

3. Review the settings and click Save to schedule the rule.

Microsoft Sentinel
Integration Guide

13



Hunting Query

Outbound SSH/SCP Connections query looks for outbound SSH/SCP connections identified by the expected

port number (22) or by the SonicWall Deep Packet Inspection services. This query leverages the SonicWall

Firewall ASIM Network Session parser.

To run query:
1. Run the query in one of following ways:
» Select the Threat hunting query and click Run query.

For more information about setup instructions, refer to the SonicWall Firewall-Sentinel Integration KB Article.

[T T ———

Hunting

e e b e

pape 1w loer | e T P

 Scroll right and click on three dots the end and run the query.
@® | NOTE: You can also create your own hunting query using this.
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Here is the data connector instructions Article.
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https://www.sonicwall.com/support/knowledge-base/sonicwall-firewall-log-integration-with-microsoft-sentinel/210310071957057/
https://learn.microsoft.com/en-us/azure/sentinel/data-connectors/sonicwall-firewall

SonicWall Support

Technical support is available to customers who have purchased SonicWall products with a valid maintenance

contract.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year.

The Support Portal enables you to:

View Knowledge Base articles and Technical Documentation
View and participate in the Community Forum discussions
View Video Tutorials

Access MySonicWall

Learn about SonicWall Professional Services

Review SonicWall Support services and warranty information

Register at SonicWall University for training and certification

Microsoft Sentinel
Integration Guide

15


https://www.sonicwall.com/support/contact-support/
https://www.sonicwall.com/support/contact-support/
https://www.sonicwall.com/search/#t=Support&sort=relevancy&f:sourceTypeFacetId=[Knowledge Base]&f:@language=[English]
https://www.sonicwall.com/support/technical-documentation/?language=English
https://community.sonicwall.com/technology-and-support
https://www.sonicwall.com/support/video-tutorials/#t=All&sort=relevancy&numberOfResults=12
https://mysonicwall.com/
https://www.sonicwall.com/partners/partner-enabled-services/
https://www.sonicwall.com/support/support-services/
https://www.sonicwalluniversity.com/
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® | NOTE: A NOTE icon indicates supporting information.

@® | IMPORTANT: An IMPORTANT icon indicates supporting information.
@® | TIP: ATIP icon indicates helpful information.
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CAUTION: A CAUTION icon indicates potential damage to hardware or loss of data if instructions
are not followed.

/\| WARNING: A WARNING icon indicates a potential for property damage, personal injury, or death.
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by estoppel or otherwise, to any intellectual property right is granted by this document or in connection with the sale of products.
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