
SSL-VPN Using LDAP Groups with Microsoft Windows 2003 Active Directory 

This technote provides procedures to configure an LDAP group for an LDAP authentication domain in Windows 2003 Active Directory.  
 
Windows 2003 Active Directory 
In this example, an LDAP group called ‘Sales’ has been created in the Active Directory tree.  ‘User1’ is a member of this group. 
 

 
 
 
 
 
 
 

 



 
SonicWALL SSL-VPN Appliance 
 

1. Create the LDAP authentication domain.   
 
The BaseDN is the root of the directory tree.  DN stands for Distinguished Name, which identifies and describes an object in the LDAP 
directory.  In the LDAP BaseDN field, enter the DN for the folder which contains the user objects.  In this example, our Users folder is 
at examplecompany.com/Users, whose BaseDN is cn=users,dc=examplecompany,dc=com. 
 

2. Enter a valid username and password, then link the LDAP domain to a portal. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

3. Create the LDAP Group.   
In our Active Directory tree, we had a group object called ‘Sales’, and ‘User1’ is a member of this group.  The DN for the ‘Sales’ group 
object is ‘cn=sales,cn=users,dc=examplecompany,dc=com’.  Therefore, an attribute of User1 is that he’s a member of that DN.  This is 
expressed as memberOf=”cn=sales,cn=users,dc=examplecompany,dc=com”. 
 
Note: When creating the ‘LDAP Domain’ authentication domain, an ‘LDAP Domain’ group is automatically created. In this example, the 
‘LDAP Domain’ group was not modified with the addition of specific LDAP attributes. Therefore, the ‘LDAP Domain’ group will serve as 
the less-specific group for all successfully authenticating ‘LDAP Domain’ users, who are not explicit members of the ‘sales’ group. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

  



If you are unsure of the LDAP group’s DN or need to verify the user’s ‘memberOf’ attribute, enter at a command prompt on the server: 
 
dsquery user –name username | dsget user –memberof  
 
This will give you the DN for the LDAP groups that the user belongs to.  See the example below: 
 
 
 
 
 
 
 
 
 
 
 
 
To test, log into the LDAP domain as the user.  Open a separate browser, log in as Admin, and go to Users > Status.  The user should 
appear in the list of Active User Sessions, and the Group column should say ‘Sales’. 
 
 
 
 
 
 
 
 
 
 
 
 
 

  


