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SONICWALL INTEGRATES FULL-FEATURED ENTERPRISE-CLASS ANTI-SPAM
SERVICE ON ITS FIREWALLS

Powerful, fully-integrated service improves upon traditional hosted solutions;
provides an industry breakthrough in security and ease-of-use with comprehensive
anti-spam and complete user level quarantining with just one mouse click
SUNNYVALE, CA — July 16, 2009 — SonicWALL, Inc. (NASDAQ: SNWL), a leading

secure network infrastructure company, today announced the SonicWALL
Comprehensive Anti-Spam Service (CASS), a solution delivering advanced spam
protection fully integrated with SonicWALL'’s Unified Threat Management Firewalls.
The new service is designed to be easily enabled on SonicWALL TZ, NSA and E-Class
NSA Series security appliances with just one mouse click, and will immediately begin
to filter SMTP (Simple Mail Transfer Protocol) email traffic to remove spam, phishing
threats and even virus-laden email. The service’s hybrid-cloud design simplifies set-
up while optimizing protection, and upon activation stops spam before it enters the
corporate network. The solution also allows for IT administrators to quarantine
individual junk mail boxes, a first in the industry. The Comprehensive Anti-Spam
Service differs from other firewall services in that it is a true and complete

enterprise-class anti-spam service and not a simple black list filter or OEM list.

Due to the steady increase of junk email worldwide, nearly 94% of global email is in
the form of unwanted or malicious correspondence such as spam, phishing and
infected messages. At the same time, spam has moved from an annoyance to a true
security threat. Allowing this dangerous and extraneous email traffic into the
company network can grind business communications and organizational productivity
to a halt. This threat is especially significant within environments that are most likely
to have limited network protection resources and less sophisticated security solutions
such as small and medium businesses (SMBs) and distributed enterprises. By
integrating directly with the firewall, the SonicWALL solution is able to scan every
packet across every protocol — something hosted solutions simply can’t do.
Implementing the Comprehensive Anti-Spam Service allows businesses to remove
junk email at the gateway before it enters the network, improving bandwidth,

optimizing network efficiency and enhancing employee productivity.



“The SonicWALL Comprehensive Anti-Spam Service enables SMBs and distributed
enterprises to combat spam at the network gateway — thereby protecting the
company network,” said Edward Cohen, Vice President of SonicWALL’s Email Security
business unit. “Smaller organizations can protect against the global proliferation of
email-based threats by allowing only good, and wanted; email is delivered to their
server. Distributed enterprises receiving email in multiple locations can implement
the Comprehensive Anti-Spam Service on remote SonicWALL firewalls to reduce
spam-related network traffic. The result is an all-encompassing defense system
against the swath of spam, phishing, viruses and other email-based threats that are

becoming increasingly frequent, complex and sophisticated.”

“Our previous solution didn’t seem to be catching all the spam, and my end-users
were often complaining, asking why the filtering service didn’t stop these messages
from coming through. 1 would have to go and investigate each time find out why a
message had gotten through,” said Andy Gee, IT Director, Royal Food Service. “The
Comprehensive Anti-Spam Service from SonicWALL has been a good fit for us in
terms of additional protection without having a new appliance to maintain, make
space for in our racks or worry about power usage. | don’t have to worry about it
day in and day out; as long as my firewall is working, | know the service is working.
Plus, I’'m not getting complaints from my end users any more, which is saving me

time.”

Key features and customer benefits of the SonicWALL Comprehensive Anti Spam
Service also include:
¢ Advanced Reputation Management (ARM) utilizes Sender IP Reputation
to reject junk email—including spam, phishing and attached viruses—before it
enters the network. ARM eliminates the need for less-effective, slow-
responding and error-prone real-time blacklist services
¢ Cloud-based Advanced Content Management (ACM) removes any
remaining junk email using SonicWALL'’s proven spam fighting techniques.
The cloud-based design utilizes these advanced anti-spam techniques without

impacting firewall processing and overall network



¢ Flexible junk email routing categorizes junk messages as spam, likely
spam, phishing, likely phishing, virus and likely virus - for complete control
and compliance with corporate and regulatory requirements

e User Junk Box for Outlook option enables quick set-up of Junk Boxes for
all users to store junk messages. Users can receive Junk Box Summary
emails, which they may use to view (as text) and un-junk messages as
desired

e SonicWALL GRID Anti-Virus is automatically activated along with
SonicWALL CASS to detect SMTP-based virus emails and reroute them as
defined by the administrator (e.g., rejected or deleted) at the gateway

¢ Integrated allow and block lists are built into SonicWALL network security

appliances, as well as integrated reporting and logging

For more information please visit: http://www.sonicwall.com. For the most up-to-

date information on email security threats from SonicWALL’s GRID Network, visit

GRIDNews at www.sonicwall.com/us/11605.html.
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About SonicWALL, Inc.

SonicWALL, Inc. the leader in network security, focuses on developing solutions that
remove the cost and complexity out of managing a secure network environment.
With over one million award-winning appliances shipped through its global network
of ten thousand channel partners, SonicWALL provides end-to-end solutions including
Firewalls, SSL VPN’s, Email Security and Continuous Data Protection that collectively
ensure robust, secure network protection. For more information, visit the company
web site at http://www.sonicwall.com/.
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