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SonicWALL Managed Services

MANAGED SERVICES Reliable and affordable managed security and data protection

Organizations depend on the Internet to exchange information—to better serve customers,
support business relationships and be more competitive. However, organizations have to
protect themselves against potential Internet and e-mail threats as well as preserve their
precious data to secure the viability of their company. The US Bureau of Labor states "93%

of all companies that experience significant data loss are out of business within 5 years.”

Coping with the constant onslaught of sophisticated malicious attacks and the flood of
vulnerabilities has become more and more challenging. IT managers are frustrated by the
multitude of independent point solutions—solutions that often lack basic integration and
interoperability of even standard features. And business managers are concerned with the
potential exposure associated with various regulatory requirements. Strict fines and negative
publicity can result if security and data backup and recovery systems are not properly
configured, managed and maintained.

SonicWALL Managed Services

SonicWALL® has teamed up with a group of independent managed service providers, specializing
in outsourcing IT services. Whether an organization wants to offload some basic—often time
consuming—IT responsibilities, outsource complete offsite management of their network or
anything in between, Managed Service Providers will tailor a solution to fit key business
requirements and help free up time to work on the important initiatives that

ultimately support the growth and direction of an organization.

Features and Benefits

Access to experts - Initially, work with a security and Predictable costs — Cost structure and fees are

data protection expert to define policies that meet predictable based on the selected services. Cost savings
business objectives and provide up-to-the-minute are generally visible within 90 days of engaging a
security and data protection. Then, extend IT resources Managed Service Provider.

with ongoing access to expert advice for support as

: L ) Productivity savings — With so many point solutions
new business opportunities and IT challenges arise. y 9 yp

put together, even an initial optimization of current

Affordable enterprise-class protection — Leveraging systems begin to save organizations money and increase
the economies of scale, Managed Service Providers network bandwidth and performance. Smooth-running
offer the same products, services, management, systems eliminate downtime and data loss, reducing
reporting and expertise found in enterprises at a internal staffing costs and freeing existing staff to focus
fraction of the cost of bringing everything in house. on key activities.

Rapid response - Detailed monitoring and reporting
ensure a timely response to alerts and rapid resolution
of security issues. IT managers no longer have to be
on call 24x7. The managed service provider ensures
continuous uptime of the network.
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Network Security Solutions

SonicWALL provides all-in-one security solutions
which are based upon deep packet inspection firewall
and IPSec VPN technologies with integrated gateway
anti-virus, anti-spyware, intrusion prevention, enforced
desktop anti-virus, content filtering and secure wireless
capabilities.

Secure Remote Access

The SonicWALL line-up of VPN solutions provide
organizations of all sizes with two easy ways to
provide secure access to corporate resources through
broadband, wireless and dial-up connections from
remote locations. IPSec VPN is integrated in all TZ and
PRO Series security appliances. It uses encryption and
authentication technology to create a secure, private
tunnel through an IP network for site-to-site connections.
Or, by deploying a SonicWALL SSL-VPN solution along
side an existing firewall with no per-seat license fees,
organizations can easily provide mobile workers with
secure remote access through a standard Web browser.
And, because it uses a Web-based interface, there is no
need for managing a pre-installed client, making the
task of offering remote access a breeze for an already
overtaxed IT staff.
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Web and E-mail Security Solutions

SonicWALL E-mail Security solutions provide effective,
high-performance and easy-to-use inbound and
outbound e-mail threat protection against spam, virus
and phishing attacks while preventing internal policy
and regulatory compliance violations. SonicWALL Web
Security solutions integrate Web filtering and real-time
gateway anti-virus and anti-spyware to deliver maximum
network protection in a single appliance that fits
behind an existing firewall.

Backup and Recovery

SonicWALL Backup and Recovery solutions provide
automatic, real-time disk-based data backup for
servers, laptops and PCs. The Continuous Data
Protection (CDP) Series backs up files locally to ensure
previous file versions can be recovered instantly. It also
includes hands-free, automatic offsite capabilities that
satisfy an organization'’s disaster recovery require-
ments. And, since SonicWALL CDP only backs up block
level differences within each file, the network is not
impacted or compromised. Importantly, central
management and remote administration features allow
a managed service provider or IT administrator to
operate efficiently and effectively.

For more information on SonicWALL's broad range of solutions or locate a Managed Service Provider,
e-mail msp@sonicwall.com, or visit our Web site at http:/www.sonicwall.com

SonicWALL, Inc.
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